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BCTVII

B cydacHOMy cBiTi 3a0e3medeHHs iHGOpMAIiitHOT OE3MEeKN € OTHIEI0 3 KIIOUOBUX
CKJIQJIOBUX MOJITUKU KOXKHOI KpaiHU JABAALSTH MEPUIOTr0 CTOMITTS. Takok BOHO Ma€ BIUIUB
Ha JKUTTS KOXKHOTO OKpeMHOro iHauBina. IHdopmamiiina O6e3nexa mae TICHHMA 3B’A30K 3
MOJITUKOIO, 10 JepKaBa NpPOBOJUTH B iHGopMamiiiHiA cdepi. Brims nHeepekTuBHOT
MOJTITHKY 3a0e3neueHHs iHGopMaIiiiHoi 0e3NeKu 3HaXOAUTh CBOE BiJOOpPaKCHHS B JKUTTI
KOXHOi 0cO0H, CyCIIJIBCTBA 3arajoM Ta kpainu. Came 3apa3 Haila Jiep>kaBa 3HaXOJIUTHCS
Ha OUISIXY CTAaHOBJIEHHS 1H(OpMAItHOrO cycrnuibcTBa. [HpopMmalliiiHa He3aJIeKHICTh
nume ¢dopmyerhes. [HdopmaliiiHa raay3b € OJIHIEI0 13 CKIAJ0BHX HalllOHAJTBHUX
IHTEpECIB CYYacHUX JIepXkaB, a, OTXKE, BApTO 3BEPTATU Ha Hei ocoOnuBy yBary. Camy ToMy
pO3poOKa JAHOTO NMPOEKTY € aKTyajdbHOW. B Hamomy cycniibCTBI KOXKEH I'pPOMaJsIHUH
MMOBUHEH MAaTH MOXJIMBICTh CTBOPIOBATH Ta HAKONMMYYBAaTH 3HAHHSA Ta IH(OpMaLIo,
PO3KpUTH BJIACHHUM MOTEHIliad, CTBOPIOBATH MO3UTHUBHI TEHJCHINI MOKPAIIECHHS PIBHS
KHUTTS K HA OCOOMCTOMY, TaK 1 KOJEKTHBHOMY piBHi [1]. [cCHYyOTB 1Bi 0COOIMBOCTI, 110
dbopmyroTh crienudiky AepxKaBHOro 3abe3neueHHs iHdopMaliitHoi 0e3neku B YKpaiHu Ha
ceorofni. Ilepmioro 3 HUX € €BpOIHTErpaliifHUI BEKTOP PO3BUTKY HAIIOI KpaiHU 3
nojaibliuM OaxkaHHsAIM BCcTynutu 10 €Bpornelicbkoro Coro3zy ta HATO. B nam uac
ICHYIOTh 30BHIIIHI Ta BHYTpIMIHI 1H(GOPMAIiHI Ta MOJITHYHI MPOOJIEMH, caMe TOMY
BXJIMBUM € Te, 00 iH(opMarliiina Oe3neka Haloi KpaiHu OyJia MOBHOIIIHHOIO Ta OyJa
30CepeIKeHa Ha BCIX HEOOXIIHMX HalpsMKax, Maja NPOrpeCHUBHUN XapakTep, TOOTO
BIJIMTOBIa1a Mpo0OJieMaM Cy4acHOTO CBITY i OyJia JaJeKOTIISTHOIO.

Hpyroro ocobiuBicTiO 3abe3nedeHHs 1H(opMarlliiiHoi Oe3reku B YKpaiHi €
ICHyBaHHSI aHTUYKPAiHCHKOTO BIUTMBY 30BHIIIHBOTO Ta BHYTPINIHBOTO XapakTepy. BiH
moJisirae B TIPOMAaryBaHHI BOPOKHEUlI Ha HAIllOHATBLHOMY pIBHI, i7Ied cenmapaTu3My,
HEHABUCTI, HACWUJIbCTBA. BiH copsiMOBaHMN Ha 3aBAAaHHS IIKOJW Ta 3pyHHYBaHHI
YKPaiTHCHKOI 1IEHTUYHOCT1, KOHCTUTYIIIHHOMY yCTPOI YKpaiHH, a TaAKOXK TEPUTOPIaIbHIN
niricHocti. Came TOMY HEOOXiHE ICHYBaHHS Takoi JEp>KaBHOI MOJITUKH B I[bOMY

HaMNpsMKY, sika O J03BOJIWJIA 3aXUCTUTHU HAIll CYBEPEHITET Ta HE3aJIEKHICTb.
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Meta po0oTu mojsrae B JOCTIIKEHHI TEOPETHUYHMX 1 TPAKTUYHUX 3acaj Ta
PO3p0o01Il MPaKTUYHUX PEKOMEHALIIN 11010 BJOCKOHATICHHS JIeP>KaBHOI MOMITUKH Y chepi
iHpopMalliiiHOT Oe3neku B YKpaiHi.

JlocsirHeHHsI MeTH poOOTH Tiepei0ayae BUPIIICHHS HACTYITHUX 3aBJAaHb!

1) BU3HAYMTH TEOPETHUYHI AaCHEKTH JIEPXKABHOI IOJITHKH  3a0e3ICUCHHS
1H(opMarriitHoi 6e3neKu;

2) JOCHITUTH JOCBiJ 1HO3EMHHX JepXaB IMOA0 3abe3meueHHs iHPOpMamiiHOT
Oe3neky;

3) MpoBeCTH aHalli3 BITYM3HSIHOIO 3aKOHOJIABYOIrO 3a0e3MedyceHHs iHPOopMaiiHOT
0e3IeKH Ta MPAKTUYHUX 3aX0/lIB IePKaBHOI MOJITUKH 100 ii peanizarii,

4) BU3HAYMTH ICHYIOUI 3arpo3u iHopMalliifHoi Oe3neku YKpaiHu Ta MPaKTHYHI
peKOMeH1alli MO0 iX YCYHEHHS.

O0’exkTOM JOCIIKEHHSI € MpOLEeC peam3alli Jep:KaBHOrO YIpaBIiHHA y cdepi
3a0e3nedeHHs 1H(opMaIiiHoi Oe3nekn YKpaiHu, NisUIbHICTh OpraHiB JIepKaBHOI BIaJH
111010 3a0e3neueHHs 1HdopMalliitHo1 Oe3MeKu.

IIpeameTomM MOCHTIIKEHHSI € TEOPETHUKO-METOIOJIOTIYHI MIAXOAU Ta MPAKTUYHUN
IHCTpYMEHTapii 3MIHCHEHHS JEp>KaBHOI MOJITUKH y cdepl iHPopMaiiiitHOi Oe3neku B
VYkpaiHi.

Metoaun jgocaimkeHHs. [ TEOPETMUHOTO OCMUCIICHHS PI3HUX aCIEKTiB
MpoOJIEMHU 3aCTOCOBYIOTHCSl aHAIII3 1 CUHTE3 (MOXJIMBOCTI a/IanTallii CBITOBUX 3pa3KiB B
VYkpaini 13 opradizamii iHQopMmaiiiiHoi Oe3neku JAepkaBu Ta 11 3a0e3NedyeHHS,
JOCIIJKEHHSI CTaHy BITYM3HSHOT TEOPETUKO-METOJO0JIOTIUHOT 0asu  iHdopmarliitHoi
Oesneku), abCTparyBaHHsT ¥ y3araJbHEHHS (BU3HAUCHHS MUIAXIB YJOCKOHAJICHHS
OpraHizaiiifHO-IIPaBOBOTO 3a0e3MeueHHs Jep:KaBHOI MOMTHKU y cdepi iHGopmariitHol
Oesnexkn YKpaiHU, TOPIBHSAHHS ¥ YTOYHEHHS HOBITHIX (YHKI[IOHAJIIB CHUCTEMHU
Jep>KaBHOTO YIPaBJIIHHS HEIO), ASAYKIlIS Ta IHAYKIA (pO3Kiax 00’ €KTY TOCTIIHKEHHS Ha
CKJIaJIOB1 Ta OIliHKa HOro cTaHy) Ta rpadiyHui MeTo ] (BUKOPHCTAHHS CXEM Ta TaOJIUIIh).

Crpykrypa pob6otu. BunyckHa kBamidikaiiiiHa poOoTa CKJIaJAa€ThCs 31 BCTYILY,
JIBOX PO3MLIiB, SIK1 MOALICHI Ha TMiIPO3/I1JIU, BUCHOBKIB Ta CIIMCKY BUKOPUCTAHUX JKEpel

(50 naiimenyBanb). O6csr pobotu ckinanae 40 CTOpiHOK.



PO3/1J 1
TEOPETUYHI TA 3AKOHOJIABYI 3ACA/IM 3ABE3ITEYEHHS IHOOPMALIIMHOT
BE3IIEKU B YKPAIHI

1.1. TeopeTuko-MeTOAUYHI acneKTH iHpopPMaliiiHOI Oe3neKHu nePKaABU

Po3risn muTaHHS TEOPETHYHUX acmlekTy iHdopmariiiiHoi 6e3nekn YKPaiHu BapTo
MOYaTH 3 BHU3HAYCHHS OCHOBHMX HOPMATHBHO-NPABOBHX AaKTiB, IO BPETYJIbOBYIOTH
BIHOCMHU B 1HQopPMamiiHiii cdepi. Bonum BrItOuUaoTh B cebO€ HACTYIHI aKTH:
Konctutymis Vkpainu, 3akon Ykpainu «IIpo indopmariito», 3akoH Ykpainu «IIpo
IPykoBaHi 3acobu MacoBoi iH(popmarlii B Ykpaini», 3akon Ykpainu «IIpo tenebadeHHs i
pamioMmoBieHHs Y, 3aKkoH YkPainu «IIpo indopmariiini areHTcTBay, 3akoH Ykpainu «I1po
pexnamy», 3akoH Ykpainu «IIpo HamionaneHy pagy YkpaiHu 3 muTaHb TeleOayeHHS 1
pamioMoBiIeHH», 3akoH YKpainu «I1po HaioHanbHy Oe3nexky YKpPaiHuy, 1HII 3aKOHH.

Tak, crarrs 34 Konctutymii Ykpainu 3a3Hayae, M0 KOXHOMY TPOMAJSHUHY
rapaHTyeThCsl TPaBO Ha CBOOOY JTYMKH 1 CJIOBa, HA BUIbHE BUPAXKEHHS CBOIX MOIVISIAIB 1
nepexkoHanb. KokeH rTpomaasHMH Mae 1TpPaBo  BUIbHO 30upaTH, 30epiraTw,
BUKOPHUCTOBYBATH 1 MOMIKMPIOBATH 1HPOPMALIIIO0 YCHO, MUCHbMOBO a00 B 1HIIMIM CIOCIO - Ha
cBilt BHOIp [2].

3aKOHOJABCTBO YKPAiHM Ma€ BU3HAUCHHS TOHATTA «iH(opmariis». Tak, 3akoH
VYkpainu «IIpo indopmaiiiro» BuzHavae iHGoPMaIlito sk Oyb-gK1 BiIOMOCTI Ta/abo JaHi,
K1 MOKYTh OyTH 30epekeHl Ha MaTepPiaJbHUX HOCIIX a00 BiIOOPa)KeHI B €JIEKTPOHHOMY
Bursial. Lleil HopMaTUBHO-IPABOBMI akT 3aKPIIUIIOE 3arajbHl 3acaju npaBa ocoOU Ha
noctyn a0 iHpopmarii B ycix cdepax CycmiIBHOTO 1 JEPKaBHOTO JKUTTA YKPaiHw,
3a0e3nedye TPOMajsHaM MOXJIHMBICTh JUIsl y4acTi B YIPAaBIIHHI JEPKAaBHUMH 1
rPOMaJICEKUMH CITPaBaMH, ISl BIUTMBY Ha TIOJIIIIICHHS POOOTH OPTaHiB JAePKaBHOI BIaaH
1 MICIIEBOTO CaMOBPSITyBaHHS, MiMPUEMCTB, YCTAHOB, OPTaHi3aIliii He3aJIexKHO B Gopm
BJIACHOCTI. 3aKOH 3aKPIIUIOe BUAM 1HQOPMALli, BPEryJbOBY€E MISUIbHICTh >KYyPHAIIICTIB,
3aco0iB MacoBoi iH(dopMamii Ta iX TPAIIBHUKIB, 3a3HAaya€ BIAMOBITAIBHICTh 3a

MOPYIIIEHHS 3aKOHOIaBCTBA IPo iHdopmairiro [3].
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Posrmsin iHopMmariiiinoi Oe3nekr HeMOXIUBUM 0e3 1HGOoPMaLiHOT MOMITHKH
nepskaBu. JlaHuit 3aKOH TakOXX HAJa€ BU3HAYCHHS JEPKaBHIM 1H(GOPMAITIHHIA MTOITHIII.
JlepxaBHa iH(pOPMalliiHA TOJITHKA - € CYKYMHICTh OCHOBHMX HampsiMiB 1 Croco0iB
JUSITBHOCTI JIePKaBH 3 OTPUMaHHS, BUKOPHUCTaHHS, OMUPEHHS Ta 30epiranHs iHdopmariii.
BueHi HaBOIATH BU3HAUYEHHS, SIKE € aHAJIOTTYHUM 3aKOHOAABCTBY, Tak 0. M. IBanueHKO
TaKOXX BKa3ye, IO M1 MOHATTAM 1H(OPMAIIHHOI MOJITUKK CIIiJ PO3YMITH CYKYIHICTh
OCHOBHHMX HAamPsMiB 1 CIOCOOIB [IsIILHOCTI JepKaBU 3 OTPWMAaHHS, BHUKOPHWCTAHHSI,
noIMpPeHHs Ta 30epiranus indopmarii [4].

[likaBoto € mymka BueHOi bepe30BChHKOi, sika MPU aHali3l MOHATTA «JIeprKaBHA
iH(popMaIiiiHa TOJIITUKA», BKa3zye, IO Taka MOJITHKAa MOBUHHA 3aKJIACTU OCHOBH IS
BUPIIIEHHS (QYHIaMEHTaIbHUX 3aBJaHb PO3BUTKY CYCHUIbCTBA, T'OJOBHUMHU 3 SIKUX €
dbopmyBaHHs enuHOTO 1HGOPMaIiitHOro mpocToPy YkKPaiHu Ta ii BXO/PKEHHS y CBITOBUM
iHpopMariiinuii  mpocTip, rapaHTyBaHHs iHopPMaliifHOI  0e3nmeKu  0COOUCTOCTI,
CycHinbcTBa i JepkaBu [5]. 3akoH BH3HA4Yae HACTYIHI OCHOBHI HalpPsSMaMH JCPKaBHOI
1H(oPMAIIIiHOT TOTITUKH:

1) 3a0e3neueHHs J0CTYITy KOKHOTO JI0 iH(popMaIlii;

2) 3a0e3reycHHs PIBHUX MOXIIMBOCTEH IOJO0 CTBOPEHHS, 30MPaHHs, OCPIKaHH,
30epiranHs, BUKOPUCTAHHS, IOMIMPEHHS, 0XOPOHH, 3aXUCTY iH(OPMAIIii;

3) cTBOpPeHHs yMOB T hopMyBaHHs B YKPaiHi iH()OPMAIIITHOTO CYCITiIbCTRA,

4) 3a0e3MedYeHHs BIAKPUTOCTI Ta TMPO30POCTI [ISJIBHOCTI CYO'€KTIB BJIAJHHX
MMOBHOBAXCHb;

5) cTBOpeHHs iH(poOPMAIitHMX cHcTeM 1 MepPex iH(opwmarii, PO3BUTOK
CIICKTPOHHOTO YPSITyBaHHS,

6) mocTiiiHe OHOBIICHHS, 30aradeHHs Ta 30ePiraHHs HAI[lOHAIBHUX 1H(OPMAIIHHUX
pecypcis;

7) 3a0e3neycHHs iHpoPMaIiifHOT Oe3nekn YKpPainu;

8) chpustHHA MiKHAPOAHIM cmiBmpaii B iHGoOPMaIliiHii cepi Ta BXOMKECHHIO
Ykpainu 10 cBiTOBOrO iH(opPMariitHoro npoctopy [3].

JlocniKEHHSIM TEOPETUYHUX Ta MPAKTHYHUX ACHEKTIB 1H(OPMAIIITHOT MOJITUKU B

nepioJ ii 3apoJKEHHS Ta CTAaHOBJICHHS 3aliMaJIMCh Taki BITUM3HsHI BueHi, sk O.Tokap [9],
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B.IBanos [10], A.Mockaznenko [11], C.Uykyt [12], O.JTutBunenko [13], I'.IToueniios [12]
ta iHmi. Yykyt ta IlodemmoB BBaXkaroTh, MO MPW BU3HAYEHHI OCHOBHUX HANPSMKIB
AepxkaBHOi 1H(OPMAIIIITHOI TOMITUKK CIiJ BPAaxXOBYBaTH Cy4YacCHI YMOBHU CYCHIIBHOTO
PO3BUTKY, a came (hopMyBaHHS 1H(POPMAIIITHOTO CYCHIILCTBA, SAKE CIPHUSIE MONTUPEHHIO
mporieciB TiIo0aizarii, ycyHeHHI0O KOMYHIKAI[IHHUX 0ap'ePiB K Ha MKIEPKaBHOMY PiBHI,
Tak 1 Ha PiBHI OokPemux rpomajasH. L{i BYEHI TakoX po3poOWIM BIIaCHY Kiacuikailiro
HaAMpPSIMIB 3/1HICHEHHS Cy4acHO1 Iep>KaBHOI 1H(OPMaLIHHOT MOTITHKH:

1) 3abe3nedeHnst CBOOOAM CIIOBA,;

2) 3a0e3meyeHHs Ta CHPUSHHA BUIBHOMY JIOCTYIy JO CYCHUIBHO 3HAYUMOIl
1H(popmaii;

3) 30epeKeHHs CYCIILHOI MOPaJIi, 3aXKUCT Y€CTI 1 T1IHOCTI 0COOUCTOCTI;

4) cipusiHHS KOHKYpeHIIii y cdepi 3aco0iB Macoroi iHdopmartii ta IKT (3okpema 3a
JIOTIOMOI'OK0  PETYJIIOBaHHS KOHLEHTpaulii 3aco0iB MacoBOi 1H(popMalii; Jaep:KaBHOL
niaTpuMku 3MI Toro);

5) 3aiyuenns imBectuiiil y po3sutok IKT Ta iX mijproBe onoJaTKkyBaHHS;

6) crpusiHHS BIIKPUTOCTI Ta MPO30POCTI OpPraHiB JACPKABHOI BIAJX Ta MICIIEBOTO
CaMOBPSAYBaHHS (30KpeMa, PO3BUTOK €JIEKTPOHHOTO YPSY);

7) 3aXHCT KyJBTYpPHOI i MOBHOI CaMOOYTHOCTI; IEPEBEJCHHS KYJIbTYPHOI CIIaIIUHH
y mudpoBuii popmar;

8) 3axucT iHTepeciB HAWOLIBII  BpPa3IUBUX TPOMAISH (HETIOBHOJITHIX,
HEIpane31aTHUX, HAllIOHAJIbHUX MEHIINH) B 1H(pOpMaliiHii cdepi;

9) OopoThba 3 HEHAJICKHUM BUKOPHUCTAHHSAM CydacHHMX iH(pOpMAaIiHHUAX
TEXHOJIOT1H;

10) 3abe3neucHHs iHhOpMAIliitHOT Oe3MeKH;

11) 3axucT nepcoHaANbHUX JTAHUX;

12) oxopoHa HeJJOTOPKAHHOCTI MPUBATHOT'O JKUTTS,

13) popmyBaHHS O3UTUBHOTO IMIJIKY JIep)KaBU Ta Jep)kaBHUX opraHis [14, €.280-
281].

Jlep>kaBHy MOJITUKY B 1H(pOpMaliiHiil chepl po3poOsitOTh 1 3AIMCHIOITh OpraHu

JIep>KaBHOI BJIaJM 3arajibHOi KOMIETEHINl, a TaKOoX BIAMOBIAHI OpraHW CIeIiaJbHOI



KOMIIETEHII].

JlepxaBHa iH(oOpMaIliiHa TOJITHKA € BaXJIUBOK CKJIAJOBOIO 30BHINIHBOT 1
BHYTPIIIHBOI MOJITUKU KpaiHU I OXOIUTIOE BCi chepu KUTTEMISUIBHOCTI CyCHiabcTBa. Lls
rajiy3b Ma€ CTaTH LIJIICHOIO, KOHIIENTYaJbHO BUBIPEHOIO Ta MEpCHeKTUBHOIO. BoHa Mae
OyTH HE3aJIeKHOIO BiJl TUMYACOBHUX (PaKTOPiB, OCOOUCTHX yIOA0OaHb 1 YSBICHB.

Cy6’exktamu 1iHGOPMAILIHUX BITHOCUH €: TPOMAaJsHU YKPaiHu, IOPUIAUYHI 0COOH,
nepskaBa Ta 00'eqHaHHS TPoMassH. BinmoBimao no 3akony Ykpaiam “TIpo indopmartiro”
cy0’extamu iH(OPMAITIHHUX BITHOCUH TaKOXK MOXYTh OyTH 1HIII JePKaBH, iX TPOMaSIHA
Ta IOPUIANYHI 0COOM, MDKHAPOJIHI opraHizaiii Ta ocobu 0e3 rpomaasHcTBa. Bin iMmeHi
nepkaBu Buctynaroth: [Ipesuaent Ykpainu, Bepxosna Paga Ykpainu, Kabiner MinicTpis
VYkpainu, Jlep>kaBHHI KOMITET TeneOadyeHHs Ta PaJilOMOBIICHHS YKPaiHH, a TaKoxX
HamionanpHa pama 3 mMTaHp TelebadeHHS Ta PaaioMOBICHHS. Bcix cy0’ekTiB
1H(OpMaIHUX BIZHOCHH MOXEMO 00’ €IHaTH B TPYIH, 0 NpeAcTanieHi B JlogaTky A.

O6’ektamu  1HGOPMAIIMHMX BITHOCUH €: JOKYMEHTOBaHa abo0 IyOJIiYyHO
oroJsiouryBaHa iH@opMaris Po MoJii Ta SABUILA B raigy3l MOJITHKUA, €KOHOMIKH, KYJIbTYPH,
OXOPOHU 3JI0POB’S, @ TAKOXK Yy COLIAJIbHIN, €KOJIOT14HIN, MDDKHAPOIHINA Ta 1HIIUX cdepax
[3]. B cBoto uepry Tokap BusHauae 00’ekT iH(GOPMAIIHHOI MOJITHKK SK HAIlIOHAJIbHY
iHpopMmarriiiny chepy 3 ycima 11 komronenTamu [8, €. 131].

[lepexonsun Bix iHMoPMaIiiHOT MOMITHKA A0 1HGOPMaIliitHoi Oe3neku BapTo
BIJI3HAYUTH, 110 Y BITYM3HSHUX BUCHHUX ICHYIOTH PI3HI JyMKH IIOJ0 BU3HAUECHHS MOHATTS
«iHpopmariitHa Oe3nekay». lIpukmamaMu MOXKyTh CIYryBaTH HACTyIHI BapIaHTU
BU3HAYCHHS!

1)  Tax Hamumneub-HaymoBa xapakrepusye «iHdopmariiiiHy Oe3neKky» siKk CTaH
3aXHUINEHOCTI HAIllOHAIBHUX 1HTEPeciB YKpainu B iHbopmariiHid cdepi, 110
BU3HAYAETHCS CYKYMHICTIO 30alaHCOBAHUX 1HTEPECIB OCOOHMCTOCTI, CYCHIJIbCTBA 1
nepkaBu. JIOCHITHUIISL TakOoX HaJae BIAcHE OadeHHS PO3yMIHHS 3a0e3nedyeHHs
iHdopmariiinoi 6e3neku. Ha ii mymky, e cdepa aep>kaBHOTO, MOJITUYHOTO YIIPABIIHHS,
BUIa (popMa CBIIOMOTO PEryJilOBaHHA TPoliecaMu (PYHKI[IOHYBAaHHS camoi JePKaBHOL
cuctemu [15];

2) bomHap omwcye JgaHe TMOHATTS SK  CYKYIHICTH 3ac00iB 3a0e3leUYcHHS
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iH(opMariiiinoro cyBepeHiTety YKpaiHu, 3aXucT 1HpopPmaliiiHoi chepr BiJl 30BHIIMIHIX 1
BHYTPimHIX 1H(opMmariiaux 3arpo3 [16]. Baprto 3a3HaumTH, 1m0 119 CKJIaJ0Ba
HAI[IOHANFHOT O€3MeKH Mae BKIIIOYaTH €(EeKTUBHY MPOTUIII0 ICHYIOUHM 1H(OPMaLiIHHUM
3arposam;

3)  €BHOYEHKO BH3HA4Ya€ B CBOIHM mpami «iH(opMariiiHy Oe3reky JepiaBm» sIK
CTaH JiePrkaBHOI 1H(OPMAIIHHOTI 030POEHOCTI, 3a SKOT'0 30BHIIIHI 1H(GOPMAILIHI BIUTMBU
HE MalOTh BHUPINAIBHOTO 3HAYEHHS TPW TPUHAHATTI pPilleHb, COPSIMOBAaHUX Ha
3a0e3neyeHHs AepxkaBHUX 1HTePeciB. [Ipu TakoMy BU3HAUYEHH] MTOKA3HUKOM €(DeKTUBHOCTI
cucTteMu 3a0e3rnedeHHs 1HPOPMAIIHOI Oe3MeKH BBAXKAETHCA 3BEIACHHS 10 MIHIMYMY
IIKOAH, HAHECEHOI YePe3 HEBUACHICTh, HETIOBHOTY 1 HEIOCTOBIPHICTh 1H(OPMaIIli, a TAKOXK
yepe3 oTpuManHs iH(opmarii ado 11 HecaHKI[IOHOBaHe momupeHHs [17].

[TpoananizyBaBmM NOJIOHMN IUTIOpANi3M JyMOK, IO BUKIMKAaHUM, MEpII 3a BCE,
HEOJHO3HAYHICTIO TPAaKTyBaHHS JAHOI KaTeropii, MOXHa BUIUIMTH, IO 1H(pOpMaliiiHa
0e3MeKky HepO3pUBHO MOB’sA3aHa 3 1H(OPMAIIHHOIO TOJITUKOI, a caMe 1i 3aXHUIIEHICTIO
B1Jl 30BHIIIHIX Ta BHYTPIIIHIX HETaTUBHUX BIUIMBIB, L0 BUPAXKAETHCS Y CAMOCTIHHOCTI
Jep>KaBHOI MOTITUKH.

OTxe, nepkaBHa MoyiTHKA 3a0e3nedyeHHs iHdopmarlliitHoi 6e3neku B YKpaiHni — 11e
HampsiM JiSJIBHOCTI OpraHiB JEep’KaBHOI BiIaad B YKpaiHi, 110 CHpPSIMOBaHUN Ha
3a0e3MeUeHHs 3aXUIIEHOCT] HalllOHAJTBHUX 1HTEepeciB B iHGopmariitHii cdepi. Konuemniis
iH(popMarliiinoi Oe3neku YkpaiHu Oyna CTBOpeHa, 00 po3poOUTH Oa3uc JAep>KaBHOTO
pearyBaHHs Ha Cy4acCHi BUKJIMKH, 1110 MOCTAIOTh Mepe]l HAlllOHATBHOIO 0€3MeK0I0 YKpaiHu
B iH(popmariiHii cdepi [18].

Bci cy0’extu 3a0e3nedeHHst iHQopMailiitHoi Oe3neku B YKpaiHi MpecTaBiieH] B
noJatky A.

Hampsimu geprxkaBHOI OMTHKY y cepi iHPopMaIliifHOT Oe3MeKu:

1)  CrBopeHHs OanaHCy MK JOTPUMAHHSAM TpaB 1 CBOOON y iH(opMariiHii
cdepi 1 3A1MCHEHHS BIaJHUX TOBHOBAXXCHB IOAO JIIKBiAamii iHPOpMaIIMHUX 3arpo3 Ha
BCIX piBHSX 1H(GOpMAaIIiitHOT Oe3neKu;

2)  Po3BHTOK HOpPMAaTHBHO-TIIPABOBOTO 3a0e3neueHHs iH(OpMaliiHoi cdepu Ta

Horo amganTarlis 3 3aKOHOJIJABCTBOM Ta KputepisiMu €Bporericbkoro Corosy;
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3) CrBopeHHS YMOB [UIi BHPOOHHUIITBA HAIIOHAIBHUX 1H(GOPMALIHHAX

MPOYKTIB,;
Tabmums 1.1
Cy0’exTH 3a0e3neueHHs iHpopMalliifHoi 6e3eku B YKpaiHi
Jlep>kaBHi Cy0’€KTH Ka6iner MinictpiB Ykpainu, BepxoBna Pama Vkpainu, [IpesunmeHt

VYkpainu, 1HIOII OpraHM 3arajbHOi KOMIIETCHIi Ta OpraHu, IO
BIJIMOBIAAIOTH 3a 3a0€3MeueHHs HAIIOHAIBHOI Oe3NeKn B iHpOpMaIliiiHii
cdepi, nepkaBHI 3aco0M MacoBoi 1H(pOpMaIlii, 1ep>kaBHI MiANPUEMCTBA,
10 3aiIMaIOThCS TEJICKOMYHIKAIIMHOIO JTiSUTBHICTIO, JepKaBHI HaBYaIbHI
3aKJIQJM, JOCTIIHUIBKI 1HCTUTYTH, IO 3alMarOThCs HAYKOBOIO
JISUTHHICTIO T MIATOTOBKOO (axiBIiB y cdepi iHGopMariitHoi Oe3neKu.

HenepxaBHi cy0’ekTH I'pomansnu  YkpaiHu, rpomajachbki 00’€IHaHHS, OpraHizaiii, iHII
CyCHuIbHI 1HCTHTYLIi, Heaepx aBHI 3acobu MmacoBoi iH(popmariii,
MIIPUEMCTBA, LI0 HAJAIOTh TEJIEKOMYHIKAI[iWHI MOCIyrd, Ta iHII
YCTAHOBH, IO 3alMalOThCSA MAiSUIBHICTIO B iH(poOpMamiiiHid cdepi,
MpUBATHI HaBYaJbHI 3aKJIaau, JOCIIHULIBKI YCTAaHOBH, IO 3aliMalOThCS
HAyKOBOIO MISUTBHICTIO Ta MiATOTOBKOIO MEPCOHANY B iH(OpMamindHii
rayysi.

JIxepeno: Po3po0iieHo aBTopoM Ha ocHOBI [18]

4)  CtBopeHHS  e(EKTUBHOI  CHUCTEMH  CTpPATeTIYHMX  KOMYHIKamid i3
3aCTOCYBAHHSM I1IXO1B IPOTPECUBHUX KpaiH CBITY;

5)  ®opmyBaHHS Ta BHOPOBA/DKCHHS SPEKTHUBHOI HANIOHAIBHOI 1H(OpMAIiHHOT
MOJIITUKH, IO MOBUHHA OYTH CHpsIMOBaHA HAa PO3BUTOK JEpP>KAaBHOTO 1H(OpMAIIHHOTO
IPOCTOPY, HAJAroJDKCHHS B3a€MOli MK CyO’€KTaMH, SKI 3aMalOThCs MPOBAKCHHSIM
JIEp’KaBHOI TOJITUKM B cdepl 1HPopMmaliiiHOi Oe3neku Ta AepxaBHOI 1HPOpMaLIiHOI
[IOJIITHKY,

6) 3alesmeuycHHs Oe3neku (YHKIIOHYBAaHHS YCiX CyO’€KTiB 1 00’€KTiB
HaIllOHAJIBHOTO 1H(OPMAIIIITHOTO TTPOCTOPY;

7)  3abesmeyecHHs iHpOpMaIiiHOT O€3MEKH y MOJITHYHINA, EKOHOMIYHIH,
00OpOHHIM, Aep>KaBHOI O€3MeKH 1 MPaBOMOPSIKY, COLIAJIbHO-TYMaHITapHIi, HAyKOBO-
TEXHOJIOT1YH1}, EKOJIOT1YHIH, BiacHe iHpopMarliitHii chepax;

8) CTBOpPEHHS CHCTEMH OXOPOHM Ta TEXHIYHOrO 3axUCTy iH(popmarlii,
BIJIHECEHO1 /10 Jep>KaBHOI TAEMHULII Ta 1HIIO1 1H(GOpMaIlii 0OMEXEHOTO A0CTYIY;

9)  Buseienns iHdopMamiiHuX, 1HOOPMAIIIHO-TICUXOJIOTIYHUX BIUIMBIB Ha
0oco0y, TpOMaJChKI 1 Jep>KaBHI IHCTUTYIi, KiOepaTak, 3aCTOCYBaHHsS MpPOTU YKpaiHu

1HpOopMaIiiHOT 30poi Ta mpoTUIIT 1 HeHTpasi3alli JKepea BHYTPIIIHIX 1 30BHILIHIX 3arpo3
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[18, 22].

[Ipiopureramu TisTTEHOCTI AEPXKABU MO0 3a0e3MeUeHHsI 1HPOPMAIIHHOT OE3MeKH €:

1)  CrBOpeHHsS Ta TOIIMPEHHS YKPAiHCHKOrO I1HGOPMAIIHHOTO MNPOIYKTY
BCEpEIMHI KpaiHM, a TaKOX 3a ii MeXamu;

2)  3axwct npaB Ta cBOOOJ TPOMaJTHUHA 1 TFOIUHE y cdepi iHGopMartii;

3)  Po3BHUTOK 1 pPO3MOBCIO/KEHHS BITYM3HSIHHX 1HOOPMAIITHUX TEXHOJIOTIH,
MOCIIYT 1 peCcypciB, MOKPAIIEHHS TEXHIYHOTO CTaHy KaHAJIIB Iepeaadi TaHuX.

3abe3neueHHs 1H(pOpMaLiiHOT OE3MEKH Jep>KaBU TMOENHYE sIKICHE 3a0e3reueHHs
1HGOpMyBaHHSI TPOMAJsH Ta HaJaHHS iM BIJAKPUTOTO JOCTYNy 1O PI3HHUX JDKEpes
iH(dopmartii, Ik TO ApyKOBaHI 3aco0M MacoBoi iH(poOpMaIrii, TeredadeHHs, PajIio, a TAKOXK
CydacHI pecypcu B Mepexi I[HTEepHET Ta colialibHI MEpexi, a TaK0oX KOHTPOJb 3a
PO3MOBCIO/IKEHHSIM TaeMHOI 1H(OpMaIlii, 10 BU3HAYAETHCSI YMHHUM 3aKOHOJABCTBOM
[19], Ta 3axucT Bijg 3arpo3, mMpo sAKi MOBa HTHUME ITi3HIIIIE.

Bapro po3risHyTH piBHI 3a0e3neueHHs iHPopMaliiiHOi Oe3neKH, 1110 NMpeACcTaBIeH]

Ha pucyHky 1.1.
PiBH1 3a0e3neueHH
1H(QOpMAIIAHOT
Oe3nexku

JlepxaBHUM
OcoOuctuit CycniabHuit a0o
pPIBEHB p1BEHB HaIllOHAJIbH
Uil piBEHb

Puc. 1.1. PiBni 3a6e3nedenns iHdopmMaliifHo1 6e3meKn

JIxepeno: Po3po6iieno aBropoM Ha ocHOBI [20]
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TakuM YHWHOM, MOXKHA BHUOKPEMHUTH TpH pIBHI 3a0e3neueHHs 1HQopMaIliiHoi
Oe3mneKu:

1)  Ocobucrtuii piBeHb, IO SABJISIE COOOI0 CTBOPEHHS KPUTUYHOTO, PAIliOHAITEHOTO
MUCJICHHS] HA OCHOB1 IIPUHIIUITY CBOOOIN BUOODY;

2)  CycninbHUH piBEHb, MMl UM PIBHEM BApTO PO3YMITH CTBOPEHHS SKICHOTO
1H(popMaIiiiHO-aHATITUYHOTO MPOCTOPY, IUIIOPATI3M JYMOK, BEJIUKY KUIBKICTh IUISXIB
oTpuMaHHs 1H(popMaIli, He3aleKHICTh BITUYM3HAHUX 3ac00iB MacoBoi iHQopMarllii, Mo
MOBUHHI HaJIE)XaTU YKPATHCHKUM BIIACHUKAM;

3) JepxaBHuii a00 HaIllOHAJbHHMU piBeHb. 3aOe3rneucHHs iHGOpMAIlHOT
Oe3lek Ha [bOMY PpIBHI TOJIATa€ y aHaJITUYHO-IHQOpMaALIHHOMY 3a0e3MeyeHH1
TISIIBHOCT1 JIEpKaBHUX OpPTaHiB, JOCTaTHE 3a0e3rnedeHHs 1H(opmalliero 30BHIIIHBOI Ta
BHYTPIIIHBOI MOJTITUKKA Ha MI>KHAPOJAHOMY PiBHI, CTBOPEHHS CUCTEMHU 3aXHUCTY 1HPOpMaIii
3 MOXJIUBICTIO OOMEXEHOTO JI0CTYIy, 00poTh0a 3 MpaBoNnopyleHHs B cdepi iHpopmallii,

a Tako)k 0OpOTHOA 3 BHYTPIIIHIMHU Ta 30BHIIIHIMHU iHPOpMamiiHuMu 3arpo3amu [20].

1.2. Mexani3mu 3a0e3me4yeHHs Jep:KaBHOI MOJITUKHU iH(opmaniiiHoi Oe3nmexkn

Mo>kHa BUIILJTUTH TaKi MeXaH13MU 3a0e3nedeHHs 1HPOopMaLiifHOi Oe3MeKH aeprKaBu
SK 3aKOHOJABYi, IIOJITHYHI, 1ACOJIOTIYHI, CcOIiaibHiI, 1HGOPMAIIiiHI, TEXHOJOT1YHI,
KaJpoOBOro 3a0e3Me4yeHHs, MaTepialiIbHO-TEXHIYHOTO 3a0e3nedeHHss Ta (HIHAHCOBOIO
3a0€3MeUeHHs.

[lin momTUYHMMHM MEXaHI3MaMHU BapTO PO3YMITH 3a0E€3MEUEHHS PeaTbHOTO
BOJICBHUSIBJICHHSI YKpPAiHCBKOTO HApoay, SKHM € €IMHUM JDKEPEIOM BIaJAW B HaIIH
nepxaBi. BoHo BimOyBaeThcs mmisixom BuOOpiB, pedepeHaymiB Ta 1HIUX GHopm
nemokpartii. Takox 10 1mux 3aco0iB BIIHOCUTHCS CTBOPEHHSI YMOB JUIsl LIMBLII30BAHO1
HOJIITUYHOT OOPOTHOM, TOOTO ICHYBAaHHS PI3HOMAHITTS MOJITUYHUX MapTiid, TPOMAJICHKUX
opranizaiiii, 60poTrba AKX BiIOYBAa€ThCSA TiJ Yac BUOOpPYMX KaMMaHIA Ta MiJ 4ac
JISUTBHOCTI B OpraHax 3akoHoAaB4oi Biaau. [Ipu npomy mig yac opmMyBaHHS 30BHIIIHBOL

Ta BHYTPIIIHBOI MOJITUKKA BAPTO BPaXOBYBAaTH MO3WTHBHI MPOMO3MUIIIi Ta BUMOTH NapTii,
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IPOMAJICBKMX OpraHizaiiif, pi3HMX MaCOBHMX aKIlii, SKII0 BOHU MIATPUMYIOThCS
MEePEeBaKHOIO OUIBLIICTIO HACENIEHHS Ta BIAMOBIIAIOTH X IHTEPECAM.

HacTynmHoto rpyrnor MexXaHI3MIB € 11€0JIOTIYHI MEXaHi3MH. 3arajioM BOHU
NoJISITatoTh Y (OpMyBaHHI HaIllOHAJBHOI 171ei Ta 00’ €THaHH1 HApOAy HABKOJIO HEl.

CorianibHI  Me€XaHI3MiB SIBIISIIOTH COOOI0 CYTHICTh COIIQJbHOTO  YNPaBIiHHS.
BBaxaeTncs, 110 epkaBa Ta ii MOJNITHKA MOBHMHHA 3aCTOCOBYBAaTH BC1 MOXIJIMBI 3aco0u
JUIA TIABUINECHHS PIBHS OJKUTTS HACEJNCHHA. 3POCTAaHHS PIBHS KUTTS JIIOAMHUA 1
IPOMaJISHUHA € OJHIEI0 3 HAWOUIBII BaXJIHMBHUX (PAKTOPIB, 110 BILIMBAIOTH HA JOBIPY 10
Nep>KaBHUX 1HCTHUTYIIM, MIABUINEGHHS aKTUBHOCTI Ta BIAMOBIAAIBLHOCTI T'POMAaJICHBKOIO
CyCIIUIbCTBA IIOAO 3aXUCTy HAILIIOHATBHUX 1HTEpeciB. B pesynprari pedopmu
JEIEHTpalIi3alli 3pOCTa€ POJIb BUKOHABYMX KOMITETIB palOHHUX, MICBKHX, CUTbCHKUX Ta
CEJIMLIHUX pajJ Ta MICLEBOI BJIaJAH B IIUIOMY, SIKUM JI€JIETyBaJIl 3HaYH1 IOBHOBAXXEHHS, a,
OT>K€, B3a€EMOJIIs LIEHTPAJIbHOI BJIaJId Ta MICIIEBOI € 3aMOPYKOI0 €KOHOMIYHO-COI1aIbHOTO
PO3BHTKY Ta 3a0e3mnedeHHs iHpopmariiHoi 6e3neku [21].

Jlani BapTo pO3rasHYTH 1HPOpPMALIHI MEXaHI3MH, 1I€ MEXaHi3MU 1H()OpMaLIiHOT
MOJIITUKA JIEpKaBH, YHE CHOPSIMYBaHHS TIOB’s3aHe 3 3a0e3MeuYeHHSIM JIep>KaBHOI
iHdopmariinoi Oesnexku. OmxHUM 3 3ac00IB € (POPMYBaHHS y HACEJIEHHS MO3UTHUBHOIO
COPUMHATTS 3axO0liB, HampsAMiB 1 IUIeH JepX aBHOI TOJITUKM  3a0e3MeyeHHs
iH(popmariiiiHoi O6e3neku. Takok B CydyacHOMY peajisix BaXJIMBUM 3aCO00M € BUKPUTTS
30BHIIIHIX 1 BHYTPIIIHIX JUKEPEJ HEraTUBHUX 1H(OPMAIIHHUX Ta MCUXOJIOTTYHUX BILUIUBIB,
SIKI 3aCTOCOBYIOTHCSI MPOTH YKpaiHU, a TAaKOXK iX IpaBOBa OIlIHKA BIJIHOCHO YWHHOIO
3aKOHOJABCTBA Ta HOPM MikHapojaHoro mnpapa. Ille omHmM 3aco0oM € KOOpAMHAILS
iH(opMaIIiHUX CIIy*0 BCIX TUIOK JEpXaBHOI BJIagu 100 1H(OOpPMYBaHHS TPOMAJISH
Hamoi Jep>KaBU Ta CBITOBOI CHUIBHOTH IIOAO JEPKaBHOI TOJITUKH 3a0e3TMeUeHHS
1HpopMaIiiHOT Oe3MeKH Ta Y3roJKEHHs OLIHOK IPOLECiB Ta MOJiH, 1110 BiAOYBAIOThCSA Y
naHii cdepi.

TexHONOTIYH1 MeXaHI3MU TOJISATAI0Th Y KOMIUIEKCI OpraHi3amiitHuX, opradi3amiiHo-
TEXHIYHUX,  1H)KEHEPHO-TEXHIYHUX,  KPuUnrorpadiuHux,  CHOeliaibHUX  3acoOiB,
CHOPSIMOBAaHUX Ha CTBOPEHHS Ta €(PEeKTUBHE (PYHKI[IOHYBaHHS CUCTEMHU 3a0e3MeyeHHs

1H(boPMaIiiHOT Oe3MeKH.



14

OCHOBONOJIOXKHUM MEXaHI3MOM 3a0€3MeUeHHs JIepKaBHOT MOJITUKH 1HHOpMaIIHHOT

€ YMHHE 3aKOHOJABCTBO B wii cdepi. Momens MmpaBOBOro MeXaHi3My 3a0e3MeUYeHHS

iHpopMaliiiHoi Oe3neku B YKpaiHi pecTaBiIeHa Ha pUCYHKY 1.2.

Hapoani nemyratu

. IMpe3unent Ykpainu
Ykpainu pesi P

BepxoBHa
Pana Ykpainu

Kowmirer 3 nutanb
ryMaHiTaApHOI Ta
iH(opMaliiiHOI MOTiTHKHN

Komirter 3
NUTAHL CBOOOIH
cJIOBa

T'osocyBanHs B ceciiiniii 3aJi
BepxoBHoi Pagu Ykpainu

Higmuc I'osioBu BepxoBHoi Paan
Yxpainu

IIpe3naeHT YKkpainu

MiHicTepcTBO KyJIbTypH
Ta iHopManiiHoL
NOJTITHKH YKpaiHu

Kao6iner MinicTpis
Ykpainu

Komirer 3 nuTtanb
HallioHAJIbHOI 0e3nmeKHu,
000pPOHHU Ta PO3BiAKH

Puc. 1.2. Monens mpaBoBOro MexaHizMy 3a0e3neueHHs iHpopMaIiiHoi 6e3neKku

JIxepeno: Po3po6iieHo aBTOpOM Ha OCHOBI 1aHuXx [2; 23-25]
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CytHicTh AaHOI Mojem mnojsrae B ToMmy, 1o KabGiHer MiHICTpiB, B SKOMY
BIJIMOBIAAILHUM 32 1H(QOpMaIiiiHy MOIITUKY € MiHICTEpCTBO KYJIbTypH Ta 1H(OpMaIiiHOI
nonituky, [IpesnneHt YkpaiHu Ta HapoAHI JeMyTaTd YKpaiHW MalOTh MPaBO BHOCUTH
IPOEKTH 3aKOHIB Ha po3riisan BepxoBuoi Pagu Ykpainu. [IpoexkTu 3akoHIB mepenaroThes
10 BiAMOBiMHUX KoMmiTeTiB. [licmsi oOroBopeHHS 3aKOHOMPOEKTY y KOMITETI BiH
BUHOCHUTBCS Ha TOJIOCYBAHHS B ceciiiHiii 3aimi BepxoBHoi Pagu Ykpainu. ¥ paszi npuitHATTS
3aKOHY BiH mepenaeTscsi Ha mignuc 10 ['ojmoBu BepxoBuoi Pamu VYkpainu. OctanHiM
KPOKOM Y JJaHoMy MexaHi3Mi € miamuc [Ipesunenra Yipainu [2; 23-25].

CyTHICTP MEXaHI3MIB KaJpoBOIro 3abe3leueHHs — II¢ CHocoOM Ta MPHHOMH
HABYaHHs Ta PO3CTAHOBKHU KaJpiB Ha TMOcajax B OpraHax JEp>KaBHOI BJIaJ, BPaXOBYIOUH
ix mpodeciitHuil piBeHb Ta MOPAJIbHO-ETHUYHI SIKOCTI. HeoOxigHe iCHyBaHHS CIeHiabHUX
HaBYAJIBHUX MPOTrpaM Il TIATOTOBKH TMEPCOHATY JUIsi PI3HUX PIBHIB JIEPKABHOTO
YIOpaBIiHHSA Ta 3a0e31eueHHs 1H(QOopMaliiHOT OE3MEKH.

[Tin MexaHi3MamMH MaTepialIbHO-TEXHIYHOTO Ta (DIHAHCOBOTO 3a0€3MEUYeHHSI BApTO
pPO3YMITH EKOHOMIYHHMI AacCIeKT CTBOPEHHS YMOB i JIEepKaBHOTO 3a0e3meueHHs
iH(popmaIiiiHOT Oe3neKH, IIBHOCTI BCIX OpraHiB AEp>KaBHOI BIIAJH, iX CTPYKTYpPHHUX
HiAPO3ILTB, 10 3AIHCHIOIOTH CBOI TOBHOBAYKEHHS B I1iii cdepi [22].

[Tpu po3risal 3aKkoHOJaBCTBA B c(pepi 3a0e3neueHHs iHPpopMaliiiHoi Oe3neKu BapTo
nouatu 3 Koucrutymii Ykpainu. Cratts 17 3aranbHux 3acajl BU3HA4Ya€, M0 3aXHCT
CYBEpEHITETY 1 TEPUTOPIaIbHOI LUIICHOCTI YKpaiHW, 3a0e3NnedeHHsl ii €KOHOMIYHOI Ta
iH(popManiiiHOT 0e3NeKu € HAMBaXJIMBIIIMMHU (PYHKIISIMUA JE€p:KaBH, 00OB’SI3KOM Hapo1y
VYkpaiuu [2].

3akoH Ykpainu «IIpo iHdopmalliro» HEBIIPUBHO IOB’s3aHUM 3 1H(MOPMAIIITHOIO
0e3MeK010, OCKUIbKM BiH HaJa€ MOHATIHHY 0a3y HIOJ0 TOro, 110 Take iHdopmarlis, sKi
OyBaroTh ii BUAM TOLIO. AJie B HAIIOMY BUIAJKY I[IKaBOIO € YacTHHA 2 CTaTTi 6 IBOTO
3akoHy. CTaTTsl MpUCBAYEHA TapaHTii MpaBa Ha iH(OpMaIlito, ajie BUIE3TalaHa YacTHHA
3a3Hayae, 10 TMpaBO Ha IHQPOpMAII0 MOXe OyTH OOMEXKEeHe 3aKOHOM B I1HTepecax
HalllOHAJIBHOI 0e3MeKH, TePUTOPiaIbHOI IIITICHOCTI a00 TPOMAACHKOr0 MOPSJIKY, 3 METOIO
3armo0iraHHsl 3aBOPYIICHHSM YW 3JI0YMHAM, JUIsi OXOPOHH 370pPOB'S HACEJCHHS, s

3aXMCTy pemyTarii abo MmpaB 1HIINUX JOJEH, 11 3a100IraHHs PO3TOIONIEHHIO 1H(pOpMAITii,
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oJiep>KaHoi KOH(IEHIIHHO, a0o0 Mg MIATPUMAHHS aBTOPUTETY 1 HEYIEePEKEHOCTI
npaBocynnsa. Crarts 11 BusHauae OOMEXKCHHS, IMOB’S3aHI 3 3a0€3MEUCHHSM OC3IEeKH.
3a00poHseTbCA 30epiraHHs, BUKOPUCTAHHS Ta MOIIMPEHHS KOHQIAEHIIIHOI 1iHpopmarii
po 0co0y, KpiM, BUSHAYEHUX 3aKOHOM, BHUIIQJIKIB Ta B 1HTEpecax HalllOHAJbHOI Oe3NeKu
[3].

3akon Ykpainu «IIpo npykoBani 3acobu macoBoi iH(opMarlii (mpecy) B YKpaiHi»
BCTAHOBJIIOE TI€BHI OOMEXEHHS B JISUTBHOCTI IPYKOBaHMX 3ac001B MacoBoi iH(popMarlii B
VYkpaini. Tak 3a00pOHSETbCS BUKOPUCTAHHS APYKOBAaHUX 3aCc00iB MacoBOi iHQopmarlii
TUISE:

1) 3aKuKIB 70 3aXOIUVICHHS BJAJ{, HACUJIBHUIIBKOI 3MiHU KOHCTUTYILIMHOTO Jaxy
a00 TepuTOpiaIbHOI IIICHOCTI YKpaiHu;

2) mpomaraHjy BiiiHU, HACUJIILCTBA Ta KOPCTOKOCTI;

3) po3majaroBaHHS PacoBOl, HAallIOHAIBHOI, pETIriiHOT BOPOKHEYI,

4) pO3MOBCIOJKEHHS MOpHOTrpadii, a TaKoXX 3 METOK BUMHECHHS TEPOPUCTUYHUX
aKTIB Ta IHIIUX KPUMIHAJIBHO KapaHUX [IsSHb;

5) npornarasjii KOMyHICTUYHOTO Ta/a00 HaIllOHAJ-COI1aIICTUYHOTO (HAIMCTCHKOTO)
TOTAIITAPHUX PEIKUMIB Ta IXHbOT CUMBOJIIKY;

6) nomynspuzaiii abo mpomaraHau JAep)KaBU-arpecopa Ta 1i OpraHiB BIaju,
NPEICTaBHUKIB OpraHiB BJIaJM JEpXKaBU-arpecopa Ta iXHIX Jid, 0 CTBOPIOIOTH
MO3UTUBHUI 00pa3 Jep:kaBU-arpecopa, BUIIPABIAOBYIOTh YW BH3HAIOTh IPaBOMIPHOIO
OKymarfito Teputopii Ykpaiau [26].

BaxxnuBoro CKIagoBOI 3aKOHOJABCTBA Mpo iHGoOpMaIliiHy Oe3reky € 3akoH
VYkpainu «I[Ipo Tenebauenns 1 pagioMoBiaeHHs ». CTaTTs 6 periaMeHTye HEMPUITYCTUMICTb
3JIOBKMBAaHHS CBOOOJOI0 [ISIBHOCTI Tenepasaioopranizamiii. Tenepamioopranizamii B
iH(dopMmaIitHux 610Kkax 3000B’s3aH1 MojaBaTy 1HGOPMAIIio TPo ODIMIHHO ONPUITIOTHEHY
y OyIb-KuM crociO MO3MIII0 BCIX MPEJACTaBICHUX B OpraHax Biaju MoJITUYHUX cuil. He
JIOIYCKAEThCSI BUKOPHUCTAHHS TEJEpaioopraHizamiil sl MOMIMPEHHS BIJIOMOCTEH, M0
CTaHOBJISITh JIEP’KAaBHY TAEMHULIO, a00 1HIIOI iHpOpMAaIlii, KA OXOPOHSETHCA 3aKOHOM,
3aKJIMKIB 10 HACUJIBHUIBKOI 3MIHU KOHCTUTYUIHHOTO Jaay YKpaiHu U 1HII1 OOMEXEHHS.

Bapto 3a3HaunTH, 110 3a00pOHSIOTHCSA TPAHCHALIl Tenenepenay, BUTOTOBICHUX Mmicis 1
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cepanast 1991 poky, 1m0 MICTATH MOMyJspU3alil0 ad0 MpornaraHjay OpraHiB Jep>KaBH-
arpecopa Ta IXHIX OKpPEMHUX Jiif, IO BHUIPABIOBYIOTb YH BHU3HAIOTH MPaBOMIPHOIO
OKymarlito Tepuropii Ykpaiau [27].

[limx wac po3risAgy 3aKOHOJABCTBA Ipo iHQopMalriiiny 0Oe3reky HeoOXiIHO
PO3TIISTHYTH TaKui HOPMATHBHO-TIPABOBUU akT sk 3akoH Ykpainu «IIpo HamioHanbHY
Oesmeky Ykpaianm» [28]. Skmo posrnsaatd iHGopMamiifHUN acleKT, TO JaHWUN 3aKOH
OXOIUTIoe TMuTaHHS KibepOesneku. Crarrts 31 periameHtye crpateriro kibepoOesmexu
Ykpainu. Crpateriss  kiOepOe3nexku VYKpaiHH € JOKYMEHTOM JOBTOCTPOKOBOTO
IUIaHYBaHHS, B SIKOMY BHU3HAuYalOThCS MPIOPUTETH HAIIOHAJIBHUX I1HTEPECIB YKpaiHU y
chepi kibepOe3neku, HasgBHI Ta MOTEHIINHO MOXJIMBI KiOep3arpo3u >KUTTEBO BAKIUBUM
iHTEepecamM JIIOJMHU 1 TPOMAJSHUHA, CYCIUIBCTBA Ta JEpXaBu B KiOeprmpocTopi,
PIOPUTETHI HAMPSIMH, KOHIENITyaJIbHI MIIX0X 10 GOpMYBaHHS Ta peajizailii Jep:KkaBHOI
MOJNITHKY 00 O€3MeYHOro (PyHKIIOHYBaHHS KIOEpHpOCTOpy, WOro BUKOPUCTAHHS B
iHTEepecax oco0Hu, CyCHUIbCTBA 1 JEp>KaBW, WIABUIIECHHS €(EKTUBHOCTI OCHOBHHUX
cy0O’exTiB 3abe3meueHHs1 KiOepOe3nekH, Hacamiiepes, CyO €KTIB CEKTOpy Oe3nekH 1
000OpOHH, 100 BUKOHAHHS 3aBJaHb y KIOEpHIpOCTOpl, & TaKOXK MOTPEOH OHOHKETHOIrO
¢dbiHaHCYBaHHS, TOCTATHI JUIS JOCATHEHHS BU3HAYEHUX ITJICH 1 BUKOHAHHS TependadyeHux
3aBJlaHb, Ta OCHOBHI HAIPSMU BUKOPUCTAHHS (iHAHCOBUX pecypcis [28].

Crarta 10 3akony Ykpainu «IIpo CnyxOy Oe3neku YkpaiHu» BU3HAYAE, IO IO
ckiany LlenTtpanbHoro ympasiinas CiyxOu Oe3neku YKpaiHU BXOIUTH MiAPO3ALI, IO
3aliMaEeThCsl KOHTPPO3BIIYBAJIbHUM 3aXMCTOM IHTEPECIB JiepkaBu y cdepl 1HpopmalliitHoi
oe3neku [29].

BaxnuBoro ckiiagoBoro 3a0e3neueHHsd 1H(opManiiHOi Oe3neku YKpaiHu €
Jlep>xaBHa cimyk0a CreriaabHOrO 3B’SI3Ky Ta 3axucCTy iH(opMmarii Ykpainu , MisUIbHICTb
aKoi perymoerbes 3akoHoM Ykpainu «IIpo JlepkaBHy citykOy creniagbHOro 3B 53Ky Ta
3axuCTy 1Hpopmallii Ykpainu». Bin BuzHauae, mo Ciyk0a € JAep>KaBHUM OPTaHOM, SKUN
NpU3HAUYCHUN i1 3a0e3nedyeHHs (QYHKIIOHYBaHHS 1 PO3BHUTKY JAEpPXKABHOI CHCTEMHU
ypAI0BOTO 3B’ 513Ky, HalioHansHO1 cucTeMu KOH(IIEHIIHHOTO 3B’ s13Ky. [lepkaBHa cimyx0a

CHEIIaJbHOTO 3B 53Ky Ta 3aXMUCTy iH(opmauii YKpaiHu COpsIMOBYE CBOIO MIsUIBHICTH Ha
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3a0€3IMeUeHHs HaIllOHAIBHOT Oe3mekr YKpaiHu BiJ 30BHINIHIX 1 BHYTPIIIHIX 3arpo3 Ta €
CKJIQJIOBOIO CEKTOpY Oe3reku i 00oponu Ykpainu [30].

Takox BapTo posrmaHyTH JlokTpuHy iH@opmariiiiHoi Oe3mekn Ykpainu. Jlanuit
IpOrpaMHMM JOKYMEHT BHHHUK 4epe3 3acTocyBaHHs Pociiicekoro denepalliro TeXHOJIOT1H
ribpyaHoi  BiliHM, a caMe BHUKOpUCTaHHS 1H(pOpMaLiIHHOTO Ta 1HpOpPMAIiHO-
NICUXOJIOTIYHOrO BIUMBY. JlokTpuHa Oyna 3arBep/ukeHa yka3zom lIpesupentra Ykpainu B
2017-my pori. JoxtpuHa iHbopMmariitHoi Oe3neku YKpaiHM BHU3HAYA€ HaIllOHAIBHI
iHTepecu Ykpainu B iHQopMaliiiiHiil cdepi, 3arpo3u ix peamizailii, HampsIMH 1 TPIOPUTETU
JIep>KaBHOI MOMITHKKA B 1HQOpMamiiHiil cepi. Metoro [IoKTpuHU € yTOUHEHHs 3acaj
dbopmyBaHHsS Ta peanizailii JepxaBHOi 1H(OPMAIITHOT TMOMITUKH, HAcaMIepea I10J10
npoTuali pyiHiBHOMY iHopmariitHomy BmuuBy Pociiicbkoi @Pepepaiii B ymoBax
po3B's13aHOT HEeto TOpuAHOI BiviHU. [IoKTprHA BU3HA4Ya€ HAIIOHANBHI 1IHTEpECH YKpaiHu B
iH(popmamiiiHid cdepi, a caMe MOJUIAE iX Ha JKUTTEBO BAXIMBI IHTEpPECH OCOOM Ta
KUTTEBO BAXKIIMBI IHTEPECH CYCIIUIBLCTBA 1 JiepxkaBu. Takox JOKTpruHa 3a3Haya€e aKTyallbHi
3arpo3u HallOHAJIBHUM IHTEpecaM Ta HalllOHaJbHIM Oe3neni B 1H(OpMauiiHIA cdepi.
BCTaHOBIIOIOTECA TMPIOPUTETH JIEPKABHOI TOJITUKM B 1H(QOpMaliiiHiil cdepl, BOHU
MOJIUISIIOTHCS. HA TPU TPYIU MIPIOPUTETIB, 30KpeMa 3a0e3nedeHHs iHhopMaIinHoi Oe3neKkH,
3a0e3MeUeHHs]  3aXHCTy Ta  PO3BUTKY  1HGOpPMALIHOTO  MpOCTOpy  YKpaiHw,
KOHCTUTYIIIITHOTO TpaBa TpOMajsH Ha 1H(OpMaIlilo, a TAKOX BIAKPUTOCTI Ta MPO30POCTI
JeprKaBy Tiepes] rpoMasiHamu [31].

AHani3 OCHOBHHMX 3aKOHOJABYMX JIOKYMEHTIB 3a0e3nedeHHs 1H(opMauiiHoi
0e3nexku YKpaiHU JAEMOHCTPYE, IO €JIEMEHTH JEp’KaBHOI MOJITHKU B LbOMY HampsMi €
CKJIQJIOBOI0 0ararbOX HOPMATHUBHO-TIPABOBHX aKTIB HaIIOi JepXaBu, BOHH YacToO
MEePETUHAIOTHCS 3 1H(QOPMAITIHHOI MOTITUKOI0 Ta MOXYTh 3HAXOJHUTH BiTOOpaXKEHHS B

OIHUX 1 TUX CAMUX aKTax.

1.3. Indopmaniiina 6e3nexa 3apyodizKHMX KpaiH

Posrinsan 3apy6ixkHOro 10CcBiay BapTo po3nodatH 31 Cromydenux IlItaTiB AMepuKHy.

[lepmr 3a Bce, 3akonom CIIA «IIpo HamioHanpHy Oe3neKy», TPUUHIATOrO 26-TO JUIMHS
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1947-ro poxy, BU3HAYA€ThCS, IO BIAMOBIIAIBHICTh IIOAO 3a0€3MeueHHs HalllOHAJIBHOL
Oesreku Ta iH(oOpMaIliiHOI Oe3meku, sK ii CKIamoBOi, MOKIamgaeThes Ha [Ipe3mmeHta
CIHIA. Takox 1eit 3aKOH CTBOPHUB TaKy BaXJIMBY CKJIAJ0BY 3a0e3neueHHs 1H(OopMaiiiHoT
oesnexu CHIA sax LlenTpanbHe Po3BigyBanbHe YIpaBiliHHSA, a TAKOXK 3alpOBAUB M1OCA1y
nupektopa LIPY, mo npusnavaerscs [Ipesunenrom CIIA Tta nmoromxkyerscs 3 CeHaToM
[32].

Hupektop LIPY 3a nomomororo oprany, sKuil BiH O4OJIOE, 3aiIMa€ThCs OTPUMAaHHIM
Ta 00OpOOKOIO JaHUX OKPEMHUX JOJIeH, KOMIIaH1{, 1HO3eMHHMX KpaiH, OpraHizaiii TOIIO.
LPY mpoBoauTH OIIHKY OTpUMaHO1 1H(GOpMAIIii 00 MOB’I3aHOCTI 1i 3 HAIlIOHAJILHOIO Ta
1H(popMaliiiHOIO O€3MeK0, HAasBHOCTI MOTEHUIWHHUX 3arpo3 Ta MOBIIOMIISIE PO HUX
BIIIOBIIHKUM TiikaM Biagu [33].

B Awmepuii BaXJIMBUM JIOKYMEHTOM, IO pErjaMEHTYy€e JepiKaBHY IOJITHKY
iH(popmaniiiHoi Oe3nekn € HamionanbHa crpareris 3a0e3nedeHHs KioepOe3neku. 3a
octanHi nBa aecatwiitta B CIIIA BunmaBamucst nBa momiOHi nokymeHTu. [lepmumii 3 HUX
OyB Buaanuil y moroMy 2003-ro poky sk peakuis Ha cepito TepakTiB 11-ro BepecHs 2001-
ro poky [34]. Hiroua Bepcis HamioHaabHOI cTpaterii Oyma Bumana y BepecHi 2018-ro.
Hamionansna xiGepctpareris Crnomyuenux IlltaTiB AMepuku, sk 1 mOnepeaHsl Bepcis,
MOYMHAETHCS 31 3BepHEeHHs lIpe3naenta Amepuku 10 Hapoay. B cBoeMy 3BepHEHHI BiH
MOSICHIOE TIPUYMHU PO3pOOKH 11i€i cTpaTerii. 3a cioBamu Jlonanpaa Tpamma, 11 cTpaTeris
MOSICHIOE T€, SIK MOro ajaMiHiCTpaiis OyJe 3aXWIlaTh OaThbKIBUIMHY MIJISXOM 3aXUCTY
€JIEKTPOHHUX MEpEeX, CUCTeM Ta iH(popmallii, MPoCyBaTH aMEPUKAHCHKE OJaronoyydys
yepe3 PO3BUTOK 3axXUIICHOI Ta TMPOIBITAl0OUO0i HUPPOBOI EKOHOMIKM Ta 3aXHUCT
BITYM3HSIHUX 1HHOBaI#. Takox apryMeHTyeTbcs 3a0e3MeUeHHsI MUpy Ta 0€3MeKH UITXOM
nocusieHHs: MoiuBocTi Crnomydenux lllratiB pa3som 31 CBOIMH COIO3HHUKaMu Ta
MapTHEpaMH BHSIBJISTH Ta, B pa3l HEOOXIMHOCTI, KapaTH THUX, XTO BHUKOPUCTOBYE
iHopMaIIiHUN 1HCTpYMEHTapiil y IMIKUIMBUX Hamipax. Buainserbcss BaXIUBICTb
NOIIMPEHHS] aMEPUKAHCHKOTO BILTUBY 32 KOPJIOH Uepe3 MOLIUPEHHS KIIFOUOBUX MPUHITUITIB
BIJIKpUTOI, CYMICHO1, HaJ{1liHOT Ta Oe3meuHoi Mepexi [HTepHeT.

HamionasnibHa cTpareris CKJIaJaeThesl 13 BCTYITHOI YaCTUHU Ta YOTHUPHOX PO3JLIIB. Y

BCTYIHIM YaCTUHI MPOIMKCaHI OCHOBHI MPUYMHU, YOMY OYJI0 MPUHHATE PIILIEHHS CTBOPUTH
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IO CTpaTerio, a came uepe3 Te, 110 BIUIUB 1H(MOPMALIAHOTO MPOCTOPY HEMOKIIUBO
HEJOOIIHUTH Ta T€, 110 BC1 OLIbIlIe aMEPUKAHIIB BEJIUKY YACTUHY CBOTO KHUTTS MPOBOISATH
B Iutepneri. Buninserscsa te, mo CIIA po3risnaioTh BCECBITHIO MEPEXKY SIK BIIKPHUTY,
CyMICHY, HaJliHy Ta O€3MeYHy CHUCTEMYy, ajie¢ iX CYNepHHUKH MAaIOTh 1HIIIE OayeHHS IIi€l
cuTyarii. 3raayroThbcs YicieHH1 iH(opMalliifHi Ta Xakepchki aTaku 3 6oky Pocii, Ipany Ta
[TiBaiunoi Kopei, 1m0 Majii Ha METI HAHECTH IIKOAY aMEpPUKAHCHhKOMY Ta MI)KHAPOJIHOMY
013HeCy, Ta colo3HHMKaM i mapTHepaM Cnionyuenux IITaTis.

[epuuit po3ain Ha3UBAETHCS «3aXUCTUTH aMEPUKAHCHKUN HapoJ, baThkiBIIMHY Ta
aMepuKaHChKuM crnoci0 kutts». CyTHICTh PO3JUTY B 3aBJlaHHI 3aXUCTUTH GeaepalibHi
Mepexl Ta 1H(POpMaIlilo, [EHTPATI30BaHOMY MEHEKMEHTI Ta HarjisAl 3a (eaepanbHOIo
IIMBUTHHOIO K10€pOE3MeKor0, BUAIAETHCS HEOOX1IHICTh 3a0€3MeueHHS Oe3MeKU KPUTUIHOT
1HOPaCTPYKTYpH BiJ 30BHIIIHBOTO Ta BHYTPIIIHBOTO HECAHKIIIOHOBAHOTO BTPYYaHHS.
BaxmuBuM €  po3yMiHHA ~ TOro, [0 [OCTAYAJIbHUKM  1HQOpMALIHUX  Ta
TEJICKOMYHIKalIMHUX TEXHOJIOT1M € YacTHHOIO 1HQopMaIliiftHoi Oe3neku. 3a3HadaeTbes
HEOOXIJTHICTh 3aXHUCTy JAEMOKpaTii HUIAXOM 3a0e3ledeHHs Oe3NeKh BChOro BHOOPYOTro
nponiecy Ha Tteputopii CIHIA. IlporpecMBHUM € 3aHENOKOEHHS KOCMIYHOI CKJIaJIOBOi
iH(hopMaIiiHOT Oe3MeKu, OCKUIBKM B KOCMOC 3allyCKalOThCA BCE OUIbIIE PI3HUX
CYIYTHUKIB.

Hpyruit po3ain mig HazBowo «[lomynspuzaiiisi aMepuKaHCHKOTO OJaromnoydds».
Januii po3aia NPUCBSIYEHHM MPIOPUTETaM PO3BUTKY AKTHBHOI Ta THYYKOI LHU(PPOBOL
€KOHOMIKH, BUIUISIETbCS HEOOXITHICTh 1HHOBAIld B WiA cdepl Ta 3abe3nmeyeHHs iX
Oesreku. 3a3HA4a€ThCs HEOOXIAHICTH MPOCYBATH iI€i BIIBHOTO IMOTOKY JaHUX Yepes
KOpJIOHH. Ba)JIMBUM TakoX € 3aXHCT Ta PO3BUTOK BMHaXimmuBocTi Crnomyuenux LlTaTis,
TOOTO CTBOPEHHS CHJIbHOI Ta 30aJaHCOBAHOI CHCTEMHU 3aXHUCTy I1HTEJEKTyaJIbHOT
BJIACHOCTI,  HArOJIONIYEThCS  NPIOPUTETHICTh  3aXUCTy  KOH(IACHIIHWHOCTI  Ta
HEJIOTOPKAHHOCTI aMEPUKAHChKUX 1/l Ta BUHAXOMAIB. J[Jig 11bOro HEOOXiHO PO3BUBATU
KkBasli(pikoBaHy poOouy cuily, sika Oyna O HaBueHa MpalioBaTh B 1H(pOpMaLiiHOMY
IPOCTOPI.

Tpertiil po3ain mae Ha3By «3a0e3MeueHHs MUPY ILISXOM BJIACHOTO MOCUJIEHHS». B

po3ali MOBa e mpo ABa HampsMmku. [lepmmii 3 HUX — MIABUIIEHHS CTaOLIBHOCTI
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iH(popMaIItHOTO TPOCTOPY Yepe3 HOPMU BIAMOBIJAIBLHOT MOBEAIHKM KpaiH, TOOTO
HeoOX1/IHEe iICHYBaHHS MEBHUX CTaHAAPTIB MOBEAIHKU OQIMIHHUX MPEICTABHUKIB KpaiH B
iHpopManiiHoMy mpocTtopi. [pyruii HampsMOK — BHABIEHHS Ta HEAOMYIICHHS
HEMPUIYCTUMOI TOBEIIHKM B 1HQopMaliiiHoMy mpoctopi. Bxazano, mo CnonydeHi
Htatn OymyTh BHUKOPUCTOBYBATH BCl JOMYCTHMI HasBHI 3acobu g OOpoThOM 31
IIK1IJTMBUM BIUIMBOM B 111l cepi.

Octanniit po3min mig Ha3Bowo «lIpocyBaHHS aMepUKaHCHKOTO» TMPUCBIYCHUI
NOMyJsipy3allii BUTPHOI Ta 3aXHINEHOI Mepeki |HTepHeT, BU3HAYA€ThCS aBTOPHUTETHICTH
CILIA nHa 1pOMy pHHKY Ta HEOOXIJHICTh MpPALIOBATH 3 MAapTHEPaMH, 110 MAIOTh CIIJIbHE
OaueHHs Ha npoOiemMy, MIOAO 3a0e3leyeHHss cBOOOAM cloBa B Mepexi I[HTepHerT.
3a3Ha4Ya€THCs, IO CTBOPEHHS MIKHAPOJHOTO 1H(POPMAIIMHOIO MOTEHIIANy JIOMOMOXKE
CIIA 3axumary CHulbHI IHTEPECH 31 CBOIMHU MAPTHEPAMU Ta COIO3HUKAMM Ta CIIPUATUME
JOCSITHEHHIO TUIIOMAaTHYHMX, CKOHOMIYHMX Ta Oe3MeKoBHX e [35].

SckpaBUM MPUKIIAIOM HEAEMOKPATHYHOTO 3a0e3neueHHs iHhopMaIliiiHoi 6e3neku €
Kuraiicbka Haponna PecnyOnmika. B iHopmamiitniii momituni Kwurtaro 10MIHYIOTH
MPUHIIMIN BTUIEHHS JOCTATHHO MOHOILIGHTPUYHUX OOOPOHHHX 1 HACTYMAaJbHUX TOKTPHH.
B mnonitnunomy Tta OesnekoBomy auckypci KHP indopmaris, sk B 11 coriagbHO-
KyJIbTYPHOMY, TaK 1 B TEXHOJOTTYHO-IHHOBAI[IHHOMY BUMIpax, pO3IJIAIa€ThCs HacaMIIepe]
K 30pOMHUMA pecypc, SK 3acid BIUIMBY Ha BJIACHUX T'POMAJISH Ta aKTUBHOTO 3aXHCTY 1
MPOTHU/III 30BHIIIHIM 1H(MOpPMALITHUM BIUIMBaM. BHUKOpHUCTaHHS MOTYTHBOI Ta HIMPOKOL
pecypcHoi 0a3u no3Bonsie Kutaro mpoBOAMTH JOCTaTHbO €QEKTHBHY 1H(OpMaliiHy
MOJITHKY, HAaBITh HE3BaXKarouu Ha 11 HeJAeMOKpaTHuHy crhpsMoBaHicTh [36]. IlikaBum €
nomituka Kwutato momo cBoboau B Mepexi IHrepHer. B kpaiHi He (yHKIIOHYIOTH
OUTBIIIICTh CAWTIB, SSIKHUMU KOPHUCTYIOTHCS TPOMAJSHA B 3aXiTHOMY CBITi, ajie ICHYIOTb
BITUM3HSHI aHanord. 3akoHomaBuuii opran Kuraro, HarionaapbHMil HapOJHWHA KOHTpEC
Kuraiicbkoi Hapoanoi PecniyOniku nepioguyHO npuiiMae 3aKOHU B LiH cepl, THM CaMUM
MIPOBOJISTYM TIOJIITUKY IIEHTPAJTi3aIlii KOHTPOJIIO 3a MEpekero [HTepHeT, cucTeMa KOHTPOJITIO
3a Mepexero [HTepHeT Mae Ha3By HpOoeKT «3oi0Tuil mmt» [37]. 3akopaoHHI KoMmIaHii
MOXKYTh IMpaIOBaTH Ta OTPUMYBATHU JOCTYM A0 1HPOPMALINHOIO MPOCTOPY, OTPUMABILU

BIJMOBIAHI 103BoJIM B KuTalichkoMy IEHTp1 OTJISAY TEXHOJIOTIH Ta cepTudikaiii B chepi
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kibepOe3neku, 1o panime maB Ha3By LleHTpy ceprtudikamii iHbopmaliifHoi Oe3neKu
Kwuraro. Kurtalicbkuii IIEHTp OISy TEXHOJIOTIH Ta cepTudikaiii B cdepi kibepOe3neku €
JIePKABHOIO YCTaHOBOIO, O€3MOCEpEAHbO TiJl YHPABIIHHAM Jlep:KaBHOTO yIpaBIiHHS
PHHKOBOIO HAIVSAAY Ta aiMiHiCTpamil, Ta IOpHAMYHOI0 ocoGoro. Moro ¢yHKuisMu e€:
MPOBEJICHHS TOCIIKEHb TEXHOJIOT1H Ta METO/IIB OTJISIy MEPEXKEBOi O€3MEKU; MPOBEICHHS
JOCIIDKEHB I0JI0 OIIHKK cepTUdiKallli MepekeBoi Oe3MeKH Ta BIJAMOBIIHUX CTaHAApTIB
TEXHOJOTIM Ta METOJiB, MPOBEACHHS TEXHIYHOTO HAaBUYaHHS TMEPCOHAIY 3 OTJISAY
MepekeBoi Oe3Meku Ta MepcoHaly 3 cepTudikaiii MepexeBoi Oe3meKkH; BIAMOBIIHO 10
OCHOBHHX CTaHJApTIB cepTudikallii B Mexax 3arBepikeHoi pobotu. Ilicis orpumaHHs
BIIMOBIJIHUX JIO3BOJIIB KOMMAaHIi MOXyTh (yHKIIOHyBaTh Ha Teputopli Kuraro,
JOTPUMYFOUHCH BCIiX ICHYIOUMX 0OMexeHb [38].

[TopiBHsimbHA XxapakTepuctuka iH(opmariiinoi Oesnekn Cromydenux IllrtatiB
Awmepuku ta Kutaiicekoi Haponnoi Pecriy0Oiiku HaBeneHa y tabmmi 1.2.
Tabmuns 1.2

[TopiBHsBHA XapakTepucTrKa iHpopmariitHoi 0e3nexku CIIA ta KHP

Cnonyueni llltatn Amepuku

Kuraiicbka Haponna Pecny6iika

HasBHICTb OCHOBOIIOJIO)KHOTO JOKYMEHTa, W10
peraamMeHTye JisIbHICTh JEepXKaBU B HaNPIMKY
3a0e3neueHHs iHpopMaLiiHOT Oe3mneKH.
JlibepanbHUN MiAX1M, 110 MOJIATAE B MOMYJSpHU3aLii
inei OesmeuyHoi Mepexi IHTepHeT, 3axucTi
BITYU3HSAHUX TEXHOJIOT1H, 1H(pOopMaLIHHIX
pecypciB Ta i7ei, a TaKoX IX NOLIMPEHHsS 3a
mexamu CIIA. Indopmaris posrnsgaerbes Sk
IHCTpYMEHT 3aXUCTy IHTEepeciB Ta JOCSATHEHHS

BincyTHICTh €IMHOTO MNPOTrPaMHOrO JTOKYMEHTA.
KoHcepBatuBHu#l miaxia, 1o mojsrae B OadeHHI
iHpopmanii sk 30poi, 3aci0 BIUIMBY Ha BIACHHUX
rpOMaJIsiH, aKTUBHOTO 3aXHUCTy Ta OOpOTHOHM 3

30BHIIIHIMHU 1HpOopMaLiHHUMU BILJTIBAMH.
XapakTepHolo € 1eH3ypa MexeHl Inrepner. Jlns
(byHKLIOHYBaHHS 3aKOpAOHHUM KOMIaHisIM

HEOOXITHO OTpPUMATH JO3BUT ISl JIOCTYIY 1O
iHpopMauiiHoro mnpocropy. ICHyBaHHS 3HaYHHMX

JUATIOMAaTHYHHUX, E€KOHOMIYHUX Ta
0C3MEKOBUX IIiIeH, TOOTO SIK MOKIIMBICTD.

oOMexeHb B cdepi cBOOOIM 1HPOpMaIIi.

JIxepeno: Po3po6iieno aBTopoM Ha OCHOBI 1aHux [35-38]

B cyudacHux ymoBax VYkpaiHa MOXXe TIO€IHATH C€JIEMEHTH 3a0e3TMCUCHHS

iHdopMmaniiHOT Oe3MeKH, 10 BUKOPUCTOBYIOTHCS B TPHUHIIMIIOBO PIZHUX KpaiHax.
Hanpuknan, BapTo po3poOsisiTd  BiacHi  iH(GOpMaIliiHI  TEXHOJOTIi, 3axuIlaTH
iH(doOpMaIliiiHI pecypcu Ta JIOJIChKUN moTeHmian B cdepl 1HPopMaIriiHOT Oe3MmeKH.
Amnanizytoun nocBif Kuraro, HEOOXiIHUM € BHUKOPUCTaHHA 1HGOpMAIl A 3aXUCTy
HaIlllUX TPOMAJSH BiJl HEraTMBHOTO 1H(GOPMAIIMHOTO BIUIMBY 31 CTOpoHU Pociiichkoi

Ddeneparrii.
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[limcyMoByrOUM MepUIMA PO3Iia, MOXHA CTBEPKYBaTH, 110 B YKpaiHi HasBHHUI
IUTIOpaTi3M ~ AYMOK, IIOJI0 TEOPETHYHOTO OCMHCICHHS 1H(QOpMAIiifHOi Oe3MeKH.
BiTun3HsHe 3aKOHOAABCTBO MpO JEpKaBHY TMOMITHKY 3a0e3meueHHs i1HpopMaiiiHoi
0e3MeK € TOCTaTHhO PO3BUHYTUM, aje CerMeHTOBaHMM. HasBHui 6a30Buil mporpaMHui
nokyMeHT — JlokTpuHa iHopmMariiitHoi 0e3meku Ykpainu [31]. B cygyacHOMy cBiTi HasBHI
PI3HOMAHITHI TIOTJISIAM I0JI0  3a0e3nedeHHs 1HGopMaliifHoi Oe3NneKku, SICKpaBUMU
npencraBuukamu € Crionydeni llltatu Amepuku ta Kuraiiceka Haponna PecniyOmika. J{st
MOJIaJIbIIOTO PO3BUTKY BITUYM3HAHOI cHcTeMHU 3ale3mneueHHs iH(QopMaliitHOoi Oe3neku y
Cy4yaCHHUX yMOBaX € JIOIIJIbHUM BHKOPHUCTAHHS CWJIBHUX CTOPIH 000X KpaiH, OCKIJIbKH,

MONPH BUKOPHUCTAHHS 11aMETPAJIbHO MPOTHIICKHUX MIAXOA1B, BOHU € JIIEBUMH.
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PO3/I1J1 2
PEAJIIBALIS JIEPXKABHOI ITOJIITUKU Y COEPI IHOOPMAILIIMHOI BE3IIEKU
VKPAIHU

2.1. AnaJji3 peai3auii JepxaBHOI NOJITUKHU iHpopMaNliiiHOl 6e3nexkn YKpainu

Amnani3 peanizamii aepxaBHOI MOJITUKUA 3a0e3nedeHHs 1H(opMaliitHoi Oe3nexu
Ykpainu BapTO MPOBOJUTH Uepe3 MPU3MY 3aX0/liB, CIPSIMOBAHUX HA 3aXUCT HALIOHATBHUX
iHTepeciB Ykpainu B iHpopMaliiiHii cdepi. BinmosigHi iHTepecu 3a3HauyeHl B JOKTpuUHI
1H(popMmaiiiHO1 Oe3nekn YKpaiHu.

[Tounemo 3 iHTepeciB Ha piBHI 0coOM. AHaANI3yIOUM CHUTYyallll0 B KpaiHi, MOXHa
3poOMTH BHUCHOBOK, M0 TEpIIl JBa IHTEpECH, II0 CTOCYIOThCA 3a0e3MeueHHs
KOHCTUTYL[IHHUX TIpaB 1 cBOOOJ JIOAWHU HAa 1HPOPMALIIO Ta 3aXHCT MPUBATHOTO >KHUTTS,
3aXUIIAI0THCS B JOCTATHHOMY OOCS31, OCKIJIBKU ICHY€E 3aKOHOJaB4a 0asa 3 I[bOr0 MUTaHHS,
30KpeMa pO3MJISIHYTI Yy MHHYJIOMY pO3JJi  HOPMAaTUBHO-TIpaBOBI akTu. Jlep:kaBa
pErIaMeHTy€e YMOBH, 3a KX MOXYTb MOPYITYBaTHCS 11l )KUTTEBO BaXKJIMBI iHTepecu. Tax
ctatTs 8§ €Bporelicbka KOHBEHIIIS 3 TIpaB JIIOUHU, 110 Oyna patudikoBaHa Ykpainoto 17-
ro numHsa 1997-ro poKy, BCTAaHOBIIIOE, 10 J€PKaBA MOXKE BTPYUYaTUCA B 3[1MCHEHHS MpaBa
JIOJIMHY HAa TIOBAry JI0 MPUBATHOTO JKUTTS y BUMAAKY, SKIIO BTPYYaHHS 3/1MCHIOETHCS
3T1IHO 13 3aKOHOM 1 € HEOOX1IHUM B IHTEpecax HaI[lOHAJIbHOI Y TPOMAJIChKOI OE3MeKn
[39, 40]. 3akonom Ykpainu «IIpo iHpopMmaIito» BU3HAYAIOTHCS KOHKPETHI MiJICTABU IS
poro. Crtarts 28 BCTAHOBIIOE HEJOMYCTUMICTh BUKOPUCTaHHS 1H(OpMaIi B IUIAX
3aKJIMKIB 7O TIOBAJICHHS KOHCTUTYIIHHOTO JaAy, MOPYIIEHHS TEPUTOPIaIbHOI IIJTICHOCTI
VYkpainu, mnpomaraHad BiHHM, HACHJIBCTBA, >KOPCTOKOCTI, PO3MatOBaHHS MIKETHIYHOT,
pPacoBoi, peiriiHOT BOPOKHEY1, BUNHEHHS TEPOPUCTHUYHUX aKTiB, MOCSATAHHS Ha MpaBa 1
cBoOoau moauHu [3]. OCTaHHIM X JKUTTEBO BaXKJIIMBHUX 1HTEpPECIB 0cOOM B YKpaiHU €
3aXUINEHICTh B PYyHHIBHUX 1H(QOPMAIIHHO-TICUXOJOTIYHUX BIUIMBIB. B KOHTEKCTI
riopuaHoi arpecii Pocilicekoi denepanii npotu Ykpainu 3abe3reueHHs peaizailii JaHoro
1HTepeCcy HEPO3PUBHO MOB’sI3aHE 3 peajizalli€lo KUTTEBO BaXKJIMBHUX 1HTEPECIB HA PiBHI

CyCIIJIbCTBA 1 iepkaBu [31].



25

Ha piBHI cycniiabcTBa 1 JIep>KaBu BUAUISIIOTH TaKi KUTTEBO BaXKJIMB1 1HTEPECH, 110
MOB’sI3aH1 3 3aXMCTOM OCOOM BiJ BWINE3TaJlaHUX BIUIMBIB, & CaMe€ 3aXUCT YKPaiHCHKOTO
HACeJICHHS BIJ] arpeCMBHOTO BIUIMBY JECTPYKTHUBHOI MpOMaraHau, MepeayciM 3 OOKy
Pociiicekoi @enepariii, Ta 3aXUCT HaceleHHsS Bij 1HGopMaliiHOrO BILIMBY PociiichKkoi
®deneparii, CHpAMOBAaHOTO HAa TpOMAraHAy BifHH, pPO3MATIOBAHHS HAIIOHAIBHOT 1
pemiriiHOiI BOPOXKHEUl, 3MIHY KOHCTUTYIIIMHOTO Jajy HACHJIbHHMIIBKMM IIUIIXOM a0o0
MOPYIICHHSI CYBEPEHITETY 1 TEPHUTOpIalbHOI MMUTICHOCTI YKpainu. 3amis 3a0e3medeHHs
peamizarii mux iHTepeciB B YKpaiHi NMpUHMArOThCS BiAmoBimHI pimenHs [31]. 3axomm
MI0JI0 3amoOiraHHs JACCTPYKTUBHHUX 1H(OPMAIIHHO-TICUXOJIOTIYHUX BIUIMBIB 3 OOKY
Pociiicekoi Denepartiii Ha yKpaiHChbKE CYCIUIBCTBO MPEICTABICH] y 10AaTKy b.

BaxnuBumu CKkiIaioBUMH CcTali  3a00pOHAa Ha PO3MOBCIOJDKEHHS Ta IOKa3
pociiicekux cepianiB Ta ¢GuIpMiB 3 Ooky HarionanbHoi pamu YkpaiHu 3 TUTaHb
TeneOaueHHa 1 panioMoBieHHs. HopmaruBHOro 06a3zoro craB 3akoH Ykpainu «Ilpo
BHECCHHS 3MIH JO JEIKMX 3aKOHIB YKpaiHM IIOJI0 3aXHCTy 1H(OpPMAItHOTO
TenepaaionpocTopy Ykpainuw». Tak, Hampukiaa, 3a00pOHEHE pO3MOBCIOKCHHS Ha
TepuTOpli YKpaiHu (UIbMIB Ta cepiaiiB, 110 NOMYISPU3YIOTh OpPraHu JepKaBU-arpecopa,
PaAsSHCHKI OpTaHM Jep>KaBHOI O€3MeKH, y4acTh B SKMX MpUMaroTh (Pi3zuyHi 0codH, 110
BKJIIOUeH1 10 [lepeniky oci0, siki CTBOPIOIOTH 3arpo3y HaIllOHANIBHINA Oe3merri, abo B SIKUX
HasiBHI MaTEpUIH, 10 CTBOPIOIOTH 1H(GOPMAIIITHO-TICUXOJIOTTYHUNA BIUIMB, IO 3arpoOXKye
HaIioHanbHIN Oe3neri Ykpainu [41-43]. HacTynmHuUM 3aX0J0M B IIbOMY HANPSMKY CTaJio
0JIOKYBaHHSI POCIMCHKUX CAWTIB Ta COLIAJIBHUX MEPEXK, Kl MOXKYTh BUKOPHUCTOBYBATUCS
Ta BUKOPUCTOBYIOThCS B SKOCTI iH(popmariiHoi 30poi. Hampuknaa, mHTpUYUHOIO
OJIOKYBaHHS POCIHCBHKUX collianbHuX Mepexx « BKoHTakTi» Ta « OHOKIIACHUKWY, a TAaKOXK
HU3KKA IHIIUX 1HGOpPMAIHUX pecypciB, BKIOYaouu cadT cepBicu «Mail.ru» Ta
«Yandex» crajgo pPO3MOBCIOMKCHHS B OCTAHHIX MPOMAraHJUCTChKHX MartepialiB Ta
BUKOPHUCTAHHS 1X POCIMCHKUMH CIeliadbHUMK CiykO0amu. 3abopoHa BigOynack 15-ro
tpaBHs 2017-ro poky micns mignucanHs Iletpom I[lopomenko VYkazy Ilpesuaenta
VYkpainu Nel133/2017 «IIpo pimenns Panu HaiionansHOoi 6e3meku 1 000poHN YKpaiHu Bijl
28 xBiTHA 2017 poky «lIpo 3acTocyBaHHS MEpCOHANBHUX CHEI[laTbHUX €KOHOMIYHHUX Ta

IHIIMX 0OMEXYBaJIbHUX 3aXO[iB (CaHKIIINH)»». BUKOHAHHS OTO yKa3y OyJIo MOKJIaJeHe
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Ha Cexperaps Pamu HamionanpHOi Oe3neku 1 oO0opoHu Ykpainu. JloHenaBHa icHyBaja
BIPOTIHICTB, 10 111 3a00pOHU MOXKYTh OyTH ckacoBaHi, ane 14-ro tpaBHs 2020-To poky
OyB mianucanmii Bomomumupom 3eneHchkuM Yka3 [lpesumenta Ykpainum Nel84/2020
«Ilpo pimennst Paau HamionansHoi 6e3meku 1 00oponu Ykpainu Big 14-ro tpasus 2020-ro
poky «IIpo 3acTocyBaHHS, CKaCyBaHHS 1 BHECEHHS 3MiH J0 TMEPCOHATBHUX CIEIIaTbHUX
CKOHOMIYHHUX Ta 1HIIUX OOMEKYBAJIBHUX 3aXOiB (CAHKIIH)»», 10 IPOJAOBKUB 3a00pOHY
Ha m pecypcu [44, 45]. llle oxaHi€0 Ba)JIMBOIO TPYIOK 3aXOJiB IOJO 3aXHUCTY
YKpPaiHCBKOTO CYCHUIBCTBA BiJi HETATUBHHUX 1H(POPMAIIHHO-TICUXOJOTIYHAX BILUIUBIB
Pociiicekoi ®@epepanii crana 3abopoHa HarionanbHoo panoro YKpaiHM 3 THUTaHb
TeneOayeHHss 1 PaJiOMOBIIEHHS POCIMCHKUX TeleKaHamiB. BinOyBaeThcs 1€ NUISIXOM
BUJIyYEHHS 1HO3eMHUX TporpaM 3 [lepeniky 1HO3eMHHX Mporpam, 3MICT SKUX BiANOBIAA€E
BUMOTaM €BpOIENChKOI KOHBEHIII PO TPAHCKOPJIOHHE Tesie0aueHHs 1 3aKOHOAABCTBA
Ykpainu, BIAMOBIIHI TPOTPpaMy BIITyYaIOThCS 3 TAHOTO CIHUCKY 3a JOMOMOTOI0 MPUAHSATTS
BIMOBIAHOTO  pimieHHs HarmonanbHoi panu. 3rigHo  odimiiinoi  iH(orpadikwy,
npeacraBiieHoi HarionaneHo panoro, B YKpaiHi oOMexeHe nomupeHHs: 80 pociiichKux
TesnekaHaliB. [I[puarHOI0 BUITYyUeHHS KaHATIB € MOPYIICHHs 3aKOHOAABCTBAa Y KpaiHH, PO
sike 3ragyBaiiocs panimre [46, 47]. Ha Mot mymKy, peaiizailis TaKHX XHTTEBO BaKIHBI
1HTEepecH sIK 3a0e3MeUeHHs BUILHOTO 00Iry iHQopMallii, €6 BUKJIIOUEHHSM € BUIAKH, 110
BU3HAYEHI 3aKOHOJIaBCTBOM, 3a0€3MEeYeHHS] PO3BUTKY 1HGOPMAIIITHIX Ta KOMYHIKaIIHIX
TEXHOJIOT1H 1 1H(pOpPMAILITHUX peCcypCiB HAIOI AEPKABU, a TAKOK CTBOPEHHS MO3UTUBHOTO
IMIJI)KY KpaiHHM B CBITI, JOHECEHHS JOCTOBIPHOI, ONEPAaTUBHOI Ta 00’ €KTUBHOI 1HPOpMAaIIii
npo moaii B YKpaiHi JO MIDKHApPOJHOI CHIJIFHOTH 3HAXOJIUTHCS HAa 33JI0BIILHOMY pIBHI,
OCKIJIbKM B HalIill JepkaBl ICHYIOTHb pI3HI JpKepesa 1H(popMalii, MIopaii3M AYMOK Ta
3aco0u MacoBoi iH(pOpMaIii, 0 HAJIEKaTh PI3HUM BIACHUKAM, B TOMY YHCIII 1 IepKaBi, Ta
BHCBITJIIOIOTh HOBWMHHU 3 PI3HUX TOYOK 30py, HAlla JiepKaBa PETyJIIpHO 3alMaeThCs
1HQOpPMYBaHHSIM HalIUX 3aKOPJAOHHUX NApPTHEPIB IMIOAO MEBHUX pIIIEHb Ta MOJIM.
3aHETIOKOEHHS BUKIMKAE CTYIIHb peami3alli >KUTTEBO BAXKIMBUX I1HTEpeciB B cdepi
pPO3BUTKY Ta (YHKLUIOHYBAHHA YKPAiHChKOi MOBHM B CYCHUIBHOMY J>KUTTI YKpaiHW,
OCKUIBKM MOBa € BaXJIMBOIO CKJIAJOBOI HAIIOHAIBHOI 1J€HTUYHOCTI. 3aKOH YKpaiHu

«IIpo 3abe3nedeHHs (PyHKLIIOHYBaHHS YKpaiHCbKOI MOBH SIK JI€p)KaBHOI», 10 OyB
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OPUMHATUN B MHUHYJIOMY pOIll, € MPOTPECMBHUM Ta CTBOPIOE YMOBHU JI MO3UTHBHHUX
NEPETBOPEHDb y CYCIIILCTBI, aje JlepxaBHa Mmporpama CHOpUsSHHS ONAaHyBaHHIO JEP>KaBHOT
MOBU He Oyna 3arBep/ykeHa KaGinerom MinicTpiB YKpaiHM Ha MOMEHT HaIllMCaHHS
po0oTH, a YTNOBHOBa)XKE€HA 13 3aXUCTy JEp>KaBHOI MOBHM Oyjia 3BUIbHEHA 3a BJIACHUM
O6axxanHsiM 6-ro TpaBHs 2020-ro poky. ToO6To 3apa3 B YkpaiHi CTBOpeHI 3aKOHOJaBYl
YMOBHM [UJIi PO3BUTKY IIbOIO HAmpsIMKy, ajie He BiJ0yBaeTbca peaizallis JAaHOro
HOPMAaTHBHO-IIPABOBOTO aKTy 3 00Ky BUKOHABYOI rinku Brnaau [48, 49].

Bapto posrisHyTH nepkaBHI 3aX0/11 010 MOIMMTUPEHHS HaIllOHATBHUX
iH(OpMAaIIHHUX pecypciB Ha TUMYAcoBO OKymoBaHi Teputopii. B VYkpaini gie [lnan
PO3BUTKY LU(PPOBOro TeiaeOAYeHHS] HAa TEPUTOPIAX 3 OCOOJMBUM PEKUMOM MOBJICHHS
2019-2020. Bin po3pobnenuit Kowmicieto 3 mnuTaHb 3a0e3leueHHs CTa0UILHOTO
(GYHKIIOHYBaHHS CHCTEMH HalllOHAJIBHOTO TejebaueHHs 1 paaioMoBieHHs. [lmanom
nependadeHa po30yAoBa HaIlOHAIBHOI Mepexi IudpoBoro TenedadyeHHs B JloHENbKIH,
JIyrancekiii Ta XepcoHChKiM oOnacTsx. JlMHamika OXOIUICHHS HACEJIEHHS CUTHAJIOM
BITUM3HSIHOTO TeJIe0aueHHS y JaHWX 00J1acTsIX BKa3aHa y Tabmmisx 2.1, 2.2, 2.3.

Tabmuus 2.1
JlnHamika OXOIUIEHHSI HACEJICHHS YKPATHChKUM Telle0aueHHsIM B JIOHeIbKin

o6maacri, oci0

2014 pix 2017 pik 2019 pix OxomeHHs1, oci0
BonnoBaxa - 140 097 219 661 + 79 564
[ipHuK - - 411 142 +411 142
Kpamatopcbk - 551 090 897 593 + 346 503
Mapiymois 561 591 561 591 561 591 [MokpareHHs
SKOCTI ~ CHTHaly,
301IbIICHHS
KUJTBKOCTI
porpam.

Jxepeno: [50]

Junamika, BigoOpakeHa Yy TaOJuIl, CBIAYUTH NPO PIBHOMIPHUN 3pOCTaHHS
OXOIUICHHS HaceJIeHHs y Bexkero y BomHoBaci Ta KpamMaTtopcbKy, MpOPUBHOIO € CTBOPCHHS
TeneBexi y ['ipHUKY, 110 BUKJIMKAIO CTPIMKE 3POCTAHHS JTAHOTO TMOKa3HHUKY. PO3BUTOK

TeaeMepexi y Mapiynoii cipsiMOBaHUM Ha sIKICHE, a HE Ha KUIbKICHE 3pOCTaHHS.
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Tabomurs 2.2
JluHaMmika OXOTIJICHHS HACETICHHs YKPAiHChKUM Tesne0aueHHsIM B Jlyranchkin

o0uacTi, ocib

2014 pix 2017 pix 2019 pik OxoruIeHHs1,0¢10
baxmyriBka - 138 922 138 922 [TokpaimeHHsT SKOCTI CHUTHAIY,
301JIbIIICHHS TepUTOPIi
TOIIUPEHHS
KomumryBaxa 76 228 - 924 696 + 924 696
[Tinropieka 137 240 137 240 137 240 [TokpaimieHHsT SKOCTI CHUTHAIY,
301JIbIIICHHS TepUTOPIi
MOIIUPEHHS
HIupokwii - - 480 549 + 480 549

Jxepeno: [50]
Jlyranceka 00JsacTi  BIiAPI3HSETHCA HEPIBHOMIPHUM  PO3BUTKOM  OXOIUICHHS
HaceJIeHHs, BIMOYBa€eThCs SKICHUN PO3BUTOK Bexi B baxmyrtiBiii ta Iligropisii, 3HauHUM

MIPOPUBOM CTajo BcTaHOBIeHHs Bexl B [lInpokomy Ta Komumrysaci.

Tabmuus 2.3
I[I/IHaMiKa OXOIIJICHHS HACCIICHHS YKpa.l.HCBKI/IM TeneOaYeHHIM B XepCOHCBKiﬁ
o0nacti

2014 pix 2017 pix 2019 pix OxormuieHHs, oci0
CKagoBCBK - - 47 061
Yarmaka 34 766 34 766 116 307

Yownrap - 170 340 203 994 + 162 256

HoBoTtpoiubke 35083 35083 35083
I'eHigeHCHK 58 624 58 624 58 624

Jxepeno: [50]

He3Bakatoun Ha MOMIPHI TEMIIM PO3BUTKY OXOIUICHHS HAaceleHHS B XepCOHCHKIM
o0JacTi, KJIIOUOBOIO € BCTAHOBJICHHS BeX1 B YOHrapi, OCKUIbKM BOHA OXOIUIIOE YaCTHHY
tepuTopii okynoBaHoi APK, mo no3Bosisie yKpaiHCbKMM TpOMajsiHaM B OKYINOBaHOMY
Kpumy oTpumMaty 0CTyI A0 YKPaTHCHKUX MeTia.

Axmo mijacyMOBYBaTH aHai3 peamizaiii Jep)KaBHOI MOJITHKHA 1H(POPMAIIHHOT
Oe3nekn YKpaiHW, TO MOXKHa 3pOOMTHM BHCHOBOK, IIO0 Hapa3l B OUIBIIOCTI HampsMiB
BUKOHYETHCSA BETUKHUA 0OCIT pOOOTH, € MO3UTHUBHI TEHJEHINI Ta 3pYLIEHHA, 10 OyiH
3p00JIeHI BHUMYIIIEHO TIiJi JI€}0 30BHINIHIX HETaTHBHUX YWHHUKIB, aje ICHYIOTH I

npoOJieMHI MHUTaHHSA, HaJ SKUMHU HEOOXIJHO IMpalfoBaTH Ta iX BHpINIyBaTH. ToMy
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HEOOX1THO PO3TJISHYTH ICHYIOUl 3arpo3M Ta HaJaTH TMPaKTHYHI peKoMeHaIlli Ioa0 ix

YCYHEHHSI Ta BJIOCKOHaJIEHHS iH(pOpMaliifHOT Oe3meKku B YKpaiHi.

2.2. Po3po0ka NpakTHYHHUX PeKOMeHAaIii 111010 YCYHEHHSsI iCHYIOUYHX 3arpo3 Ta

B/IOCKOHAJICHHS iH(opManiitHoi 0e3neKku B YKpaiHi

AHami3 acmekTiB PO3BUTKY 1H(OPMALIHHOTO CYCHUIbCTBA, 1H(GOpPMAIIHHOI
riiobamzaiii Ta iHGOpMAaIiTHOTO TPOTUCTOSHHS B CYyYaCHHX YMOBAaxX 3arajoM 3acCBiIUWB
HAsSIBHICTh HU3KUA NPOOJIEM OpraHizaiiifHO-mpaBoBOro 3MicTy y cdepi iHpopMaiiitHoi
Oe3rekn YKpaiHu, a caMe: HeIOCKOHAIICTh AepKaBHOI MOJMITUKY 3 TUTaHb 1HQOpMaLIHHOT
Oe3MeKu: BIJICYTHICTh CTpaTEriyHOrO piBHA 3a0e3mnedeHHs 1H(opMaIiiHoi Oe3neKu;
HEHAJICXKHUM piBeHb 1H(OPMAIITHOTO CYNPOBOIKEHHS 30BHIIIHBOI Ta BHYTPIIIHBOT
MOJITUKK YKpaiHW; BIIOMYY aBTOHOMHICTh JEpKAaBHHX OpraHiB Ta YCTAaHOB, Ha SIKI
MOKJIa/ICHO 3aBJaHHs 3a0e3neueHHs iHpopMmalliitHoi Oe3neku YKpainu, TyOtoBaHHS iX
MMOBHOB&)XEHb Ta HEJOCTATHS SKICTh HASBHOI KOOPJWHAIIIHOI CKJIAI0BOI; BiJCYTHICTh
JII€BUX MEXaHI3MIB EKCHEPTHOI OLIHKK 1HPOPMALINHOI NpOAYKIii, MOUIMPEHHS SKOi
CTBOPIOE 3arpo3y iH(opmarliiiHii 6e3merni 1010 NpaB JOIUHH, IHTepecaM CyCHiIbLCTBA Ta
JIEpKaBH; BIICYTHICTh €(PEKTUBHUX MEXaHI3MIB 3a]ly4€HHS TPOMAJChKOCTI Ta MPUBATHOTO
CEeKTOpy YKpaiHM 10 MNPOTHAIl HEraTUBHUM 1H(GOpMAIIWHUM BIUIMBAM, MIKHAPOIHOI
chiBmpaul y i cdepi; HasiBHICTh 3aKOHOJABUMX Ta OPraHi3alliHUX MpPOrajivH y cdepi
001ry iHpopMallii 3 00OMEKEHUM JTOCTYIIOM.

[Ipn mpoMy cyuyacHi BHUKJIMKK 1H(MOpMaIliiiHiA Oe3meri YKpaiHu 3yMOBIIEHI SIK
BHYTPIIIHIMH, TaK 1 30BHIIIHIMUA YUHHUKAMH: BHYTPIIIHI — HAUOLIBIIOK MipOIO OB’ sI3aH1
3 BiACTaNICTIO 1H(OPMAIIHHUX TEXHOJIOTIM B YKpaiHi Bil TPOBIMHHUX KpaiH CBITY,
HU3BKUM pIBHEM iH(pOpMAaTHU3aIlli, PO3MOPOIICHICTIO TOBHOBA)XEHb OPraHiB Jep>KaBHOI
BJIaJIM Ta 3aKOHOJIAaBCTBA B 1H(OpMaIliiiHii cdepi; 30BHIIIHI — 3arajlbHOCBITOBI TCHACHIT
CTBOPEHHSI Ta 3aCTOCYBaHHS 1H(OpPMAIIHHUX TEXHOJOTIH Ta HaMaraHHSMU 1HO3EMHHX
CyO0’€KTIB BIUIMBATH Ha CBITOBMM Ta BITYM3HSHUN 1HQOpPMaLIMHUI TPOCTIP 3 METOIO
3a0€3Me4YeHHs]  BJIACHUX  I1HTEPECIB, 3aJEXKHICTb BiJI 1HO3€EMHOIO  IPOrPAMHOIO

3a0€e3IeYeHHH.
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Bigrak, Ha cydacHoMmy eTami YKpaiHi ClIiJ 30CEpEAUTUCh Ha JIBOX OCHOBHHUX
HarpsiMax: 3pOOUTH BHYTPIMIHIA YKPATHCHKHUMA MPOCTIp Cy4YaCHUM, TOBHOCTPYKTYPHHM Ta
KOHKYPEHTOCTIPOMOXKHUM; 3a0e3neuuT iHhopMalliiHy MpUCYTHICTh JEp>KaBH B CBITI Ta
POCYBATH ii MO3UTUBHUM IMIJK. 3a0€3MeueHHs HaIllOHAJIBHOI O€3MEeKH 31HCHIOEThCS 3a
YMOBHU TPIOPUTETHOCTI HAIIOHATBLHUX IHTEPECIB, HEOOXIMHOCTI CBOEYACHOTO BXKHUTTS
3aX0/I1B, aJleKBaTHUX XapaKTepy 1 maciirtabaM 3arpo3 UM 1HTepecaM, 1 IPYHTYEThCS Ha
3acajax TPaBOBOI JEMOKPATHUYHOI JCep)KaBH. A OCKUIBKHM iH(OpMaIliifHa Oe3meka €
YaCTUHOIO HAaIlIOHAJIBHOI, TO TYT TEX MOBUHEH OYTH MPIOPUTET HAlLlIOHAIBHUX 1HTEPECIB B
iHdopMatitHii chepi.

IcHyroui 3arpo3u 1HQoOpMauiiHii Oe3nenl YkpaiHu BH3HAdyeH1 JIOKTpHHOIO
iHpopmariitHoi Oesnekn Ykpainu [31]. Bcei, BUsABICHI y X0l JOCHIHKCHHS MPAKTUYHI
pEeKOMEHJaIlli 00 YCYHEHHS ICHYIOUMX 3arpo3 Ta BJOCKOHAJICHHS 1H(MOpMaIiitHO1
Oesrekn YKpaiHu, mpeacTaBiieHl y Tadmuili 2.4.

Tabmuus 2. 4

[IpakTuuH1 pekoMeHaIll 010 YCYHEHHS ICHYIOUMX 3arp03 Ta BJOCKOHAJICHHS

iH(dopmarliitHoi 6e3nexku YKkpainu

3arposa indopmariitniil 6e3neri YkpaiHu

IIy19X1 yCYHEHHS 3arpo3u

1) 3nilficHeHHS CHeTiaTbHAX
iHpopMaLifiHUX omepauiid, CIPsIMOBaHUX
Ha MIpUB 000pPOHO3/1aTHOCTI,
JieMopati3alito 0c000BOTO CKIIay
30poitHux Cun  YkpaiHM Ta  1HIIUX
BIHCBKOBUX (OpMyBaHb, NPOBOKYBaHHS
€KCTPEMICTCHKUX TPOSBIB, 1IXKUBIICHHS
NaHIYHUX  HACTpOiB, 3arocTpeHHs i
necTabumi3alio CyCnuUTbHO-TIOITHYHOI Ta
COLIAJIBHO-€KOHOMIYHOT CHUTYaIll,
po3natOBaHHs MDKETHIYHUX 1
MDKKOH(DeCitHUX KOH(DITIKTIB B YKpaiHi.

[TomupenHs noctoBipHOi 1H(pOpMalLli yepe3 Mpec-ciaykou
OpraHiB  Jep>kaBHOi  BJIaJM, JEpKaBHI Mefdla Ta
nonynaspusaimito  odimiinoi  mo3umii  YkpaiHu B
Hezep)kaBHUX Menia. [l HelTpanizauii minecnpsMOBaHUX
nucTallIi3aliiHUX BIUIMBIB Yepe3 Mepexy IHTepHeT MoxHa
3aimy4aty BianoBigHi miaposaum Cnyxou besneku Ykpainu
ta Jlemaprament KiGepmomimii Hamionansnoi Ilomimii
Vkpainu. 3anobirtu aemopaiizaiii 0coOOBOro ckiany
BIMCHKOBHX MOKHA 3aBISIKH MIJBUILIEHHIO BIMCHKOBUX
CTaHJApTIB Ta PiBHS OIUIATH BiiCbKOBOCTYKOOBIIIB.

2) [TlpoBencHHsS AepsKaBOO-arpecopoM
crienialbHUX 1H(QOpPMaLIHHUX omepaliil B
IHIIUX JepKaBax 3 MeETOK CTBOPEHHS
HEraTUBHOTO MKy YKpaiHu y CBITI.

CrniBnpaus Ilpesupenta VYkpainm T1a  MiHicTepcTBa
3aKOpJIOHHUX CNpaB YKpaiHW 3 HAIUMH MIKHApOJHUMHU
MmapTHEpaMH Ta  BIJCTOIOBaHHI  HAMIUX TMO3MINH Yy
MDKHApOJHHMX OpraHizaimisx, Hampukinag, B OOH Ta Pani
€pponii.  BaxnuBUM €  CTBOpEHHS  IHIIOMOBHHUX
yKpaiHChKUX 3aco0iB MacoBoi iHpopMarii, ski 6 Hagamu
3MOTY 1HO3EMIIIM JIi3HaBaTHCS NPO HOBUHU B YKpaiHi
JOCTYITHOIO iM MOBOIO, IIe O J03BoiMiIO OopoTucs 3
arpecopom 3aKOopAOHOM B iH(GOpMaIIHHOMY IJIaHI.
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[Iponosxxenns tadbnuii 2.4

3) Iudopmarmiiina eKCHaHCis ICp)KaBH-
arpecopa Ta  KOHTPOJBOBAHUX  HEIO
CTPYKTYp, 30KpeMa MUIIXOM DPO3UIMPECHHS
BJacHOI iH(popMamiifHOI iHPPACTPYKTYpH
Ha TepuTopii VYKpaiHM Ta B IHIIUX
JeprKaBax.

biiokyBaHHS pOCIHCHKMX TEJIEKaHATIB, BBEJICHHS CAHKIIII
010 IOPUANYHUX OCi0, 30KpeMa POCIHCHKHUX COIIAIbHUX
MepexX, Ta 3a00pOHM pOCIHCBKHX cepiaiiB Ta (UIbMIB.
BrockonaneHnHss MexaHi3My T030aBIIeHHsI JIIIEH31T Ha
MOBJICHHS IUISIXOM TPU3YNUHEHHS il JIIeH3ii Ha dac
cynoBoi cripaBu abo HaganHs Hamionanbrii Pani Ykpainu 3
MUTaHb TeneOaueHHs 1 pajiOMOBIICHHS IpaBa M030aBIsATH
JinenH3ii 3a HasgBHOCTI aOCOJIIOTHOI OUIBIIOCTI TOJIOCIB
CKJIaay paiu, aje 3aluilaTH 3a 3aco0amMu MacoBOi
iHpopmanii mpaBo Ha amensnio pimeHHs B cyni. Lle
JI03BOJIMTH TPUITMHUTH PO3MOBCIOJUKCHHS iH(OpMaIlii, 110
CTBOpIOE 3arpo3y iHdopMariiiHiii 6e3merni, ane 30epexe 3a
3MI mpaBo Ha BiJICTOIOBAaHHS BJIACHHUX IHTEPECIB y CYL.
Takoxx BapTO BHECTH 3MiHY JIO aHTHMOHOIIOJILHOTO

3aKOHOJIAaBCTBAa IOJI0 KOHIIGHTpAIlii 3aco0iB  MacoBOi
iHpopmamii B  OAHOTO BJIAcCHWKA, 100 YHUKHYTH
MoOHoMoumi3amii  iHQopMamiifHOrO  MPOCTOPY  OAHHUM

BJIACHUKOM 200 TPYIIOI0 BIACHHKIB.

4) Tadopmariiline OMiHYBaHHS JEp)KaBH-
arpecopa Ha THMYacOBO OKYIIOBAaHHX
TEPUTOPISX.

CrtBopeHHs 3aco0iB MacoBoi iHdopmarii, mepm 3a Bce,
TEJIEKaHAIIB Ta PaTiOCTaHIH, ski O Oynm crpsiMOBaHI Ha
KUTETIB  TEpUTOpPiH, sAKI HAa JaHUH  MOMEHT €
HEeNiAKOHTpoNbHUMH. JlepkaBHa ciyk0a CHeniaabHOTO
3B’SI3Ky Ta 3axucTy iH(opmaiii MOBUHHA 3a0e3MeYUTH
TEXHIYHY peatizallito [bOro MUTaHHSI.

5) Henocrarus
HalllOHAJTBHOT

1HPPACTPYKTYpH,

PO3BUHEHICTh

1H(popMaLiiHOT
110 obMmexye
MO>KJIUBOCTI VYkpainu e(eKTUBHO
OpoTHIIATH 1H(pOpMaliiHii arpecii Ta
MIPOAKTUBHO JISTH B 1H(opMaLiiiHii chepi
U peaitizalii HalllOHAJBbHUX 1HTEpECiB
VYkpainu.

30UIbIICHHS ~ BHJIAQTKIB ~ JIEpXKABHOTO  OIOJKETy  Ha
HamionaneHy cycniipHy TenepaaioKOMMaHilo YKpaiHu 3
METOI0 301JbIIEHHS YacTKH, Ky 3aiiMaloTh JepxaBHI
3acobu MacoBoi iH(popMaIlii B 3araJibHOMY 1H(opMaliiftHOMY
npocTopi. TakoX BaXJIMBUM € 30UIbLICHHA (DiHAHCYBaHHS
HepxaBHOi ciyxOM CHElialbHOIO 3B’A3KYy Ta 3aXUCTy
iHpopMarlii, sKa MOBMHHA TMOKPAIIUTH TEXHIYHUHA CTaH
BITYU3HSAHOT 1H(popMariiHOT 1H(pacTpyKTypH.
Hemaprament kiGepnominii HarionansHOi mosinii moBUHEH
CIIJIKYBaTU 3a JISUIBHICTIO KpaiHM-arpecopa B Mepexi
InTepHer.

6) HeedextupHicTh Jep>KaBHOT
iH(popMaNiiHOT MOJIITUKH, HEOCKOHATICTh
3aKOHOJIaBCTBA CTOCOBHO PETYITIOBaHHS
CYCHUIBHUX BIAHOCHH B i1H(pOpMaIiiHii
chepl, HEBU3HAYCHICTh CTPATETIYHOTO
HapaTUBY, HEIOCTaTHIM piBeHb Melia-
KYJIbTYPH CYCHUIbCTBA.

VHidikarist 3aKOHOJIaBCTBA 1010 3a0e3neyeHHs
iHpopmaniiinoi Oe3nexkn Ykpainu. Po3poOka 3akony
Vkpainu «lIpo iHdopmaniiiny Oe3neky». Ilpononyerbes
MiHicTepcTBY OCBITH 1 HAyKH pO3pOOMTH Kypc Menia-
IPaMOTHOCTI JJIs IIKOJISIPIB.

7) TlommpeHHs 3aKJIUKIB 10 parKalbHUX
T, TIporaraHja 130JSAII0HICTCBKUX Ta
aBTOHOMICTCHKHUX KOHIIEII[IHA
CHIBICHYBaHHsI perioHiB B YKpaiHi.

Bupimennss naHoi npobiemu mokianaerbes Ha CiyxOy
besnekn Ykpainu. OpranaMm MiclieBOro caMmOBpsITyBaHHS Ta
LEHTpaIbHIN BJIAJI1 HEOOX1IHO Ha MPUKJIIAax
JIEMOHCTPYBaTH TI€PEBard MiCIIEBOTO CAaMOBPSIYBaHHS SIK
Cy4acHOi YKpaiHChKOI MOJIeNl HapoAOBIAJI Ha MICIIEBOMY
piBHI.
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[Tponosxxenns tabnwuii 2.4

8) BingcyTtHicTh  KOMIUIEKCHOTO  iHCTpyMeHTY | CTBOpEHHS KOOPJIUHALIIIHOTO Oprany abo CHCTEMH
imenTudikaiii, a”aizy Ta HEWTpasizamii 3arpo3 | BHYTpIIIHBOI  KOMyHiKamii, ska O Hamana
iH(popMaIiiiHOT Oe3rnekn YKpaiHu. MOKJIMBICTh IIBUAKO HAJIATOJUTH B3a€EMOJII0 BCIX
BJIQHUX I1HCTUTYIIH, SKI 3aJIydeHi N0 MPOIeCy
dbopMyBaHHS Ta peaizaimii Jep:KaBHOI MOJITUKA
3abe3nedyeHHs iHGopMarlliitHol Oe3neku B YKpaiHi.
Po3poOky moaibHOT crucTeMr MOXKHA MOKJIACTH Ha
MinictepctBo 1udpoBoi Tpancopmarii Ta Ha
HepxaBHy  cimyxOy  cHemiaipbHOro  3B'S3KY,
CTBOPCHHS KOOPAMHAIIITHOTO oprany B
komrereHnii BepxoBHoi Pamm Vkpainu, ska
CTBOPHUTH 3aKOHOJ[aBUy OCHOBY JIJISI CTBOPCHHS Ta
(GyHKIIOHYBaHHSI TOIOHOTO OpraHy.

Jlxepeno: Po3pobiieHo aBTOpOM Ha OCHOBI 1aHuX [31]

He3Baxkaroum Ha Te, 10 Ha CHOTOAHI HAYKOBISIMH BUJUISETHCS BI CKJIAJOBUX
3a0e3neueHHs 1HQopMaIliiHoi Oe3NmeK — aKTUBHA 1 MacuBHA (PO3BUTOK 1 3aXHUCT), Y
nepeBaxHi OUIBIIOCTI, CUCTEMa MpaIlo€ Ha TPOTUIII0 3arpo3aM, TOOTO Ha MACHUBHY
ckianoBy. lIpore, anami3 mpaktuku kpaiH €C cBiIuuThH npo Te, 1o iH(opMaliitHa
Oesreka MoBMHHA OyTH MOOYyI0BaHA HA MOJIEJ CTPATET1YHOTO MUCIICHHS: BXKUTTS 3aXO0/I1B
JUISL 3aXUCTY LUJIeH, iX yTpuMaHHS U 3a0e3reueHHs OE3MEeKM Ha OCHOBI NPUHIIUIIIB
JIEMOKpaTii, paB JIIOIMHH, 3aXUIIEHOTO [HTepHeTY.

Pazom 3 TuMm, iHdopmaiiiiHa Oe3neka € HEBII'EMHUM HAMpsiMOM po30ya0BH
1H(popMaIITHOTO CYCMIBCTBA, PO3BUTOK SIKOTO MOBHHEH BIJIOYBATHCh HE TUIBKH Yepe3
HApOIIyBaHHSI TEXHOJOTIYHUX MOXJIMBOCTEH 1HQOpMaIiifHOTO OOMIiHY, ane i uepe3 Ii
rOOKe YCBIIOMJICHHST ycima cy0’ekTamu 1HGOpMAIitHUX BIJHOCHH. SIK HACHIOK, 10
npobsieM 1HQpOpMaIliiHOiI OE3MeKH Ha [bOMY €Talll MOYMHAIOTH JOJYy4YaTHCs MUTAHHS
iHdopmariiiHoi eTuku, 3a0e3MeyeHHsT MPUBATHOCTI B yMOBax 1H(opmaIiitHoro
CYCIJIbCTBA, 3aXKUCTY BiJl MAHIMYJISITUBHUX 1H(OpMAIIITHUX BIUIMBIB TOILO.

Jlep>kaBHa MOMITHKY 3a0e3nedeHHs 1HPpopMalliifHOi 0e3MeKH He € 171eaIbHOI0 Ta BCE
1€ 3HAXOJUTHLCS Ha €Tarli CTAaHOBJICHHS, B JICIKUX acleKTaX € JTOCUTh €()eKTUBHOIO, 1HOII
€ CYIepewIMBO0 a00 Hee(EeKTHBHOO, aJie IS TTOI0JIAHHS TaKOTO BaKKOTO €Taly B icTOpil
HaIoi Jep>kaBu HEOOX1THO BYMTHCS HA BIACHUX MOMUJIKAX Ta MPUUAMATU PIIICHHS, K1 O
JIOTIOMOTJIA HaM BIIOPATHCA 3 yciMa 3arpo3amu, 110 HaBHCAIOTh HaJ HaIIoi KpaiHOIO B

1H(opMariitHii CKIaJ0BI1H HAIlIOHAJILHOI O€3MEKH.
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BUCHOBKHA

3a pesynpraTaMu poOOTH MOXKHA 3pOOUTH HACTYITHI BUCHOBKHU:

1) BaxuBICTh Jep:KaBHOI MOMITHKH 3a0e3rmeueHHs 1H(GOpMaIiiHOT 0e3MeKH BajKKO
MEPEOIIHUTH, OCKUIBKH ii BIUIMB 3HAXOAUTh CBOE BiAOOpaXKEHHS K Ha MOOYTOBOMY, TaK 1
Ha 3arajJpHOJEPKaBHOMY piBHI. [Hpopmariiiny Oe3neky MO)KHA OXapaKTepU3yBaTH SIK
CKJIaJIOBY HAITIOHAJIBHOI O€3MEKH Ta 3aXMIIEHICTh Jep>kKaBHOI 1H(GOPMAIIHHOI MOJITHKA
BiJl 30BHIIIHIX Ta BHYTPIIIHIX BIUIMBIB. BypXjMBuil pOo3BUTOK MOMITUKH 1H(OpMAILIHHOT
Oes3reky B HalIli KpaiHi MOB’S3aHUM, MepIl 3a Bce, 3 TiOpuIHOI0 BiiiHOIWO Pociiicbkoi
@enepanii npotu Hamoi aepkaBu. lle CHOHyKano BHU3HAYUTH TEOPETHYHI AaCIEKTH
JIEp’KaBHOI MOJITUKH 3a0e3nedeHHs 1H(opMaliiiHoi Oe3MeKH, pO3rasSHYTH Pi3HI MO
BITYM3HSIHUX HAyKOBIIIB-TEOPETUKIB.

2) ByB nocmijpkeHuii JOCBin 3apyOiKHUX KpaiH, a came Cnonydenux IllTaris
Awmepuku Ta Kwutaiicekoi Hapomnoi PecmyOmiku. BpaxoByroun KOHTEKCT CY4YacHOCTI,
YKpalHChKY TOJITUKY 3a0e3nedyeHHs iHdopmalliiiHoi 0e3MeKn MOKHA OXapaKTepu3yBaTH
SK TIO€HAHHS aMEPUKAHCHKOTO Ta KUTAHCHKOTO MPUKIIAIIB, € MEPETHHAECTHCS MOJITHKA
3abe3nedeHHs: cB000 M 1H(opMaIlii, MOMMPEeHHs] Mepexi [HTepHeT, Iropani3My TyMOK Ta
BUKOPHUCTAHHS CaHALIMHOIO MEXaHI3MY.

3) [IpoBeneHuit aHami3 BITYM3HIHOTO 3aKOHOJIABYOTO 3a0e3neueHHs iHpOpMaIiiHOT
Oe3reky Ta MPaKTUYHI 3aXOAM JCP)KABHOI MOJITHUKUA IIOAO i1 peamizarii. YKpaiHChKe
3aKOHOAABCTBO B cepi iHhopMalliifHOi O€3MeKH € CErMEHTOBAaHUM, 0a30BUM MTPOTPAMHUM
nokymeHToM € JlokTpuHa 3abe3nedeHHs iHdopmariHoi Oesmeku. [o mkepen
JIECTPYKTUBHUX BIUIMBIB aKTUBHO BUKOPUCTOBYETHCS CAaHKLIMHUNA MeXaH13M, Hacamrepes
3a00pOHa POCIMCHKOrO KiHO Ta cepialiiB, 3a00pOHa POCIHCHKUX BEO-CAMTIB, COIIAIbHUX
MEpeX, a TakoXX OJIOKyBaHHS KaHaJiB, IO MOXYTb TPAaHCIIOBAaTH Marepiaiu, IO
NOPYIIYIOTh BITUM3HSHE 3aKOHOAABCTBO. Tak, MOKIIMBO MOIOHI 3aX01 B IKOMYCh CEHCI
NOPYIIYIOTh CBOOOY CJIOBa, aye i He MOXKHA 3JIOBXKHMBATH, OCOOJIMBO KOJH BiJl I[HOTO
3aJIeKUTh CYBEPEHITET Ta HE3aleKHICTh KpaiHu. JlepkaBa 3acTocye HasiBHUH
MaTepialbHO-TEXHIYHUM 1HCTPYMEHTAapid [JIs HaJaHHSA YKPAaiHCHbKMM TIpOMajsHaM, IO

npoxuBaioTe B OP/IJIO Ta oxynoBaniii APK, MoxnuBocTi oTpumyBaTu iHbopMario 3
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YKpaiHChKUX Kepen. s mporo OyayroThCs BEXi Telle3B’S3Ky B HACENEHUX IYHKTax
MIOPST 3 JIIHIEI0 PO3MEKYBaHHS.

4) Bynu 3amponoOHOBaHI KOHKPETHI 3aXOAM MO0 HEWTpamizallii iCHYIOYHX 3arpo3
iHdopmaliiiHoi Oe3neku YKpaiHM, a TakoX HaJaHl MPaKTUYHI PEKOMEHJalii To
BJIOCKOHAJICHHIO HOPMATHUBHO-TIPABOBOTO 3a0e3MeueHHs] Ta MPOBEACHHIO 3aXOJIB OO0
peaizalii qepkKaBHOI MOJITUKH 1HOOPMAIIIITHOT OE3MEeKH.

YkpaiHChbKa TOJITHKAa B JOCTKYBAaHOMY HAmpsiMi HE € 17€aJbHOI0 Ta BCE WIE
3HaXOAUTHCS Ha €Talll CTAHOBJICHHS, B JIEAKUX aCIEKTaxX € JOCUTHh €(EKTUBHOIO, 1HOMI €
CylepeunBoo ado Hee(eKTUBHOIO, alie /sl MOAOJIaHHs TaKOT'0 Ba)KKOTro eTamy B 1CTOpil
HalIoi Jep>KaBU HEOOX1HO BUMTHUCS Ha BJIACHUX MOMMIIKAX Ta MPUUMATH PIIIEHHS, K1 O
JIOTIOMOTJIA HaM BIIOpPATHUCS 3 yciMa 3arpo3aMu, II0 HABUCAIOTh HaJl HaIIOi KpPaiHOIO B

1H(dOopMaIIHIN CKIIaOBIN HAIlIOHAIBHOI Oe3neku. BpemTi pemr, 3a HaMu npaBjaa.
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JIOJIATKU

Homatox A

Cy06’exTH iHGOpMAIIITHUX BIAHOCHUH

®di3u4H1 0ocodu :
KOpuanani ocodu

OG’enHaHHs rpOMaisiH Cy0’eKTH BIIaTHUX
[IOBHOBAXEHD

Puc. A.1 Cy0'extn iHpOpMaIiitHUX BITHOCUH

JIxepeno: Po3po06iieHo aBTOPOM Ha OCHOBI TaHUX [3]
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3axo/u 11010 3aro0iraHHs AeCTPYKTUBHUX 1H(OpMaLIiHO-
TICUXOJIOTIYHUX BIUIMBIB 3 00Ky Pociticekoi denepariii Ha
YKpaiHChKE CYCH1IbCTBO

BuiryueHHs 1HO3eMHHX
nporpam 3 I[lepemniky
1HO3EMHHUX IIPOrpam,

3MICT SIKUX BIJIOBIIA€E

BUMOTraM CBpOIEUCHKOI

KOHBEHIIIi PO
TPaHCKOPJIOHHE
TeneOadyeHHs 1
3aKOHOJABCTBA Y KpaiHU

3anpoBaKEHHS CAaHKIIIH
o010 (pI3UYHUX Ta
IOpUJIMYHUX 0C10, 110
CTBOPIOIOTH 3arpo3y
iHopMariitHil 6e3merrl
Ykpainu

BinknvkaHHs qep:KaBHOI
JI1eH31i Ha MOLIUPEHHS
Ta MOKa3 (PUIbMIB Ta
cepiajiB 3a HassBHOCTI
BIIIIOBITHUX M1/CTaB

Puc. b.1 3axoau 110710 3an001iraHHs JECTPYKTUBHUX 1HPOPMAIIITHO-IICUXOIOTTYHUX
BILTUBIB 3 00Ky Pociiicbkoi deneparrii Ha yKpaiHChKE CYCITITLCTBO

JIxepeno: Po3po0iieHo aBTopoM Ha OCHOBI 1aHuX [41-46]



KuiBchKuil HalllOHATIBHIHN TOPrOBEIHHO-EKOHOMIUYHUA YHIBEPCUTET
Kadenpa myOmiaHOro ynpasiiHHs Ta aAMIHICTPYBaHHS

PE®EPAT

BUITYCKHOI KBAJII®IKAIIIMHOI POBOTU

Ha TEMY:

JTEPKABHA TTOJIITUKA 3ABE3NNEYEHHS THOOPMAIIHHOI
BE3IEKHU B YKPAIHI

Crynenta 4 kypcy, 12 rpynu,
cnerianbHOCTI 074 «ITyOmiune
YIPAaBIIIHHS Ta aIMIHICTPYBaHHSD»
cneranizamii «[lyomiune
YIPAaBIIIHHS Ta aIMIHICTPYBaHHSD»

HaykoBuii kepiBHUK
JIOKTOpP €KOHOMIYHUX HAYK,
JOLEHT

["apaHT OCBITHBOI TTpOrpamMu
KaHJIUJAT EKOHOMIYHHUX HayK,
JOLEHT

(mianuc cryaeHTa)

(mianuc KepiBHUKA)

(miamuc rapaHTa)

Kwuis 2020

[HIunos
Maxkcum

AHIpIHOBUY

JlagoHbBKO
JIrogmuina
CremnadiBHA

T'onoBHA
IOmisa
IropiBHa



Bunyckna xkBamidikamiiiHa poOoTa CKJIAJaeTbcsi 31 BCTYMy, JOBOX PO3JILTIB,
BHCHOBKIB, CIIUCKY BUKOpHCTaHUX Jpkepen (50 HaiimMeHyBaHb), IBOX JA0aaTKiB. OCHOBHUMN
3MiCcT poboTH BukiageHo Ha 40 cTopiHKax KOMIT'IOTEpHOro TekcTy. Pobora mictuth 4
PUCYHKH, 6 TaOIUIIb.

Metoro po0GOTH € JOCIIKEHHI TEOPETHYHHX 1 MPaKTHUYHMUX 3acaj Ta po3pooOIl
NPaKTUYHUX PEKOMEHJAI 100 BIOCKOHAJICHHS JEp:KaBHOI TMOMITHKU Yy cdepi
iHpopMalliiiHO1 Oe3neku B YKpaiHi.

JlocsirHeHHsI MeTH poOOTH Tiepe10avyaio BUPIIICHHS HACTYITHUX 3aB/IaHb:

1) BU3HAUUTH TEOPETUYHI ACHEKTH JIEPKABHOI TMOJNITUKU 3a0€3MeUEHHS
1H(popMaiiiHOT Oe3neKH;

2) JOCHIAWTH JOCBIJI 1HO3EMHHUX JIepXKaB Ioj0 3a0e3nedeHHs iH(opMariitHol
Oe3IICKH;

3) mpoBecTH aHaji3 BITUYM3HSHOTO 3aKOHOAABYOrO 3a0e3MedeHHs 1H(POpMaliiHOi
Oe3MeKy Ta MPaKTUIHUX 3aX0/11B AePKaBHOT MOITHUKH 100 11 peari3aliii;

4) BU3HAYUTH ICHYIOUYI 3arpo3u iH(popmaiiiiHoi Oe3nexkn YKpaiHW Ta MpPAKTUYHI
peKoMeHaIi Moo iX YCYHEHHS.

OO0’eKTOM JOCHIIXKEHHSI € TpOoLiec peaiizaiii JAep>KaBHOrO YIMpaBliHHA Yy cdepi
3a0e3nedeHHs 1HMopMaIiiiHol Oe3nekn YKpaiHu, MisIbHICTh OPTraHiB JIEpKaBHOI BIaJH
1010 3a0e3neueHHs 1HGopMaIiiHo1 Oe3MeKH.

[IpenMeToM AOCHIKEHHSI € TEOPETUKO-METOJOJOTIUHI MIAXOAU Ta MPaKTUYHUN
IHCTpYMEHTapid 3[1ACHEHHS JEep>KaBHOI MOMITUKA y cdepl iHpopMaliitHoi Oe3neku B
VYkpaiHi.

JI71s1 TEOPETUYHOTO OCMUCIIEHHS PI3HUX aCHEKTIB IPOOIEeMH 3aCTOCOBYIOThCS aHai3
1 cuHTe3 (MOXIIMBOCTI ajanTaiii CBITOBUX 3pa3kiB B VYKpaiHl 13 opraizarii
iH(popmaliiiHOT Oe3neKu AepKaBU Ta il 3a0e3MeUeHHs, NOCHIPKEHHSI CTaHy BITYM3HSHOT
TEOPETUKO-METOAO0NOTIuHOT  0a3u  iHdopmariiiHoi  Oe3mekw), aOCTparyBaHHS ¢
y3arajbHEeHHs1  (BU3HAUEHHS  LUIAXIB  yJOCKOHAJIEHHS  OpraHi3aliiiHO-IIPaBOBOIO
3a0e3nedeHHs] JIepKaBHOI TMOMITHKKM Yy cdepl 1HpopMauiiiHoi Oe3neku YKpaiHu,
MOPIBHSHHA W YTOYHEHHS HOBITHIX (DYHKI[IOHQJIIB CHCTEMH [I€P>KaBHOTO YIIPaBIIHHS

HEI0), NeAYKIliS Ta IHIYKIA (po3Kiaan 00’ €KTy JOCIIKEHHs] Ha CKJIaJ0B1 Ta OIlIHKA HOTo



cTaHy) Ta rpadiunuii MeToa (BUKOPUCTAHHS CXEM Ta TaOJIHUIh).

Y meprioMy po3miii MpeACTaBiICHA TEOPETHYHA Ta HOPMATHBHO-TIPaBOBAa OCHOBA
Jep>kKaBHOI TOJITHKUA 3a0e3nedeHHs 1HQopmariiiiHoi Oe3reku B YKpaiHi. PosrisHyTi
HasBHI MexaHI3MH 3abe3nedeHHs iH(opmariiHoi Oe3meku. JlocmimpkeHnid ITOCBix
3apyOiKHMX KpaiH, a came Cnomyuenux IlrariB Amepuxku ta Kwutaiicekoi Hapoanoi
PecnyOmikwu.

Y apyroMy po3auTi 3MIMCHIOETHCS aHAMI3 peamisarlii Jep)KaBHOI TMOJITHKH
iHpopMmariiiinoi Oe3nekr B YKpaiHli Ta BHUKIAQJCHO MPAKTHYHI PEKOMEHJallli II0J10
YCYHEHHS ICHYIOUHX 3arpo3 Ta BJOCKOHaJICHHs iH(opMaliiitHoi Oe3reku B YKpaiHi.

OpepxaHi  pe3yJabTaTH MOXYTh OyTH BHKOPUCTaHI MpU  YAOCKOHAJIEHHI
HOPMATHUBHO-TIPAaBOBOT OCHOBU JICP’KABHOI TMOJITHKK 3a0e3neueHHs 1H(QopMaiiiHol
0e3reku B YKpaiHl Ta IPAKTUYHUX 3aXOM1B MO0 i1 3a0€3MeUEHHS.

AnoTars

VY BumyckHiii KkBamidikaimiiiHii poOOTI BHUCBITIEHI TEOPETHYHI AaCMEeKTH Ta
HOPMAaTHUBHO-TIPaBOBa OCHOBa 1H(OpMaIlIiHOI Oe3neku B YKpaiHi, 3aKOPAOHHUHN JOCBIJ
iHdopmarliiiiHoi Oe3rek B MPOBITHUX KpaiHax CBITY, MpOaHANI30BaHa peai3allis
iHpopmaiiiiHoi Oe3nekn B YKpaiHl Ta ICHYIOYl 3arpo3d, BHKJIQJAEHO MpaKTUYHI
pPEKOMEH/IAITIi 11010 BIOCKOHAJICHHS! HOPMAaTHUBHO-TIPAaBOBOI 0a3u iH(dopMaIliitHoi 6e3meKu
B YKpaiHi Ta HeUTpai3allli ICHyl0OUuX 3arpos.

KirouoBi cnoBa: iH(popmaiiiiHa Oe3neka, Hal[loHaJbHAa Oe3neka, 1HdopmarlliiiHa
MOJTITUKA, HAITIOHAIBHI 1HTepecH, 1H(pOopMaIlis.

Annotation

The graduation work covers theoretical aspects and the legal and regulatory basis of
information security in Ukraine, the foreign experience of information security in the
leading world countries, analyzes the implementation of information security in Ukraine
and actual threats, provides practical recommendations for the improvement of the legal
and regulatory basis of information security in Ukraine and neutralization of actual threats.

Keywords: information security, national security, information policy, national

interests, information.
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3asgBa

A, [[MumoB ~ Makcum  AHIPIHOBUY (ITIB), moBimomIIsIO,

10 3a pe3yJibTaTaMH MPOBEJEHHS CAMOCTIHHOI MEepeBIpKU 3 BUKOPUCTAHHSIM IPOrpaMHO-
TEXHIYHUX 3ac001B y Ha/JaHii BUMYCKHIN KkBami(ikaiiiHii poboTi Ha Temy: «Jlep>kaBHa

noJiiThKa 3a0e3neueHds 1HdbopMaiiiiHol O0e3nekn B YKpaiHi) HE MICTUTHCSI €JIEMEHTIB

aKaJeMI4HOro IuiariaTy. Y BUMaJKaX BUKOPUCTAHHA MPSIMHUX 3al103UYEHb 3 IPYKOBAHUX Ta
€JIEKTPOHHUX JHKEpel, BKa3aH1 BIAMOBIAHI TOCUIaHHS.
Pobota mis mepeBipku HAA€TbCAd y APYKOBAHOMY Ta EJIEKTPOHHOMY BapiaHTax.

EnexTponna Bepcist MO€i poOOTH 1IEHTUYHA 3 JPYKOBAHOIO.

«1» uepBHsa 2020 poky (mianwuc)
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BCTY B cydyacHoMy cBiTi 3a6ezneueHHs iHopMaLAHOT Be3nekn € 0AHIEKD 3 KNIOUOBMX CKNSA0BUX NOAITAKK
KOXHOT KPaTHW ABa4USATE NEPLICTO CTONITTA. TaKoXK BOHO M3E BNANE HA XUTTA KOXHOTO OKPEMHOTO IHAWBIAa.
IHopmauiiiHa Beaneka Mae TICHWA 38'30K 3 NOAITVKO, L0 AEPXaEa NPOBOANTL B IHOOPMaLIAHIA cdepl.
Brnnue HEEd)eKTMBHD'\- 3abe3neyeHHn iHGopMaUiliHOT Be3nekn 3HaxoANTL CBOE BifODPKEHHRA B UTTI
KOXHOT 0coBK, CycninkCTEa 3aranom Ta kpaiHy, Came 3apas Halla AepiKaBa SHaX0AMTLCA Ha LUNAXY
CTaHoBNEHHA IHGOPMALIAHOTO CycninbcTBa. IHGopMaUiiHa He3anexXHICTe nuwe GopMyEeTbCA. IHbopMaLiiHa
ranyse € OAHIEK I3 CKNAA0BUX HALIIOHANEHUX IHTEPeCiE CyYaCHWX AEPXKaB, 3, OTHE, BapTO 3BEPTATH Ha Hel
ocobansy ysary. Camy Tomy po3pobKa JaHOro NpoeKTy € akTyanbHoH. B HALLoMY CyCninbCTal KoxeH
rPOMEAAHIH NOBWHEH MAT MOX/IMEICTE CTEOPKIBATH Ta HAKOMWUYBATN 3HaHHA Ta IHGOPMALLIK, POSKPHTI
BNACHWIA NOTeHLian, CTBOPHIBATA NOINTMBHI TeHAEHUi NOKPALLEHHS PIBHA XMTTA AK H3 OCODMCTOMY, TaK i
KONEKTUEHOMY piBHI [1]. IcHyaTe A8l ocoGnarBocT, WO ¢opMykaTs cneundiky AepxaEHoro 3abe3neyeHHA
iHpopmMaLifHol 6e3neky B YKpaTHW Ha CbOroAHI. MepLIokD 3 HUX € EBPOIHTerpaLliiHKiA BeKTOp PO3BUTKY HaLWCT
KpalHW 3 NoAansWnM GaxaHHAM BCTYNMTW A0 Esponeiicekoro Coksy Ta HATO. B Hal Yac ICHYOTE 30BHIWHI Ta
EHYTPRIWHI IHGopMaLFHI T2 NoAiTMYHI NpobneMy, CaMe ToMY EaXIMEUM & Te, Wod IHbopMaLiiiHa Gezneka
Hawol kpalHK Gyna NOBHOUIHHOW Ta Gyna 30CepexeHa Ha BCix HeoOXIAHWX HaNPAMKAEX, Mana NporpecreHuin
xapakTep, To6To Bianoeigana npobnemam cydacHoro Ceity i Gyna aanekornAgHow. Apyrow ocobnueicTo
zabezneyeHHA IHPOPMALINHOT Ge3neku B YKPaIHI € iICHYBaHHA aHTUYKPaTHCLKOTO BIWEY 30BHILUHLOMO T3
EHYTPIWHEOMO XapakTepy. BiH NONAras B NponaryeaHHi BOPOXHEY] Ha HaLioHaneHOMY pisHi, iaei cenapaTtuzmy,
HEHABUCTI, HaCWNLCTES. BIH CNPAMOBAHWIA Ha 33BA3HHA WKOAW Ta 3pYAHYBaHHI YKPaIHCEKOT IAGHTUYHOCTI,
KOHCTMTYLIAHOMY YCTPOK YKPaTHW, 8 TaKox TepuTopiankHil uinicHocTi. CaMe ToMy HeoBxigHe icHYBaHHSA TakoT
ARPXSSHOT NOAITUKK B U0MY HaNPAMKY, Aka 6 A03B0MMNE 3aXMCTHTIN HALL CYBEPEHITET Ta HE3aNexHICTL. MeTa
poBoTI NONATAE B AOCAILKEHHI TEOPETNUHWX | NPAKTUYHIX 33Ca4 Ta po3pobul NPakTUUHNX pekoMeHAaLIR
u.Lo,u_ LePXEBHOT ﬂDﬂiTIﬂKH- iHpopmauiiHoi 6eznekn B YkpaiHi. locATHeHHA MeTH
poBoTi nepeabauas BUPILLEHHA HACTYMHWX 33BA3HB! 1) BU3HAUNTH TEOPETHUUHI 3CNEKTU ,u.ep»caBHo'l-
3abesneveHHn inpopmaliiHoT Besneku; 2) AcchignTi A0CBIL iHO3eMHUX Aepxas W Ao 3abeaneyernn
iHbopMaLiAHol Ge2nekK; 3) NPOEECTU 3HaNIZ BITUMSHAHOMD 23KOH0A3EYOTO 2a0e3neusHHA iHGopMaUIfHoT
Be3nekn Ta NPaKTUYHIX 33X0/IE AePXaBHOI NOAITMKW WGAC ii peanizayii; 4) BM3Ha4YMTK iCHyHOUi 3arpo3n

iHpopMaLifHoT 6eznexy YKPETHW T3 NPaKTUUHI PEKOMEHAALIT LLOAO TX YCYHEHHR. OF'EKTOM AOCNILKEHHA &
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