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BCTYII

CprOroaHi nponecu Po3noOBCIOKEHHS IHPOPMALT Oyab-a1K0i KpaiHu CBITY Mae
HEaOusKui BIUIMB HA YCI Cepu ii kuttsa CycminbCTBa. Came TOMy 3a0€3medYeHHs
IHhOpMaIiiftHOT Oe3nekn — OJHE 3 HAHAKTyaIbHINIMX 3aBJaHb JEPKABH, TOMY IO
TIIBKK 30amancoBana mosituka IHGOpMarniiftHOi Oe3meku npu3Bene A0 CTaldlabHOT
cutyanii B 1epxaei Ta 0;1aronoayqus il HACEIeHHS.

Ha Vkpainy 3aiicHIOETbCS TOTYXKHUN 1HGOPMALIMHUI BIUIMB HUIIXOM
MOIIMPEHHS HEMOBHOI abo ymepemkeHoi iHdopmaiii. Ile 3ymoBneHo, Hacamriepen,
NpParHeHHSM KEPIBHUIITBA IHO3EMHHX JICP’KaB BIUTMBATH Ha 30BHILIHIO Ta BHYTPIIIHIO
noJiituky Ykpainu. ChOrOJIHI aKTyaJbHUM 3aBAaHHAM s YKpaiHU € MOHITOPHHT
3arpo3 iHQopmamidHii Oe3merni ans  peamizanii  iHQOpMAaIIWHOT  MOJITHKH,
CIIPSIMOBAHO1 Ha 3a0e3MeUYeHHS HalllOHAJIbHUX 1HTEPECiB.

AKTYaJIbHICTh KOHTEHT-MOHITOPUHTY 1H()OPMAILIMHOTO MPOCTOPY 3 METOIO
BUSIBJICHHST O3HAaK 1H(OPMAIIHO-TICUXOJIOTTYHUX oOmepaiii s 3abe3reueHHs
iHbopMaliitHoT Oe3neku YKpaiHW y BoeHHIM cdepi o0O0ymoBiIeHA HOBUMU
ICONOJIITUYHUMHM  BHKJIUKAMHU, 110 HaOylIum OcCOOJMBOi TOCTPOTH B yMOBax
iHbopMaIliitHOT BiifHM Ta BINCHKOBUX KOH(IIIKTIB HA CXO1 YKpaiHu.

[HbopmariiHUil MPOCTIPp € OIHIEI 3 OCHOBHUX Kareropiil iHdopmaliiHoi
Oesnekn. HarionaneHuii  iHGOpMamiitHuil  mpocTip  ABIsie  co0oi0  cdepy
iHbopMarIliitHux OOMIHIB IIOJ0 CTBOPEHHS HOBOi iH(opMamii, i1 3axucTy Ta
BUKOpHCTaHHA. Po30ymoBa BiacHOTro 1HGOPMAIIMHOTO TIPOCTOPY € OJIHIEID 3
MEepPeIyMOB  COIIAIbHO-€KOHOMIYHOTO, TOJITHYHOTO W KYyJbTYPHOTO PO3BUTKY
JIep>KaBH.

MeTo10 po00TH € TOCTIIKEHHSI CTaHy 3aXUIIEHOCTI 1H(MOpMAIliiHOT Oe3MmeKu
Ta aHaji3 HAasABHUX 3arpo3 HaIllOHAJTBLHUM IHTEpecaM JaepkaBu B iH(GOpMAIIHHIN
coepi.

[TocTaBnena MeTa 3yMOBHIIa HEOOX1IHICTh BUPIIICHHS TAKUX 3aBJ/1aHb:

— PO3KPHUTH TEOPETHUYHI MOT0KEHHS 1H(QOpMaIliftHOT Oe3MeKH;



— BU3HAYUTH 3arpo3u iHpopmaliitHiil 6e3neni Ykpainu;

— pO3KPUTH CBOEPIAHICTH Peanizanii HUHIMIHBOT TONITHKH IHPOPMAIIHHOT
Oe3IIeKH;

— JOCHITUTH MEXaHI3MU JePKaBHOrO pearyBaHHs HA CydaCHI 3arpo3u
IHdopmariitHii 6esrmerl;

— BHCYHYTH TPONO3uilli juis mOkpameHHs e(QeKTUBHOCTI (GyHKIIOHYBAHHS
PI3HUX Chep aisabHOCTI AepxaBu 1 3a0e3nedeHHs IHGOPMALIHOT Oe3neku

Ykpainu.

O0’exkTOM JOCTITAKEHHSI € TPOIEC MPOBEACHHS MOHITOPUHTY Ta OIHKHU
3arpo3 iHpopMariiHoi Oe3neKH.

IMpeameTom goCTiAKEeHHSI € TCOPETUYHI Ta NMPUKJIATHI OCHOBH 3a0e3TCUCHHS
iHpopmarliitHoi Oe3neku 3a Marepianamu CioyxOu 6e3nexku YKpaiHu.

Jlist BUpIIIEHHS] BU3HAYEHUX 3aBJAaHb, Y MPOIECT JOCIIIKEHHS BUKOPUCTAHO
3arajlbHOHAayKOBI Ta CIeliaibHI METO/IH.

Y HaykOBUX MpamsgX 3 NUTaHb IHGOPMALIAHOT O€3MmeKkr Ta 3a0€3MeYeHHs
KioepueTnyHOi Oe3mexku TtakuX ¢axismis, sk A.badenko [2], B.Bypsuox [4],
B.I'apnoscekuii  [6], O.Kopouancekuii [18], J.Jdyoos [13], B.Kopmuu [17],
B.Jlinkaun [24], B.Ilum6amok [49], A.Mapymaxk [27], B.Ilerpuk [29], I".I'ymak [10],
[.Bamomiko [5] Ta IHmuX HAykOBLIB, AOCIHIMKEHHSA IH(GOPMAMIKAHOTI Oe3mexu
3MIHCHIOBAIOCS B KOHTEKCTI HEBIJX €MHOT 4aCTHHH HALIOHAIBHOT OE3MEKu KPaTHH.
Tomy B paniii poGori BI3BMEMO COOI 33 METy BHOKPEMHTH Came€ 3arpo3u
IH(hOpMaIiitHOT 03K TEPKABH.

3 MeTOw peanizallii NOCTaBJIECHUX 3aB/IaHb BUKOPUCTAHO 3arajbHOHAYKOBI Ta
CHeIiabHI METOIU JOCTIIHKCHHS: HAYKOBOI aOCTpaKilii — JUIsi pO3KPUTTS CYTHOCTI
iHbopmartiitHoi Oe3meku (po3aunr 1), BUBUEHHsA 3arpo3 Oe3meku iHGopmarii Ta
MEXaHI3M JIepKaBHOTO pearyBaHHs (T.11. 2.1-2.2); KUTBKICHOTO Ta SKICHOTO aHATi3y —
1 pOpMyBaHHSI YJOCKOHAJIEHHsI HampsiMiB poOotu Cnyx0Ou Oe3neku YKpaiHu B
pisHuX cdepax s 3ade3nedeHHs iHGopmariitHoi O0e3nekn Ykpaiau (m.im. 2.3.-3.2)

TOIIO.



[npopmariiiHOO 0a3010 JOCHIIHKEHHS CTaiu: 3akoHW YkKpainu, [loctaHoBHM
Kabinery MinicTpiB, onepaTuBHa iHGOpMAILlisl MIHICTEPCTB Ta BIJOMCTB, EPIOJHYHI
BUJIAHHS, Mpall BITYU3HSIHUX 1 3apYODKHUX HAYKOBI[IB 3 MPOOJIEMH JOCTIIKEHHS, a
TakoX 1HpopMalliitHi pecypcu iHpopMaliitHoT Mepexi Internet.

Bunyckna kBamigikaiiiina po0OoTa ckiagaeTbcs 31 BCTymy, 3-X pO3ILUIIB,
BUCHOBKIB 1 MPOIO3HUIIIH, CIUCKY BUKOpPUCTaHUX jkepen. OCHOBHUN TEKCT poOOTH
CTaHOBHUTH 68 cTopiHOK, B T.4. 1 Tabmuus, 10 pucynkiB. CnMcOK BHUKOPHCTaHHUX
mxepen MicTuTh 50 HaliMeHyBaHb, BUKJIaJIEHE HA 6 CTOpIHKaX.

PesynpraTtu nocaimxenns onyOnikoBaHo: ['aBpumok f1. Teoperuuni 3acaau
MOHITOPHUHTY 3arpo3 iHdopMariiiiHoi 6e3neku Ykpainu / 5. T'aBpuimtok // [lyOniune
YIpaBIliHHS Ta aJMIHICTpPYBaHHS B yMOBaxX CYCHUIBHMX TpaHchopmariii : 30. Hayk.
ct. ctya. Biam. pena. H.JI. Hosikora. — K.: KuiB. Hail. Topr.-exoH. yu-1, 2020. — 251 c.,
C. 18-27.



Po3zain 1. TEOPETUYHI 3ACAJIM MOHITOPHUHTY 3ATPO3
IHOOPMAIIIMHOI BE3IIEKN YKPATHA

BaxxnuBy posibs B PO3pPi3i HANIOHATLHOT O€3MeKu Cy4aCHOI YkpaiHnu Bimirpae
IHpopmaniitna Oe3neka, a yCl muTaHHA wOAO0 ii 3a0€3MEYEHHS € OJHUMHU 3
HAakTyanbHImMX. Amke 30epexeHHs MITICHOCTI Ta CyBEPEHITETY Ui HE3AIEKHOT
Ykpainu B ymOBaX POCIHCHKO-yKPATHCHKOTO KOH(QIIKTY € OJHUM I3 TOJOBHHUX
PIOPUTETIB.

BianosiaHO 10 3aKkOHOmABCTBA YKPaiHu, iHdOpMaris — 11e 0yap-sKi BiIOMOCTI
Ta/ad0 naHi, siki MOXyTh OyTH 30€pexkeHi Ha MarepiaTbHUX HOCIIX a00 BimOOpPaKeHi
B EJIEKTPOHHOMY BuTsial [36].

['0710BHUM OpPraHOM y CHUCTEMI IEHTPAIbHMX OPraHiB BHKOHABYOi BIAaU Y
cdepi 3a0e3neyenHs iHGOPMANIAHOIO CyBepeHiTeTy Ykpainu, 30KPeEMa, 3 MHUTaHb
HOIIUPEHHS CYCHIbHO BaKauBOI indopmanii B Ykpaini ta 3a 11 Mexamu, a TaKOX
3a0e3neuyeHdss  (GyHKIIOHYBAHHS  JEPKaBHUX  IHGOPMamiiHKMX  Pecypcie €
MinicTepcTBO iHpOpPMaIiiHOT momiTuku Ykpainu (puc. 1.1).

3rigH0 3 3aKOHOAABCTBOM YKPaiHu HOHATTA «iHdOpMmamiiHa Oes3mexa» mae
HACTynHe (QOPMYJIIOBAHHS: «CTaH 3aXUIIEHOCTI JKUTTEBO BAXKIMBHX IHTEPECIB
JIOAWHHM | TPOMAISIHMHA, CyCITIILCTBA | I€PIKABH, ITPH SKOMY 3ar100IraeThCst 3aBAAHHS
KO 4YepPe3 HEMOBHOTY, HECBO€YACHICTH | HEZOCTOBIPHICTh MOIIMPIOBAHOT
IHopmanii, mopymeHHs miTiCHOCTI Ta JOCTYMHOCTI IHGOPMAaIlii, HECAHKI[IOHOBAHUI
00ir indopmamii 3 O0OME)EeHWM JOCTYynOM, @ TakOX 4YepPe3 HEraTHBHHM
IHQOPMALIHHO-TICUXOIOTIYHUH BIUIMB TA YMHUCHE CHPUYMHEHHS HEraTUBHHUX

HACTIIKIB 3aCTOCYBAHHS IHPOPMAIHHUX TEXHOIOT#1» [41].



CMPUAHHA NOLUXPEHHIO CYCMINIBHO BAMMBOI

IHOOPMALIIT B YKPAIHI TA 3A Tl MEXXAMM

3ABE3MEYEHHA OYHKLIOHYBAHHA AEPHABHUX
IHOOPMAL|IMHWX PECYPCIB

IHOOPMALIMHWA
CYBEPEHITET
YKPAIHU

3ABE3MEYEHHA 3MIACHEHHA PEOOPM 3MI
LL{0/10 MOLLUMPEHHA CYCTIIBHO BAMIIMBOI IHOOPMALLII

CnpuaHHA JOTPUMAaHHIO
B YKpaiHi cBoboam cnoBa

IHpopMaLiiHa noniTUKa
Ta IHpopMaLinHa
be3nexa gepaeu

* 33X0QM LOAO0 NO3KLIOKYBAHHA
YKpaitu B CBITi, BKNIOYa04M NIOTPUMKY
LiANBHOCTI JepHaBHUX
Tenepa,qtoopramsaum B 4YaCTWHI
3aKOPLOHHOr0 MOBMNEHHA

* NATPUMHA BUPOBHULITBA BITUUIHAHOI
ayaioBizyansHoI NpoayKkuii Ta
NoNyNApU3aLiA i 3a KopAoHOM

* 3aXMUCT IHHOpPMaLIiHOr0 MPOCTORY
YHpaiHu B 30BHILLHLOIO
iHdopMaLiiiHoro BnAMBy

* 3aXMCT Npas rpoMagdAH Ha BiNbHKUIA
36ip, 36epiraHHA, BUKOPUCTaHHA i
NOLKMPEHHA iHpopMaLlil Ha BCiK
TEpUTOPII KpalHK

* CNIpUAHHA HesanexHocT 3MI,
3aXWUCTY NPaB MypHANICTIB Ta
CMOMUBAYIB iHDOpMALLIAHOT NpoaYKUIT

3aKoHoAaBui IHILaTHBM Po3BuUTOK AepHaBHUX
KOMYHIKaLii, BHMIOYHO
3 gepaBHumu 3MI,

KoOpaWHaUiA

* MPOEKT 3aKOHIB

* BMCHOEKM | Mpono3iLii 4o NpoeHTiE
38KOHIB, AKI NOAAITECA Ha PO3rNAL
iHWKHMK cyb’ekTaMK Npasa

= 3ayBaeHHA | NponosnLi 4o
NPUHAHATHX 33HOHIB, LU0 HAQIMLWIK Ha
nignuc MpezuperTori YrpaiHu;
*HOpMaTMBHO-NPaBOBE PeryioBaHHa Y
cdepi 3abesneyeHHA iHgopmMauiiHoro
cyBepeHiTeTy YKpaiku

* MeTOM4Ha Ta NPaKTV4Ha JonoMara
npec-cnybam

= METOAKMYHE ACNOMOra AEPHEBHUM Ta
KoMyHansHuM 3MI

= pospobHa Ta BNpoBagHeHHA
HaB4aneHWX HypciB 3 iHgopMalinHol
ﬂDﬂiTHHH i HaBYaneHO-MeTOQMUHOrO
2abezneueHHA GNA HABYANEHIMY
3aKnapis ycix pisHiB aKpeauTalii

= Y4acTb Y NiOroToBLI NNaHIB | nporpam
HaBJaHHA daxisuis y chepi
iHBopMaLAHOI NOAITUKK

+ HaBYaHHA AepWaBHUX ClymboBUIB 3
MWTaHL KOMYHIKALLIA

Puc. 1.1 Iosoxkenns npo MiHicTepcTBO iHpopManiiiHOI MOJXITHKH Y KpaiHn

Mxepeno: [37]

[TpoananizyeMo CyTHICTh iHGOPMAIIIMHOT OE3MEKH 3 PIZHUX JHKEpe.

[apopmariitna Oesmeka YkpaiHu

IIe CYKYIHICTh [[I€BHX 3aXOJiB



BIIOBHOB)KEHUX JI€p)KaBHUX OpraHiB y iH(popmauiiHiid cdepl, COpsMOBaHUX Ha
3aXHCT HAIllIOHATBHOI Oe3meku Ta 000poHu Ykpainu [15].

[npopmarniiina Oe3neka — mpeacTaBisie coOOI0 CTaH 3aXUIIEHOCTI MOTped B
iH(pOopMallii 0COOUCTOCTI, CYCHUIbCTBA 1 JE€PXkKaBU, TIPU SKOMY 3a0€3MeUy€eThCsl IXHE
ICHYBaHHSl 1 MPOTPECUBHUN PO3BUTOK HE3QJIEKHO BiJl HAsBHOCTI BHYTPIIHIX 1
30BHIIIHIX iH(QOpMaIiitHuX 3arpos [45].

[ndopmarriiina 6e3neka — 11e CTaH 3aXUIIEHOCTI 1H(HOPMAIIITHOTO CepeOBUIIA
CYCITBCTBA, SIKHH 3a0e3neuye Woro ¢GopMyBaHHs, BUKOPUCTAHHS 1 PO3BUTOK B
IHTepecax rpoMaJisiH, opraHisaiii, nqepxasu [S0].

[ndopmarritina Oe3neka — Oe3neka o0’ekra Bij 1HPoOpMaIiiHUX 3arpo3 abo
HEraTUBHMX BIUIMBIB, TOB’SI3aHUX 3 1H(OpPMAIEI0 Ta HEPO3TOJOMICHHS JaHUX IIPO
TOM 4YM HIIUH 00’ €KT, 110 € JAeprKaBHOK TaeMHHMIEHO [21].

[ndpopmariitna Ge3neka — 1€ 3aXUIIEHICTh BCTAHOBJICHUX 3aKOHOM IpaBuUII, 3a
SKUMH BiOyBarOThCsA 1H(OpMAaIiiiHI mpolieck B Jep)KaBi, MO0 3a0€3MeUyoTh
rapantoBaHi KOHCTUTYIIEI0O yMOBHM ICHYBaHHS 1 PpO3BHUTKY JIIOJIMHU, BCHOTO
CYCIUIbCTBA 1 AepikaBu [25].

Onnak Ha Miif TIOTJISA, OCh HAWOLIBII OOMIMPHE Ta ONITUMAJIBHIIIEC BU3HAYCHHS,
110 OIKCYE yC1 aCIEKTH B3aeMOIii Cy0’ €KTiB 1H(POpMAIIHHUX BITHOCHH:

[ndopmaritina ©Oe3rmeka — CTaH 3aXUIIEHOCTI JKUTTEBO  HEOOXITHUX
HaI[IOHAIPHUX IHTEPECIB JIePKaBHU, CYCIUIbCTBA T4 KOXKHOTO TPOMAJSTHHUHA, 32 SKOTO
WMOBIpHI MIHIManbHI 30MTKH Ta iX HAcHigku (YHKIIIOHYBaHHS Y 3B 3Ky 3
HECaHKIIIOHOBAaHE PO3MOBCIO/IKEHHS 3aCTOCYBaHHS 1H(POPMAIIHHUX TEXHOJIOTIH.

AHani3yloun NpoInuTOBaH] BUIIE TIIyMadeHHs (GOPMYITIOBaHHS «iH(popMaIliifHa
Oe3rmeka» MOXEeMO OKpecluTH ii HacTymHi o3Haku. OToX, iHpopMalliiiHa Oe3meka —
e:

® CTaH 3aXUIIEHOCTI 1H()OPMAIIIHOTO TPOCTOPY;

e (Oe3rneKka BCTAHOBJIEHUX 3aKOHOM HOPM 1 MpaBuil, 3a SKUMU 31MCHIOIOTHCS

npoiiecu iH(opMallii B KpaiHi;



® CTaH 3aXWIICHOCTI B cepefoBHILi 1H(OpMalii HallOHAIBHUX IHTEPECIB
JepKaBH;
® HEBiI’€MHAa YacTHHA MOJITUYHOI, OOOPOHHOI, E€KOHOMIYHOI Ta pEIITH
CKJIaJIOBMX HaIlIOHAJIBHOI O€3MeKu KpaiHu;
® CYCIHUIbHI BIJIHOCHHHM, SIKI TIOB’s13aHI 13 3aXMCTOM KUTTEBO HEOOXITHUX
IHTEpECIB CYCHUIbCTBA Ta JIEP>KaBU Bl NIMCHUX Ta MOXJIMBUX 3arpo3 B
1H(pOopMaIiitHOMY MPOCTOPI.
OgHuM 3 BaXJIMBUX MHUTAaHb B XOJ1 BHUBYEHHS CYTHOCTI i1H(oOpMaliitHOi
0e3MeKH € OI[IHKa 3arpo3, Kl MOXKYTh IMO3HAYATUCS Ha ii €()eKTUBHOCTI.
3arpo3u iHdopMaliiHii Oe3meli — ICHYKYl Ta MHUCIAEHO WMOBIpHI ToAli i
dakTopu, SKI HECyTb HEOE3NeKy S>KUTTEBO HEOOXIIHMM IHTepecaMm Jep>KaBH,
CYCIIUIbCTBA Ta KOXKHOT OCOOMCTOCTI B 1HPOpMAaILIiiHii cdepi.
O6’ennyroun GaraToMaHiTHI TMIJIXOAW, BUIUIAMO HACTYIIHI BHUIU 3arpo3
iHbopMaIiitHii Oe3merr:
e 30iif Ta BigMOBa BipoOOTI yCTaTKyBaHHS,
® [IOPYIICHHS IUTICHOCTI 1HPOPMAIIHHUX PECYPCIB;
® PO3KPUTTS iH(POPMAIIITHUX PECYpCIB;
Pozbepemo neranbHilIe KOKEH 3 BUJIIB 3arpo3.
3arpo3a 30010 Ta BiAMOBH B poOOTI caMOro ycraTkyBaHHA. JlaHa 3arposa B
poOOTI 00JIaTHAHHS MOYXKE CTATHUCS MMiJ Yac OJOKYBaHHS JOCTYIY SIK JI0 OJHOTO, TaK 1
JEKUTBKOX pecypciB iHpopmarliiiHoi cuctemu. B agiiicHOCTI OJ0KyBaHHS pecypciB
MOXe OyTH TOCTIMHHMM, Tak 100 MpH 3amUTyBaHHI BiH HIKOJIHW HE OYB OTpUMAaHHA
a00 BIMOBIIb HAAXOAWIIA 3 3aTPUMAHHSIM, 0 IOCTATHBO IS TOTO, III00 pecypc CTaB
HEKOPHUCHUM.
Buninumo 3 kareropii mkepen 3arpo3 iHpopmariitHoi 0e3mnexu:
1. AuTpomoreHHi jpKepena CIPUYMHEHHI TISIIBHICTIO cy0'ekTai (Cy0’€KTiB),
10
NpU3BOMASATh J10 TopylieHHs 1HdopMmaniiiHoi Oe3neku. L1 3mounHU

KBaN1(iKyIOThCS SIK HABMUCHI Ta BUNaAKoBl. [[xepena Takux niil OyBaroTh
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AK BHYTpIIIHI, TaK 1 30BHIIIHI. [IpoTe iX MOXIMBO nepe10ayuTH Ta BYACHO
3acTOCYBaTH €(hEKTUBHUX 3aMO01KHUX 3aXO0/1B;
2. TexHOreHHI — MEHII MPOTHO30BaHI Ta 3ajieXaThb MPAKTHUYHO BIJ
BJIACTUBOCTEH OOJaJHAHHS Ta TEXHIKH, & TOMY MOTPeOYyIOTh MOCTIHHOIO
KOHTPOJIIO Ta yBaru. Taki Jxepesna 3arpo3 iHdopmaliiiHiid 6e3mnerl, TakoxX
MOKYTh OYTH BHYTPIIIHIMH 1 30BHILIHIMHU.
3. Cruxiiini mxepena. s kaTeropist BIIHOCUTBCA 10 0OCTaBUH HenepeOOpHOi
cunu (yparas, IMOBiHb, TOXEXa, 3eMJICTPYC Ta IHII CTUXIMHI JHuXa) 1
CIIPOTHO3YBAaTH YW 3amoOirtT ix HeMoxiauBo. Ili oOcTaBUHM HOCATH
00'eKTUBHUN Ta aOCONMIOTHUN XapakTep 1 MOIIMPIOEThCS Ha BCiX. Taki
JDKepesa 3arpo3 HEMOXXIIMBO CIPOTHO3YBAaTH, a BIATaK 3axoqu iX
YHUKHEHHSI TOBMHHI OyTH 3acTOCOBaHI MOCTIMHO. OCKUIbKM CTHXIHHI
JOKEpesta 1€ caMe MPUPOAHI KaTaKIi3MHU, BOHU BITHOCSATHCS J0 30BHIITHIX
3arpos.
3arpo3za MOpyIIEHHS IUIICHOCTI 1HGOpPMAIMHUX pPecypciB: yMHUCHUU
JIOJICHKUM BIUIMB, @ caMe pellaryBaHHs, Mepeadya 0 1HIIUX CUCTeM abo 3HUIIECHHS
30epeKeHNX JaHUX1B 1HGOPMAIlIHHIN CUCTEMI IIEBHOTO Cy0'€KTa yIIpaBIIiHHS.

3arpo3a po3kpuTTS iHGOPMAIITHUX pecypciB: AaHl Ta iH(OpMAIlis CTalTh
BIIOMUMH THUM, XTO HE MOBHHEH OYyB I JI3HATHUCH. TaK0oX MOXHa IMOSCHUTH 1€ K
HECAHKITIOHOBAaHUM JIOCTYII J0 BIIKPUTUX JAHUX Ta AHUX 3 OOMEKEHUM JOCTYIIOM.
Taxi pecypcu moBuHH1 OyTH 30epekeHi y equHii iH)OopMaIliiHINA CUCTEMI.

3a3Buyail piBeHb iH(OpMaIiiHOI 1HPpPACTPYKTypu OyAb-sSKOI HUBLII30BAaHOI
KpaiHu mTepeBaXHO BigoOpaxkae piBeHb iHGopMariitHoi Oe3nekun kpainu. Ha
MPEBEIMKUN Kallb, OE3YMOBHO HU3BKWU piBeHb iHGOpMaIiitHOI iHPpacTpyKTypu
Hammoi KpaiHU 3a POKW HE3aJIeKHOCTI MOCTPUSAB HaBaIl Ha 1€ PUHOK 1HO3EMHUM
KOMIIaHiIM (B Tepury dYepry pOCIMChKMM) Ta CTBOPHB MPUIAATHI YMOBU IS
«3axOIUIeHHs» e(IpHOTro Yacy, 0COOJMBO B MpalM-TaliM, 1IHO3EMHUMH IIPOrpaMami,
Oarato 3 SKUX 3a0pyaHWIM 1H(poOpMaliiiHUX mTpocTip YKpaiHW CBOIM OadyeHHSIM

noxAiii. BoHun akTUBHO mpomnaryBajv Ta MPONaryrOTh, HaB’sS3yBaJM Ta HaB’ SI3YIOThb
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«CBOIO» MOJITUKY 1 CBIM CcHOCIO XKUTTS Ta TPaauLii, IO 3BUYAHHO Ma€ MaryoOHUI
BIUIUB HA JIEPXKaBY 1 CYCHUIbCTBO B LIJIOMY, TAKUM YUHOM (DaKTUYHO 3HUILYIOUU
reHo(OH]T YKpaTHChKOI HaIlIi.

Hepnocrathiii, a0 cBiIOMO HEIOCTaTHIH, IepKaBHUN KOHTPOJIb 32 BUKOHAHHS
3aKOHIB YKpaiHU OKpEMHUMHU MOJTITUYHUMHU cuiamu, 6aratbma 3MI Ta ocobamu, sKi B
iHpopMartiitHii cdepi 3A1UCHIOIOTh MIANPUEMHUIBKY JISJIBHICTIO, IPU3BIB 70 TOTO,
110 Yac BiJ 4yacy BiIOyBaeThcs Oarato BUNAAKIB B edipax Teye- Ta pajionporpaMmam,
AKl CIpPSAMOBaHI Ha PYMHYBaHHsI CBIIOMOCTI YKPaiHCbKOiI Hallli Ta yCiX MOpaJbHHUX
LIHHOCTEM.

KpiM TOro mneBHOIO Mipot0 HU3bKUHM YK CEpENIHIN IHTENEKTyalbHUM, TBOPUUH 1
npodeciiiHuil piBeHb BUPOOHUIITBA BITUU3HSHOTO 1HPOPMALIHHOTO MPOAYKTY, HOTO
HE KOHKYPEHTOCIIPOMOXKHICTh BeJie 0 TOTO, 110 ayJUTOpisd KpaiHH, HaJae mepeBary
1HO3eMHUM TIPOJyKTaM. TakuM YHHOM, HAI[IOHAJIBHUN 1H(OOpPMALIMHUN MPOCTIp
VYkpainu OUTbII SIK JBa JECATWIITTS 3a3HAaBaB CYTTEBUX 3arpo3, 10 OE3yMOBHO
CTAaHOBWUJIM HeOe3rneKy (YHKI[IOHYBaHHs KpaiHW, 1 MOJITHYHOTO Ta €KOHOMIYHOTO
PO3BHUTKY, iHTerparlii 70 €Bpocoro3y Ta HATO.

[To3uriss YkpaiHCbkOi mepxkaBu m0A0 MPOTHAIT 3arpo3am HaiiOHAIbHIN
oesmeni B iHpoOpmamniiHiin Chepi Bupakena y BusHaueHUX 3aKOHOM Ykpainu «IIpo
OCHOBH HAIIOHAIBHOI O0€3neKn YKPaiHu» OCHOBHHX HANPSIMaX AEePKaBHOT MOIITHKH
3 MUTaHb HAIOHATBHOIT 6e3neku (puc. 1.2).

3arpo3u HalioHaJIbHOI 0e3neku YKpainu B iHpopMaliifHiil cdepl — CyKymHICTb
MEeBHUX YMOB Ta (aKTOpiB, IO CTAHOBIATH HEOE3MEKy J>KUTTEBO HEOOXITHUM
iHTEepecaM JIep)KaBu, CYCHUIBCTBA 1 OCOOMCTOCTI dYepe3 WMOBIPHY MOMIHUBICTh
HEraTHBHOTO 1H(GOPMAIITHOTO BIUIMBY Ha TMOBEIIHKY Ta CBIAOMICTH TPOMAJISH, a
TaKOX Ha 1HPOPMAIIHO-TEXHIYHY IHPPACTPYKTYpy Ta iHPOPMAIliifHI pECYPCH.

Sk 3a3HavarOTh HAYKOBII Ta (axiBIli 3 iIHPOPMAIIHHOI TMOMITUKN YKpaiHU B
chepi HalioOHANBHOI O€3MEKH ICHY€ HarajlbHa MOTpeda HEraHoro meperiisaay Ta
YIIOCKOHAJIEHHSI CHCTEMU 3aXHCTY, sSIKa MOBUHHA OyTH CpsMOBaHa Ha 3a0€3MEUYCHHS

3aXHUIIEHOCT1 HAI[IOHAIBHUX THTEPECIB JIePKaBH.



1. 3abe3neueHHs
HbOopMAITIITHOTO
CyBEpEHITETY

2. Bonockonanenasa
JICPKABHOTO
pETYIIOBaHHS
PO3BUTKY
HbopMaItiitHoT
chepu nUIIXOM

3. AKTUBHE
3alTydeHHs 3ac00iB
MacoBO1
1HpopMarii 10
3aro0IiraHHs 1

4. 3abe3reyeHHs

5. Bxxutrtsa
KOMIUIEKCHUX
3ac001B 00

CTBOPEHHSI HOPMATHUBHO-
MIPAaBOBHX Ta EKOHOMITHUX
NepeAyMOB Ul PO3BUTKY

HAaIIOHATBHOI iH()OopMaIiHHOT

BIIPOBAKCHHS HOBITHIX
TEXHOJIOTIH y 1l cdepi

HpOopMaIIITHOTO
MPOCTOPY JOCTOBIPHOIO
HbopMaIli€ro mpo

KOPYIILIiT

3JI0BKUBaHHS CIIy’KOOBUM
CTaHOBUILIEM

IHIIIAM SBHIIAM, SIKI
3arpoyroTh HaI[lOHAJIbHIN
Oe3neni Ykpainu

HEYXUJIbHOTO
JOTPUMaHHS
KOHCTUTYIIIHUX MpaB Ha

3a00pOHU LIEH3YpHU

HEMPABOMIPHOTO BTPYYaHHS
OpraHiB JIep>KaBHOI BIa Iy Ta
X mocasoBHX 0Ci0 y

3aXUCTy HAI[IOHAJILHOTO
HbOopMaIIITHOTO
IPOCTOPY

MPOTHIii MOHOTIOTI3AITIT
iHpopMarliitHoi chepu

cBOOOIY
CJIOBa

JOCTYII JI0
iH}opmarii

3ac001B
MacoBO1
iHpopmaii

KYpHAJICTIB

12

Puc. 1.2 OcHOBHI HANPSIMKH J1ePKABHOI NMOJITHKHU 3 MUTAHb HALIOHAJIbHOI
0e3nexku B YKpaiHi B iHopmaniiiniii cdepi

Ixepeno: [39]
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Haii6inbiioro 3arpo30i0 HalloHanbHINM Oe3neni YkpaiHn B i1HQOpMaUiiHIHA
chepi € peanizalisi 1HO3EMHUMHM JIepXKaBaMU Yepe3 MPOBEACHHS CHelialbHUX
iHpopMaliiiHuX omepaiii, kammaHid Ta 1H(GOPMAIIHHUX aKIiil, MOTYKHOIO
HEraTUBHOrO 1H(GOPMAILIHO-TICUXOJIOTTYHOTO BIUIMBY Ha T'POMAJICHKICTH BCHOIO
CBITy, @ OCOOJMBO Ha CBIIOMICTb I'pOMajJsiH Hamoi Kpainu. lle 3milicHIOeThCS
IIJISTXOM TOCTIHOTO 1 CHCTEMaTHYHOTO MOIIMpeHHs (PeiKkoBoi, ymepemkeHoi, adbo
HENOBHOI 1H(popMallii npo YKpaiHy Ta MOJITUYHI, EKOHOMIYHI 1 COIIaJIbHI MPOLIECH,
110 TOYaThCs Ha ii TepeHax. Y ce e HEOAMIHHO BIUTMBAE HA 30BHIIIHIO Ta BHYTPILITHIO
NOJIITUKY YKpaiHU Ta MapHy€e MDKHApOJHUN IMUDK Hamoi aepxkaBu. ['0I0BHOIO
METOI0 TaKuX 1H(pOpMaIiiHUX omeparliii JJis IHIIUX Jep>KaB € 3a0€3MeUeHHs CBOiX
BJIACHUX 3arajibHOJICP)KaBHUX IHTEPECIB.

ToMy HacaiIKOM pearyBaHHS HAIIOi JEp>KaBU Ha TakWW mepedir mojid crajio
Pimenns Pagu HarionansHO1 6e3meku 1 o0oponn Ykpainu Big 29 rpyanas 2016 poxy
«IIpo JloxTpuny iHpopMmariiiHoi Oe3neku Ykpainu». Ii MeToro € yrouHeHHs 3acan
dbopmyBaHHs Ta peanizallii aepkaBHOI 1HPOPMAIIHHOT MOJTITUKH, HacaMIepe 1 MMo10
npoTuiii pyhHiBHOMY iHoOpMalliitHoMy BIuMBY Pociiicekoi Denepariii B yMoBax
PO3B's13aHOT HElO Ti0puaHOI Bitinu [34].

3okpeMa J[OKTpHHOIO BU3HAYEHO aKTyalbHI 3arpO3W HAI[IOHATBHUM 1HTEpecam
Ta HalllOHAJIbHIN Oe3remni Ykpainu B iHdopMaliifHii chepi, a came:

® 3MiliCHEHHS CHeIlabHUX 1H(QOpPMAIlIMHUX Omepali, CIpsSIMOBaHUX Ha

HigpuB 000POHO3/IATHOCTI, JeMoOpalizalifo 0coboBoro ckiamy 30poHHUX
Cun VikpaiHm Ta IHIIUX BIWHCHKOBUX (OpMyBaHb, TMPOBOKYBAHHSA
€KCTPEMICTCHKHUX MPOSBIB, MIPKUBJICHHS MMAHIYHUX HACTPOIB, 3arOCTPEHHS
1 gecrabumi3amito  CYCHUIBHO-TIOJMITHYHOI Ta  COIlaJbHO-CKOHOMIYHOL
CUTYyaIlil, pO3MaTIOBaHHS MDKETHIYHHX 1 MDKKOH(MECIHHUX KOHQIIKTIB B
VYkpaini;

® TMPOBEJCHHS  JEPKaBOI-arpecopoM  CHeliadbHUX  1H(OpMaALIMHUX

omepailiii B 1HIIMX JepKaBaX 3 METOI CTBOPEHHSI HETaTHUBHOTO IMIIXKY

VYkpainu y cBITI;
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iHpopMalliiiHa eKCHaHCls JepXaBHU-arpecopa Ta KOHTPOJbOBAaHUX HEIO
CTPYKTYp, 30KpeMa IUISAXOM pO3IIMPEHHsS] BJIACHOI 1HQOpMAaIiiHOT
1HGPaACTPYKTYpH Ha TEPUTOPIi YKpATHU Ta B IHIIHUX Jep>KaBax;
iHbopMmarlliiiHe  JOMIHYBaHHS  Jep)KaBU-arpecopa Ha  THUMYacoOBO
OKYMOBAHUX TEPUTOPIAX;

HEJO0CTaTHSI PO3BUHEHICTh HaIlIOHAJIBHOT 1H(OPMAIIITHOT 1HPPACTPYKTYPH,
mo  OoOMeXye  MOXJIMBOCTI  YKpaiHM  e€(pEeKTUBHO  MPOTHIIATH
iHopMaIliiiHiil arpecii Ta MPOAKTUBHO JISITU B 1HPOpMaLiiHii cdepi ans
peasnizanii HallloHATBbHUX 1HTEepeCciB Y KpaiHu;

Hee(EeKTUBHICTh JEpXaBHOI 1HPOPMAIIHOI MOJITUKH, HEJOCKOHATIICTh
3aKOHOJAaBCTBA CTOCOBHO  pEryJjlOBaHHS CYCHUIBHUX BIIIHOCUH B
iHbopmartiitHii  cdepl, HEBU3HAYEHICTh CTPATEri4yHOrO0  HApaTHUBY,
HEJIOCTaTHIN PiBeHb MeJla-KyJbTYPHU CYCHIIbCTBA;

MOIIMPEHHS 3aKIUKIB 0 paJuKaIbHUX JiH, Mponarasaa 30/1sA110HICTChKIX

Ta aBTOHOMICTCHKHX KOHIICIIIi# CITIBICHYBaHHS perioHiB B Ykpaini [34].

PosrnssHemo  mpiopuTeTH  epKaBHOI  TOJNITHKKM B iHGOpMaliitHOMY

cepeaoBHII, 1110 3a3Ha4deHi B JlokTpuHi iHpopMarliiiHoi Oe3rnekn YKpainu, oTxKe:

B Tenepimnix ymoBax HaiOunbIna 3arpo3a iHdopmarliitHoi 6e3neku Ykpainu €

iHdopMalriitHa BiliHa 3 OOKYy IHIIOI JepkaBu, a came Pociiicekoi deneparrii. Hamipu

arpecopa HalliJIeHl HaB’s3yBaTH 3a JIOMOMOTOI0 3ac001B MacoBoi iH(opMallii BIacHy

17I€0JI0T110, PI3HI CYCIUIbHI TyMKHU Ta CTEPEOTHUTIH.

[adpopmarriitia BiliHa BKIIOUA€ HACTYMHI Jii:

3MIACHEHHS BIUIMBY Ha 1HQPacTpyKTypy KpaiHu (TEJIEKOMYHIKaIlii,
TPAHCIIOPTHI MEPEXKIi, CIACKTPONIOCTaYaHHs, OaHKIBChKa CHCTEMa, TOIIO);
NPOMHUCTIOBUN  IMIOHAX  (pO3KpaZaHHS  MAaTeHTOBaHOT  iH(opmarrii,
3MIACHEHHS] KOHKYPEHTHOI PpO3BIIKW, 3HUIICHHS BAXKIWUBUX JaHUX,
MOPYIIEHHS MPaB IHTEIEKTYaJbHOI BIIACHOCTI);

XaKIHT (YMHCHE BTPYYaHHSI B CUCTEMY, 3J1aM 1 BUKOPUCTaHHS SIK OCOOMCTUX

JAHUX, TaK 1 iHPopMaIlli 3 OOMEKEHUM JOCTYIIOM).
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Jlo cepiio3Hux 3arpo3 iHdopMaliifHii Oe3menl KpaiHu TaKOoX BIIHOCSTHCS
kibeprepopusm Ta kiOepBiiiHu. Taki [ii mnepenbayaroTh TPOTUCTOSIHHS B
KiOeprpocTopi 3arajbHOAECPKABHUX IHTEPECIB 3aCTOCOBYIOUYHM IHTEPHEP-TEXHOJIOT1T
JUIsl HAHECEHHs IIKOJIW MpOTHUBHUKY. HaliuyacTimie i TeXHOJOrii BUKOPUCTOBYIOTH
JUISL CTIpSIMYBaHHST Ha chepy 000pOHU JIepKaBHOT OE3MEKH 1, BIATIOBITHO, CTAHOBIIATH

cepilo3Hy 3arpo3y IUTICHOCTI Jep>KaBH Ta il CyBEpEHITETY.

BucHoBku 10 po3ainy 1
Ha miit nmormsan, moO0 MOKPAIIKMTH JAEPKABHY MOJITHKY 3a0€3Me4eHHs
InpopmaniitHoi  Oe3neku  Ykpainu, HAcammnepen mOTPIOHO  BIOCKOHAIWTH
oprauizamiiini ta mpaBOBI mpOnecu ynpaeniHHsg IHGOPMANIitHOW O€3mek0 Ta
0€3ynmuHHO 3IMCHIOBATH 3a0€3MEUYEHHS JAEPKABH IHTEIEKTYAIBHUMHU Ta TPYAOBHMH
pecypcamu.
Buainimo ocCHOBHI HanpsiMU YIOCKOHAJICHHS iH(OpMalliitHo1 6e31eKu:
® CTBOPEHHS Ta BIPOBAKEHHS 3arajbHOJIEPKABHUX MOJIEIeH Ta IX TEXHIYHUX
IHCTPYKIIIM 3acTOCyBaHHs 1H(OpMAIIHO-KOMYHIKAI[IMHUX TEXHOJIOT1H 10
BIJIMTOBIIHMX €BPONEHCHKUX CTaHJAPTIB;

® CTBOPECHHS Ta BIPOBAKEHHS HAI[IOHAJIIBHOI CHCTEMH CIIOCTEPE)KEHHS,
OIIHIOBAaHHS Ta BHUSIBJIEHHS TOKA3HHUKIB PI3HUX chep KUTTEMSUIBHOCTI, 110
aHAJI3YIOTh Ta ONMHUCYIOTh CTaH 3aXHUCTYy IHTEPECIB JEepPKaBU Ta BUSBIISIIOTH
peabpHi 3arpo3u HaIllOHAIBHINA Oe3merri;

® pPO3BUTOK TIPABOBUX 3acajJ yMOPABIIHHSI HAIIOHATBHOI  OE3MEKOI0

(po3poOUTH BIANOBIAHI 3aKOHHW, CTpaTerii, JOKTPUHHU, WPOTpaMH 1
KOHIICTIIIi1).

Omxe, iHpopMaliiiHa Oe3meka € OJHIEI0 3 TEPHIOYePrOBUX 3HAYCHBb IS
COINaJTbHO-€KOHOMIYHOT'O PO3BUTKY JIepKaBU. YKpaiHa MOBHHHA MOCWJIMTH CBOT Mii
Ta aKTUBHO TMPAIIOBATH HAJ| CTBOPEHHSM BJIacHOI €()eKTHBHOT Ta MOTYKHOI CUCTEMU
Oe3neku iHMOpMAIlli, 110 € OJHIEI0 3 KIIOYOBUX CKJIAJOBHX HaIllOHAILHOI Oe3meKku

JIepKaBH.
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Po3nin 2. TOCJIKEHHS PO3BUTKY IHOOPMAIIMHOI BE3IIEKH B
YKPAIHI

2.1. MexaHi3MH 1ep;KaBHOT0 pearyBaHHs HA Cy4YacHi 3arpo3u ingopMauniiHin
Oesmeni

B 4.l c1.17 Koncturyuii VYkpainu [16] Bu3HAu€HO OJHY 3 HOPM K
«HaBaxuBima (QYHKIIS AepkaBu» — 3a0e3nedyeHHs iHGopmaliiHoi oe3nexku. Jliis
dbopMyBaHHS AEPKABOIO YITKOT MOJITUKU 1HGOPMAIIHHOI O€3MeKH, ONTUMAaTbHOTO
3aCTOCYBaHHS I1HCTPYMEHTIB Ta 3aco0iB 1i peamizailii, He0OXiHa HaSBHICTb
IHCTUTYIIOHAJBHOTO MEXaHI3MY, KM BTLUIIOE€ BIIMOBIAHUN HANpPSMOK isJIBHOCTI
JepKaBU Y KpaiHU.

[IpuitHATTS B yCTAaHOBYOMY TMOPSAKY CTpaTerii, KOHUEMNMid, MNporpaMm Ta
JOKTPUH CHPHUATUMYTh TPOBEJACHHIO JEPKAaBHOI TMONITHKU I KOMILJICKCHOTO
3abe3reueHHs iHpopMaIliifHOT 0e3MeKH.

[lepenik yctaHoB, sKi OepyTh y4acThb y TPOBEICHHI TMOJITHKH, (DAKTUIHO
HEBUYEPIIaHUN 1 HE OOMEXYEThCS JIMIIE OpraHaMU MICLIEBOTO CAMOBPSIYBaHHS Ta
nepxaBuoi Biaau. Kpim Ilpesugenta VYkpainu, BepxoBHoi Pamu 1 Kabinery
MIHICTpIB 70 pO3B’si3aHHSA TmpobjieM B moiiTwili iHopMamiitHOT Oe3reku
JOJIy4aroThes (paxiBIll pi3HUX HAYKOBUX YCTAHOB, TPYIHU €KCIEpTiB,ToI0. KpiM Toro
HeaOWsAKUN BIUIMB HA NMPUUHATTA OyAb SKUX PIlIEHb MA€ MiSUIBHICTh TPOMAJCBKUX
oprasizaiiiif, TOJITUYHUX MapTii Ta PyXiB, a TakoX HehopMalbHUX (PIHAHCOBO-
MPOMHUCIIOBUX Ta MOJTITUYHUX TPYIIL.

[Ipote ronoBHUII CyO’€KT MOMITHKK iHQOpMAaIiifHOI Oe3mekn O0e3yMOBHO
Jep’kaBa, fKa peaizye I1HCTUTYIIOHAJIBbHUN MEXaHi3M JepKaBHOI TMONITHKA
0e3Mmocepe/IHb0 OPraHi3yBaBIIM CHUCTEMY KOMIETEHTHUX OpPraHiB JIEepPKaBHOTO
yIpaBJIiHHS.

Ha Ham morisia, iHCTUTYIIOHATBRHUN MEXaHi3M sBIISIE CO00I0 0araTopiBHEBY
CUCTEMY, fKa 3 OJHIEl CTOPOHM 00’€lHaHa OCOOIUBOIO (YHKI[IOHAIHHOIO
CIPSIMOBAHICTIO, @ 3 I1HIIOI CTOPOHU, PO3JUIEHA CBOEPIIHUMH OCOOJUBOCTSIMU,

OB’ I3aHUMH XapaKTEPOM HAJIKHUX 1IN Ta cTyneHem KomrerteHii. TobTo, Ha
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KOXXHOMY PIBHI IHCTUTYL[IOHAJIbHUM Cy0’€KTaM BIAMOBIIa€ OKpeMa CBOEpIIHA
¢yHKUIA — QYHKLIS YTBOPEHHS JEP>KaBHOI MOMITHKU 1H(OpMaliiHOT Oe3neku ado
(GyHKIIA BTUIGHHA MNOMITHKK 1HMopMmauiiHoi Oe3neku. DyHKIIS YTBOPEHHS
Jep>KaBHOI MOJITUKK 1H(GOpMaILiifHOT 0e3MeKkn MICTUTh B €001 MISIBHICTh OpraHiB
JepKaBU  BITHOCHO (OPMYBaHHS CTpaTeTiyHUX IUIEM Ta 3aBaaHb, TOJIOBHUX
OPUHIMITIB Ta HAOpPsMIB JISUIBHOCTI JIep)KaBH B JaHiil cdepi, a TaKoXK PO3POOKY
KOHIIETIIi 1 PIllICHb 3araJIbHOACPYKABHOTO 3HAYCHHS.

OyHKIIS BTUIGHHS TMOJITHUKM 1HQOpMaliifHOi Oe3neku HampaBlieHa Ha
JOCSTHCHHST ~ONEPAaTMBHUX Ta TaKTUYHHMX I[JIeH, 3a0e3medye po3B’s3aHHS
BU3HAYCHUX 3aBJIaHb, 3aCTOCYBaHHs JOLUIBHUX 3ac001B, METOAIB Ta ()OPM BILIUBY
JIep>KaBU Ha CYCHUTbHI BITHOCUHM B IaHii cdepi.

BpaxoByroun BUINEBHKIaJCHE MOKHA KOHCTATyBaTH, IO JUIT (opMyBaHHS Ta
peamizaiii TONITHKH JepkaBu B cdepi i1HPopMalliiHoi Oe3neku ICHyEe YITKUM
MEXaHI3M — IIe OpraHi3aIliiHO-TIPaBOBUI MeXaH13M 1H(popMaIliiHOT Oe3MneKHy.

OpranizamiitHo-IpaBOBU MeEXaHI3M JepPXKABHOI MOJITHKK 1H(OpMaIIHHOT
Oe3IeKr — 11e BIOPSIIKOBAHUN KOMIUIEKC IHCTUTYTIB JIEpKaBH, 5Kl 3aJ1sH1 y MpoIieci
YTBOPEHHS 1 BTUICHHS TOMITUKH 1H(GOpMaIiifHOi 0e3meku, a iX posi Ta BiTHOCHHH
PEryJII0e€ CUCTEMa ITPaABOBUX HOPM 1 MPHUHITUITIB. 3T1IHO 3 BU3HAUYCHUMH HaIPSIMKaAMH
BTUICHHSI TIOJITHKK 1HGOpMaIiiHOI Oe3leKH, OpraHi3aliifHO-IpaBOBUNA MEXaHI3M
c(hopMOBaHHUI 13 TPHOX €IIEMEHTIB, SKi B3a€MOIIOB’ I3aHI.

[lo-mepiie, 1€ CyYKYyMHICTh I1HCTHTYIIM JepXkaBu, SKI 3adisHI B TMpoIrieci
YTBOPEHHS 1 BTUICHHA TOJMITUKM 1H(OpMAIIHHOT O€3MeKu, IHAKIIe Kaxydu
IHCTUTYIIIOHATFHUN MEXaH13M 1H(PpOPMAIIiiHOT Oe3meKu.

[To-npyre, me CyKyIHICTh BITHOCHH 1 pOJIeH, sSka BKJIIOYAE MPABOBI BITHOCHHHU
o 3 ABIAIOTHCS ]I Yac TPOBAKEHHS TMONITUKM iH(OpMaIiiHoi Oe3neku i
cnerudivHi poi, MeToan Ta GOPMH AiSUTBHOCTI Cy0’€KTIB MPOBAKEHHS TMOJITHKU
1H(popMaliitHO1 Oe3MmeKu.

[To-TpeTe, 1e iepapxiyHa CYKYIHICTh NPaBOBUX MPUHLHUIIB 1 HOPM, SKi

pEeryioTh 3MICT Ta NpOLlEC MPOBEACHHS MOMITUKH 1H(OpMaliiiHOi Oe3nekH,
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IHIIMMH CJIOBaMHU MPaBOBUM MexaHi3M 1H(opMauiiiHoi 6e3neku. Came JABa OCTaHHIX
€JIEMEHTH CKJIaJIal0Th PABOBUI MEXaH13M 1H(pOopMaIiiiHOT Oe3NeKH.

CyKyInHICTh IHCTUTYTIB TPOMAJISTHCHKOTO CYCIUIBCTBA Ta THCTUTYTIB MyOII4HOL
BJIAAM, SIKI 3a/isiHI y MpoIeci yTBOPEHHS 1 BTUICHHS MOJITUKUA 1H(QOpMaLiiHOi
0e3MeKH, CKIIaIaloTh IHCTUTYLIOHAIBHUIM MeXaHi3M 1H(popMalliiHo1 Oe3NeKH.

EdexTuBHICTh KOXHOI CKJIaJioBOi MeXaHi3My 1H(opMailiiiHoi Oe3nexku
JepkaBu 3a0e3mneuye ii eheKTUBHICTh 3aXUCTy 1HGOPMAIIIITHOT O€3MeKH B LLJIOMY.

[IpoananizyeMo CKJIaJ0By MEXaHI3My MOJITUKH O€3MeKH, 110 penpe3eHTOBaHA
opraHamu nyOniyHO1 Biaau. BapTo BiA3HAUNUTH, 1110 1€ MEXaHI3M MPEJICTABIISIE caMme
lepapXiuyHy CYKYMHICTh OpPraHiB BJIQJW PI3HUX TIJIOK Ta PI3HUX pIBHIB, KOTpI B
paMKax CBOi NMOBHOBa)KE€Hb BUPINIYIOTH MEBHI 3aBJAaHHS 3 YTBOPEHHS Ta BTUICHHS
MOITUKH 1HPOPMAIIHHOT 0e3MeKH.

Opranu Biajau, K1 CTAHOBJISITh YAaCTHHY MeXaHi3My iHopMailiitHoi 6e3mneku,
srigHo  ¢1.4 3akoHy VYkpainu «lIpo ocHoBu HamioHanpHOT Oe3neku» [39] €

cy0'exkTaMu 3a0€3MeUeHHS HaIlIOHAJIBHOT O€3MeKH, a came:

Papa HauioHanbHOI
6e3nekun i 06opoHn
YKpaiHu;

BepxosHa Paga KabiHeT MiHicTpis

Mpe3ngeHT YKpaiHu; YKpaiHu; VRpaiHu;

MiHicTepcTBa Ta iHWI
LLeHTPaIbHi OpraHu
BWMKOHABYOI B/lagm;

HauioHanbHMi 6aHK Cy4M 3araibHOI NPOKypaTypa
YKpaiHu; FOPUCAMKLLT; YKpaiHu;

36poliHi Cuan YKpaiHu,
Cny»x6a 6e3neKku YKpainu,
micLeBi fepiKaBHi Cryxba 30;““—”._%0"'
- pO3BigKK YKpaiHu, A= ;
aaminicTpauiTa opranm [leDWaBHA NPHKODAOHHS opraHu i niaposAinu
micuesoro R R T R e LMBINbHOrO 3aXUCTYy.

CamoBpPAAYBaHHA; BilCbKOBI pOPMYBaHHSA,
YTBOPEHI BigNoBiAHO A0
3aKOHiB YKpaiHu;

HauioHanbHe

aHTMKOpynUuinHe
6topo YKpaiHu;

Puc. 2.1 Mexani3m indopmaniiinoi 6e3nexn

xepeno: [39]
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AHanizyloun JaHuM MexaHi3M, HEOOXITHO B MEpIly Yepry BU3HAYUTH KEpIBHI
opranu abo opras y uid iepapxii. Ha moro aymky B cdepi iHpopmaniiHoi 6e3nexu
MOXHa BHJIUIMUTH Bipa3y JBa MPETEHJICHTH Ha KEpiBHY poib, Iie [lpesuneHt Ta
Bepxosna Pana.

MoxHa KOHCTaTyBaTh TOW (akT, IO 3a 4YaciB HE3aJeKHOCTI KpaiHu
(GopMyBaHHS 3aKOHOJABCTBA, SKE PETYNIOE O€3JliY MHUTaHb MOOYAOBH CTPYKTYpH
amaparty Jep>kaBH, BIIOyBajI0Cs B YMOBaX MPOTUCTOSHHS 1 MOJTITUYHOT OOPOTHOU MiX
JIBOMA T'JIKAMH BIIAJIU: 3aKOHOJJaBYO0 T4 BUKOHABYOIO.

®yuknii BepxoBuoi Paau BkiouaroTh B CeO¢ BU3HAYCHHS B JCPKaBi
KITFOUOBMX mapaMeTPiB iHGOpPManidHMX mPoreCiB Ta HMOBIPHUX CIOCOGIB | (opm
3a0e3meycHHs 1uX mapamerpis. A0OO IHmmMu CioBamu, BepXosna Pana BusHauae
3MICT iH(pOpMaLiHHOT Oe3meku | MOXJIHBI CITOCOOHU Ta GOPMHU Ti 3aXHUCTY.

B cdepi indopmarniitnoi 6e3mekun Bepxosna Pama Ykpainu BUKOHYE BaxIIHBI
KOHTPONMbHI ¢yukuii. Hopmamu c1.85 KoOuCTHTyii VYKpaiHu 10 MOBHOB@KEHD
BepxoBu0i Panu Ykpainu HaueKUTh 3IHCHEHHS: KOHTPOITIO 32 aisipHICTIO KabineTy
Minictpie  Ykpainu BignoeimHO n0 KOHCTuTymii Ta 3aKOHy, KOHTPOJIIO 34
BUKOHAHHAM J[eP:kaBHOrO OroKeTy YKPAiHU, MPUUHATTS PIICHHS 1m0a0 3BITY mPO
fI0r0 BUKOHAHHS; TAPIAMEHTCHKOr0 KOHTPOIIIO Y MekaX, Bu3HaAueHuX KOHCTUTYIII€t0
Ta 3aKOHOM; IPUUHATTSA PIlIeHHs PO HANPaBIeHHs 3anuTy A0 IIpesuaenTa YKpainu
HA BUMOTY HAPOAHOrO Jenyrara YKPAiHu, TPynyd HAPOIHUX JemyTariB YKPATHU 9u
komiTety BepxoBHO1 Pamu Ykpainu. TakOx BaIMBHMHU IHCTPYMEHTAMH KOHTPOITIO
€ YTBOPEHHS THUMYACOBUX CiimauX KOMICIH Juis TmPOBeAcHHsS PO3CIIAyBaHHS 3
MUTaHb, 0 CTAHOBIIATH CyCIIIBLHUH IHTEpPeC, B IHPOPMaIiitHii Chepi 30kpema, Ta
MPOBEICHHS MaPJIaMEHTChKUX CIyXaHb 3 MHTaHb CBOOOAM CiOBA, AisuibHOCTI 3MI,
3araibHOI CuTyarlii B iHdopMmanivuii cepi, TOIO.

[lpe3unenT YkpaiHu BHKOHYye CBOi NMOBHOB&KEHHS y Cdepi iHGOPMAIITHOT
Oe3neku 3rigHO HOPMH BU3HAYEHOi y 1m.17 CT.106 KOoHCTuTymii YkpaiHu, a came:
[IpesunentT YkpaiHu 3aiiCHIOE KePIBHUITBO y Cdepax HAMIOHAILHOI Oe3rmeku Ta

o0oponu gaepxaeu [16]. IlpesumeHT BOMOIiEe KaHOYOBUMHU (YHKIISIMH CTOCOBHO
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oprasizarii 3a6e3nedyeHns IHpOpPManiiHO1 6e3nexu. 3riqno Koncruryii, [Ipe3uneHt
ouomoe Pany HanioHampHOT Oe3meku | 000POHM YKpainu, 3a momanHsM KaGiHety
MiHICTPIB yTBOPIOE, peOpraizye Ta JikBiaye MIHICTepPCTBA Ta IHIII IIEHTPAIbHI
Opranu BUKOHAB4YOI BNaau, ki B IHPOPMAMiiHIA Chepl 3MIHCHIOITH yHpPaBIIHHS
IeprKaBHE.

I'onoBuuM 3aBmanHsM Anminictpanii [IpesuaeHTa € nmpasoBe, Opraxizaiiiibe,
IHpOpMaIiiiHe, eKCIOPTHO-AHATITHYHE, KOHCYJIBTATUBHE TA IHIIEC 330€3MCUCHHS
aisutbHOCTI TIpesuaenTa, 30kpema i B Chepi iHpopMmariinHoi Oe3mexku. AqminicTparii
[Ipe3unenta HagaHi MMPOKI MOBHOBAXCHHS JUIs Peanizanii muX 3aBaaHb, Y TOMY
yuCii i IHPOPMATHBHOIO XapakTepy.

B crpykrypy AnminicTpanii IIpesumenta BXOmsTh npodineHI miapo3miau
(menmaprameHTH) 3 mHUTaHL IHGOPMANIIMHOT NOITHKM TA IHGOPMAIITHOT Oe3meKH.
Bonu 3abe3mneuyrors HANPSIMKH AisUTbHOCTI TIpesuaenta Ykpainu B indopmamiiHii
Coepi.

3rigno 31 €1.107 Kouctutyuii Ykpainu Paga namioHansHO1 Oe3neku | 000POHN
Ykpainu € KOOPAWHALIMHUM OPraHOM 3 MUTAHb HAIOHAIBHOI Oe3meku | 0O0POHH
npu [Ipe3uaeHTOBl YKpAiHU.

Pama namionansHO1 Oe3mekd | 000POHH YKPaiHM KOOPAHMHYE | KOHTPOJIIOE
AISUTBHICTH OPraHiB BUKOHABYOI Biaaau y Chepi HAlOHATLHOT Oe3mexu | 000POHH.

I'onoeoro Pamu HamioHampHOi Oe3meku | 000pOHM Ykpainu € IlpesumeHT
Ykpainu.

[lepconanpuuii Ckian Pamu HamiOHATKHOI Oe3meku | 000POHM YKpaiHU
dopmye IIpesuaent Ykpainu.

JIo cxknany Pamnu HaniOHAIBHOTI Oe3meku | 000POHM YkpaiHu 3a m0OCaa0r0
BXO1sTh [Ipem'ep-minicTp Ykpainu, MinicTp 060ponm Ykpainu, ['onosa CyxoOu
O0e3nekn Ykpaiam, MIHICTP BHYTPImHIX CrnpaB Ykpaiam, MIHICTP 3aKOPIOHHUX
cripas YkpaiHu.

VY 3acimannax Pagu HamiOHANhHOI Oe3meku | 000POHU YKpaiHu MOxe Oparu

yuacts ['0;10Ba BepXx0oBHOi Panu Ykpainu [16].
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Kpim TOro Big3HauumO, 1m0 Cepex  KOHTPOJBHUX, JI0PaguuX Ta
koopauHaniiHuX noBHOBaXkeHb PHBO B Chepi inpopmariitnoi 6e3neku 3rigHo Cr.4
3akony VYkpainum [Ipo Pany HamiOHanmbHOT Oe3meku |1 000POHW Ykpainu, 10
komnetennii PHBO BXOauTh Bu3HAYEHHS CTPaTeriyHUX HANIOHAIBLHUX IHTEPEeCIB
VYkpainu, KOHIENTyaIbHUX IMIAXOAIB Ta HANPSMIB 3a0e3MeueHHs HAIlOHAILHOT
Oe3neku | O00POHM y MONMITHYHIN, eKOHOMIYHIHM, COuianbHIN, BOEHHIN, HAYKOBO-
TEXHOJIOTIuHIH, eKOnoriunii, inpopmariiuii ta inmmX chepax [42].

Takox y Chepi inpopmaniitnoi Oesmexku A0 ¢yukmii IIpesumenta Ykpainu
n01a10ThCs BinnmoBiaHi Gyukiii Kadinety MiniCTpiB. 3Harouu POJb T MICIE JAHOrO
oprany B CuCtemi myOs1i4HOT B1aau YKPAiHU € CeHC BiHECTH WOT0, sK 1 [Ipe3umenTa,
70 APyroro KePiBHOrO neHTPy HOaITHKY iH(OPMALiHHOT Oe3MmeKH.

Omxe, 3MICT OpraxizaniiHO-MPaBOBOr0 MEXaHi3My JCPKaBHOT MONITUKH
3a0e3neueHHs IHGOPMAIIHHOT Oe3MeKH CKIAAAETHCS 3 TPHOXEIEMEHTHOT CHCTEMH, B
skiii Bepxosna Panga BusHauae mapametpu Oesmeku IHGOPMANIHHOT Chepw,
[Ipe3uaeHT BUPINIye TUTAHHSA CTOCOBHO BH3HAUEHHS IHCTPYMEHTIB NOCSTHEHHS Ta
3a0e3meyeHHs 1uX mapamerpis, a Kadimer MIiHICTPIB Mae 3aBaaHHs NMPOBOIUTH B
KHUTTS TiepeabaveHi 3ax0au 3aCTOCOBYHOYM BHOPAHMN IHCTPYMEHT BIUIMBY HA
cycminpHi BimHOCHHH. Ile € OCHOBHI ¢GyHKIIT maHUX TPHOX OPraHiB y MeXaHi3mi
inopmamiitHoi Oe3meku, a X edekTHBHA Peamizamis 3aICKHTh Big 10IaTKOBHUX
[MOBHOBAKEHB TA CXEM IX B3aeMOii.

OxpeMO XO4eThCs BHILIMTH CaMe B PaMKaxX MeEXaHi3My JepKaBHOI MOTITHKA
3a0e3meycHHsT IHPOPMAIIITHOT Oe3nekn Psia Cy0’ eKTiB, SKi 3IHCHIOIOTH TUTAHOM IPHHIA
BIUTMB HA IHPOPMAIiHiHY CdepPy, MmO € iXHhOI OaHIE 3 TOJIOBHUX UM T'OJOBHOIO
GyHKIII€RO.

Baromi ¢yHkmii moa0 niaTpuMku PiBHsA iHGOPMALIHHOT Oe3neku MOKIaacHI
Ha MiHICTEepCTBO KyinbTYypPu Ta IHGOPMAMIHHOT momiTnku Ykpaiaw. 3rigHO 1.1
[TonoxxenHss mpo MIHICTEPCTBO KyJIbTYPH Ta IHGOPMANIAHOT MOMITHKK YKPAiHH,
MKIIT € TO10BHMM OPranoOM y CUCTeMi IIEHTPATLHUX OPraHiB BUKOHABYOI BIA/IH, 10

3a0e3reuye (GOPMyBaHHS Ta Peaizye AcepPx)aBHy NOJITHKY y Cdepax KyiabTypH,
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JePkaBHOT MOBHOI MOJITUKW, NONyaspu3anii Ykpainu y CBITI, JepKaBHOrO
IHOMOBJICHHS, THPOPMAIIAHOr0 CyBepeHiTeTy YKpaiHu (y 4aCTHHI TOBHOBAXKCHB 3
ynpaeiiHHS [UIICHUM MAWHOBUM KOMILUICKCOM YKPATHCHKOrO HAIIOHAIBHOTO
IHdpopmamiiftHOro arentCrea “Ykpindopm™) ta iHdopmarmiitHoi Oe3meku, a TaAKOXK
3a0e3rmeuye (GOPMyBaHHSA TA Peanizamio  JAePkaBHOT mOmITHKH Yy  Chepax
kinemarorpadii,  BigHOBIEHHs Ta  30ePekeHHs  HAMIOHAIBHOT  mam’ATi,
MDKHAIIOHATBHUX BIIHOCHH, Penirii T8 3aXuCTy NPaB HAI[IOHAILHUX MEHIIWH B
Ykpaiuni, MUCTEIITB, OXOPOHH KYJIbTYPHOI CIIAIIIMHNA, MY3€HHOI CrpaBH, BUBE3CHHS,
BBE3CHHS | MOBEPHEHHS KyIbTYPHHUX I[IHHOCTEH [37].

Onniero 3 BaxnBuX QyHKII# MiHICTEepCTBA € MPOIEC PEeryTrOBAHHS MOPSIKY
PO3MOBCIO/DKEHHST TA JACMOHCTPYBaHHS BITYM3HSHMX | IHO3eMHMX (inpMIB HA
TePuTOPIi HAIIOI KPaiHu. MIHICTEPCTBO 3A1MCHIOE aePkaBHy peectpaiio Giapmis, a
BiAMOBa B Takiii peeCtpamii O3Hauae 3a00POHY (GiabMy 10 PO3MOBCIOKEHHS Ta
AeMOHCTPamii HA TepuTOPIi YKpaiHu.

Takoxx B Cdepi IHbOpPMAIIHHOT Oe3rMekr BEIUKHH KOMIUIEKC 3aBJaHb
OKIa7aeHO HA MIHICTEPCTBOM OCBiTH | HAykH YKpainu. 3riguo m.1 I10a0keHHs mpo
MinicTepcTB0 ocBitTu | Hayku Ykpainun, MOH € romoBHHM OpPranOM y CHCTeMI
[CHTPAILHUX OPraHiB BUKOHABYOI Biamu, 110 3a0e3mneuye (OPMyBaHHS Ta Peasizye
JePKaBHy TMOMITHKY y Cdepax OCBiTH | HAykW, HAYKOBOI, HAYKOBO-TEXHIYHOI
TIsUTBHOCTI, IHHOBAMIWHOT MisTbHOCTI B 3a3HAa4YeHUX Chepax, Tpancdepy (mepemadi)
TEXHOJIOTI#, a TaKOX 3a0e3meuye GOPMyBaHHS Ta Peaiizalito 1epkaBHOT MOIITUKH Yy
Cdepi 3a1iiCHEHHS 1ePKaBHOTO HAMSINY (KOHTPOIIO) 38 MIsITBHICTIO 3aKiIaniB OCBITH,
nianpuemMCTB, YCTAHOB TA OPradi3amii, skl HANATh NMOCHYru y Chepi OCBiTH ab0
NPOBAAATH IHINY JAiSAbHICTD, ITOB’A3aHY 3 HAJAHHSAM TaKUX MMOCIYT, HE3AIEKHO Bif iX
miAnOPsaKyBaHHs | ¢Opmu BracHOCTI [38].

MOH Vkpaiau BHKOHYE TICBHHH PsJ JO3BUIBHUX (QYHKIIIH, 3aBISKA SKAM
3MIACHIOETHCS PEry/TIOBAHHS HAYKOBOi Ta OCBITHBOI JisUTBHOCTI HA TePHUTOPIT
VYkpainu. Takoxx MIiHICTEPCTBO 3HIMCHIOE PeryJIlOBAHHS IMHTAHb IOB’S3aHUX I3

3aXUCTOM IHTEIEKTYaIbHOT BIACHOCTI Ta aBTOPCHKUX TPaB, M0 MAIOTh BEIMUYC3IHHMA
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BIUIMB HE TITBKM HA CHTyallito B iHGOPMamiitHii cdepi nepxasu, aie | HA 11 30BHIMIHI
BITHOCHHH, 3TTHO MI>KHAPOIHO-TTPABOBUX 3000B’sI3aHb B3ATHX HA CeOe KPATHOIO.
BuokpemMumMO TPH OCHOBHI HamPsAMKH TisiibHOCTI MiHICTEPCTBA BHYTPIIIHIX

cnpas Ykpainu B Chepi indhopmaniitHoi Oe3neKu:

NPaABOOXOPOHHA AiANbHICTb BIiAHOCHO AOTPMMAHHA HOPM B iHGOpMaLiMHOMY
3aKOHOAaBCTBI, a came: 3abe3neyeHHsA 3anobiraHHA 3104MHAM, iX MTPUNUHEHHS,
PO3KPUTTSA | PO3CNiAyBaHHA, PO3LWIYK OCib, AKi BUUHUAM 3104MHMU, BXKUTTS 3aX0A4iB

00 YCYHEHHA NPUYMH | YMOB, WO CNPUAIOTb BUMHEHHIO NPABOMOPYLUEHb;

3abe3neyeHHA cunamu noiuii Ta HauioHanbHOI reapAii ¢isM4HOro 3axmucTy i
060poHM 06’€eKTiB iIHDOPMALIMHOT IHPPACTPYKTYPU, AKi 3HAXOAATLCA Y AEPrKABHIN
BIACHOCTI, @ TAKOX OXOpoHa 06’eKTiB iHpOpMaLiNHOT iIHPPACTPYKTYPH, AKa
3HaXo0AMTbCA Yy NPUBATHIN BNACHOCTI, HA AOroOBipHUX 3acagax;

npame iHpopmaLiiHo-aHaniTMYHe 3abe3nedeHHs aianbHocTi MBC YKpaiHu wozao
60poTbOM 3i 3N104YMHHICTIO, 3abe3neYeHHs rPoMaaCcbKOoi 6e3neKkn, OXOPOHMU
rPOMaZCbKOro nopsaaKy, Towo. Lle Bkatoyae B cebe BegeHHA KPMMIHANICTUYHOrO
Ta OnepaTMBHO-NOLWYKoOBOro 0b6niky, dopmyBaHHA OHAIB, 30KpeMa A0BiIAKOBO-
iIHGOPMaALiMHUX, CKNafaHHA AePXKABHOI CTAaTUCTUYHOI 3BITHOCTI, TOLLO.

Puc. 2.2 Hanpsimku gissibHocTi MiHicTepcTBa BHYTPIlIHIX cipaB
Ykpainu B cdepi inpopmaniiinoi 6e3nexku
Mxepeao: [38]

OCHOBHUM  CHEIIaTi30BaHUM BiIOMCTBOM CEKTOpY O€3MeKu 3 TUTaHb
iHbopmarriitHoi Oe3neku, Oe3symoBHO € Cmyxkba Oesmeku Ykpainu. 3rigHo cT.l
3akony Ykpainu «IIpo cinyx0Oy Oesmexu Ykpainm» Cmyx0a Oesnekun YKpaiHu —
JepKaBHUI OpraH CHELIaJbHOTrO MpPU3HAYEHHS 3 MPAaBOOXOPOHHUMH (YHKIISIMHU,
skui  3a0e3mneuye naepkaBHy Oesneky Ykpainum [43]. Opran 0e3mocepeHbo
nianopsakoByeThest [lpesunenty Ykpainu Ta min3BiTHHI Bepxosiit Pani Ykpainu.
[lepeBaxxHa  OUMBLIICTP ~ HANPSAMKIB  ASUTBHOCTI  CHELCITYXOM  TOB’si3aHa
6e3nocepeHbO 3 IH(POpPMAIIMHUMH TpOIEcCaMH, NPUYOMY B OIHHX BHIIaJIKaX

iH(popMaIlis € METOI0 iX AISUIBHOCTI, a B IHIIUX — 3acoboM. B ¢T1.10 3akony Ykpainu
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«IIpo CmyxOy Oe3neku YKpaiHW» BU3HAYEHO (DYHKI[IOHAJIbHI MIiAPO3IUIH, CEPEN
AKUX BHIUIUMO TIi, SKI THUTaHHSAMU 1HPOpMaliiHOI Oe3neKu 3aiiMaroThes
oe3nocepebo. o HUX HajeXaTh: KOHTPPO3BIAKA, BIMCHKOBOI KOHTPPO3BIIKA,
KOHTPPO3BIYBAJIbHUN 3aXUCT 1HTEPECIB Jep:kaBu y cdepi iHPopmaliiiHoi Oe3neku,
iHpOpMaIliiiHO-aHAITUYHUH, ONEpPaTUBHOTO JOKYMEHTYBAaHHA Ta IHIII 3TiIHO 3
opraHizaiiiHow cTpykTyporo Cinyx0u 6e3nexku YKpaiHu.

o cknagy Cnyx6u Oe3neku YKpaiHU BXOAuTh JlemapTaMeHT cremiaibHUuX
TEJIEKOMYHIKAlIMHUX CHUCTEM Ta 3axucTy iH(popmanii. OCHOBHEe MOro 3aBAaHHs, 1€
peamizamii Jep:kaBHOI MOJITUKH Yy cdepi 3axuCTy JepKaBHUX 1HGOpMALIHHUX
pecypciB y mepexkax mnepefadi JaHuX, KPUNTorpadiqyHOro Ta TEXHIYHOTO 3aXHUCTY
iHpopmarlii, 3abe3neueHHss (YHKIIOHYBAaHHA JEpP)KaBHOI CHUCTEMU YPSAIOBOTO
3B’s13Ky. Cporoani Ciyx06a Oe3nexku YKpaiHu peasli3ye BeCh KOMIUIEKC 3aXOIB s
iHbopMaliitHoT Ta  ki0epOe3neku  JepKaBU:  NPOTHUIIE  KiOepTepopusMy,
KiOEepIITIUTYHCTBY, OJIOKY€E XaKepChKi aTaKu, CIIPOCTOBYE (perKwu.

Takoxx OKpemMi THUTaHHS TOB’sI3aHI 3 MPOBADKEHHSM VY JKUTTSA TOJITUKH
iHbopMaIliitHOT Oe3neKku BUPIMIYIOTh IUIANW PsA BIIOMCTB, SKI JIIOTh B CHCTEMI
OpraHiB BUKOHABYOI BIIQJIH.

OmHyuM 3 TOJIOBHMX OpraHiB JIEp)KaBHOTO YMpaBIiHHA 1H()OpMAIiHOIO
cdeporo, 6e3yMOBHO, € [lepkaBHuit KoMiTeT TeineOaueHHs 1 palioMOBICHHS Y KpaiHu.

Horo 3HaYeHHs i CTATYC MiIKPECTIOETHCS THM, IO HAsBHICTh JAHOTO KOMITETY
Bu3HaueHa HopMamu Korctutymii Ykpaian (11.20 c¢1.85 ta .13 ¢1.106) [16], 3rigHo 3
sakumu BepxoBHa Pana Ykpainu Tta llpe3unent Ykpainu npuszHavyaroTh Ha OCaau Ta
3BUIBHSIOTH 3 TOCaJ TOJOBHHY CKkiany HamionaneHOi pamu YkpaiHu 3 TUTaHb
TeaeOaueHHs 1 paJiOMOBJICHHS BiAMOBITHO.

HismeHicTs  JlepkkoMTenepanio YKpaiHW, CHEI[albHO YIOBHOBA)XEHOTO
[IEHTPAJIBHOTO OpTaHy BHKOHABYOI BIAAW, KOOPAMHYETHCS Ta CHPSIMOBYETHCS
Kabinetom MinictpiB Ykpainu. Kpim koHTponsHux QyHkuii, depxkkomrenepaaio
VYkpainu 371HCHIOE Jep:KaBHY peecTpaliio 1HGOpMaLIMHUX areHTCTB 1 JIPYKOBAHUX

3aco0iB MacoBoi iHQopmMmailii, Beae JlepkaBHuili peectp VYKpaiHM BHIABIIIB,
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BUPOOHHUKIB Ta PO3MOBCIO)KYBaU1B BUAABHUYOT MPOAYKIIii.

Hanpuxkinui 2014 poky B aepxaBi cTBOpeHO MiHICTEpCTBO 1H(POpMaLiitHOT
MOJIITUKKA YKpaiHH, AISUTBHICTH SIKOTO TaKOXX KOOPAMHYETHCS Ta CIPSMOBYETHCS
Kabinerom MinictpiB YkpaiHu. MIHICTEPCTBO € TOJIOBHUM LEHTPAJbHUM OPraHOM
BUKOHABYOi Biaau 13 (popMyBaHHS cTparerii 1HPOPMaliitHOI MONITUKU JIepKaBU Ta
3a0esneyeHHst ii AOTpUMaHHA y cdepax MPOCBITHUIBKOI MiSTTIBHOCTI, CTBOPEHHS
iHpopMaIliitHOl TPOAYKIli, CHPUSHHSA PO3BUTKY 3aco0iB MacoBoi 1Hdopmarii,
(opMyBaHHS 1 BUKOPUCTAHHS HaI[lOHAIbHHUX 1H(OpPMALIHHUX PECypCiB, CTBOPEHHS
YMOB [UJIsl PO3BHUTKY 1H(QOpPMALIHHOIO CYCHUIbCTBA Ta MOLIMPEHHS CYCHUIBHO
BaXJIMBOI 1H(OpMaIlii, B TOMY YHCIl B MUTAHHSX, IIO CTOCYIOThCS HAIlIOHAJIBHOT
Oe3IeKH.

[IpoBenennst momiTuku iHQOpMAIIHHOI O€3MeKr Ha MICISIX 3I1MCHIOETHCS
pErioHaJIbHUMU Ta MICHIEBUMH BIAAUICHHSIMHU BUIIE3a3HAUCHUX LIEHTPAIIBHUX OPraHiB
BUKOHABYO1 BJIaJH, JICPKABHUMHU aJAMIHICTpaIIIMU paiOHIB Ta o0jacTei 1 opraHaMu
MICIIEBOTO CAMOBPSAyBaHHS.

B 3aranpHOMYy MOXXEMO KOHCTaTyBaTH, IO 3a OCTaHHI POKM B YKpaiHi
chopMOBaHO CHCTEMY OpTraHiB, siKa 3/1aTHA B Taily3i 3abe3rneueHHs iHGopMaIiiHo1
Oe3IeKy BUPINIYBAaTH HalCKIIaMHINII 3aBnadHs. [IpoTe Mu po3ymieMo, 0 OpTraHH, SKi
BXOJISITh B I[I0 CUCTEMY, € CKJIaJIOBUMH CUCTEMH BJIaaH, 10 chopMyBajacs B epkasi
3 ycimMa iif BIaCTUBMMHU HEJ0JIIKaMH Ta MpoOIeMaMH.

Cepen ocHOBHUX (DaKTOpiB, sIKI BIUTMBAIOTh HA aJ€KBATHICTh Ta €(DEKTUBHICTD
MEXaHI3MIB JIepKaBHOI MOMITHKK 1HGOpMaIiiiHOT Oe3meKkn HEOOXiMHO Ha3BaTH B
MepITy 4epry B CUCTEMI JepKaBHOT'O YIPaBJIiHHS 3arajibHi HETaTHBHI TEHJCHIIII, SIKi
B TIEPEBAXKHIM OLIBIIIOCTI HACIHITYBaHI BiJl KOJUITHBOT PAASHCHKOI CUCTEMHU 1 HaOyIIH
HaWOLIBII TOTBOPHUX (HOPM.

Cromu MOXHa BIIHECTH TakKi SBHUIIA, K OHOPOKPATHU3M, KOPYIIIiS IMIaJeHUX
MaciiTaliB, HU3BKI MpodeciiiHi Ta MopaibHI SIKOCTI NMEBHUX KEPIBHUKIB Ta iX
OpPIEHTOBAHICTh HA MEPIIOYEPTOBE 3aJOBOJICHHSI HE OTPEO IPOMAJISH 1 CyCHLUIbCTBA,

a BIJIACHUX, He30aJIaHCOBAHICTh, HEY3TO/KEHICTh Ta HEIOCTATHS BH3HAYCHICTH
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KOMIIETEHLIi 0araTbOX OpraHiB BJIaAW, SKI MNPU3BOJAATH A0 OaraThOoX KOJMI3IM 1
3ITKHEHHsI iX 1HTepeciB. Takoxk XapakTepHO mIpoOiemMoro ajig OaraThbOoX KpaiH
MOCTPAASTHCHKOTO TMPOCTOPY € HU3bKA TMOJITUYHA AaKTUBHICTH 1 HEPO3BUHEHICTh
MEXaHI3MIB Ta I1HCTUTYTIB TPOMAJACHKOTO CYyCHUIbCTBA,, IO MPU3BOAUTH 10
Hee(DEeKTUBHOCTI a00  BIJICYTHOCTI I'POMAJSHCBKOIO  KOHTpOJ y  cdepi
1HOpMaIiiTHOT TISIIBHOCTI Aep’KaBU Ta ii OpraHiB.

B mimomy, MoO)XHa KOHCTaTyBaTH, W10 3MICT JisSUIBHOCTI Jep)kKaBd 1 1l
KOMIIETEHTHUX OpraHiB CTOCOBHO pEryJilOBaHHs 1HQOpMaliiHUX MpOIECiB Ta
MPaBOBIJHOCHH BH3HAYyae TMOJITUKAa 1HQoOpManiiHoi Oe3neku. ChOroAHi 3HAYHO
PO3IIMPUIIOCS 3HAYEHHA Ta MaclmTad 1HGOpMAaIHOI AISUIBHOCTI JIepKaBU, TOMY
CKJIQJTHO TIEPETIUHUTH yCi chepu AepKaBHOTO 1 CYCITUIBHOTO KUTTS, Ha K1 BIUTUBAIOTh
pe3yNbTaTH II€T TISTBHOCTI, a caMe Ha: JIEp>KaBHY 1 BIMCbKOBY Oe3leka, KylbTypy,

€KOHOMIKY, 30BHIIIIHIO Ta BHYTPIIIHIO MMOJITUKY, MPaBa JIFOAUHHU, TOIIIO.

‘ 3axucT goaaTKiB
be3neuna
T T

[ | JISUTBHICTD Y
\ kibeprpocropi

KibepHeTnuHa

6e3neka

>
| ‘ <

l

< AN

[ MepexeBa 6e3neka J

t IHTepHeT 6e3nekKa J

3axucT 0CO0JIMBO BAXKJINBOIL

iHopMmaniiiHol iHppacTpyKkTypH

Puc. 2.3 CniBBiTHOIIIeHHSI MOHATH Oe3nekH B iHGopMaliiiHOMYy Ta
Kidepnpocropax

Mxepeno: [12]



27

2.2. Bszaemopis aep:kaBHMX 1 HeJep:KaBHUX CYO’€KTiB 3a0e3nme4eHHs
iH(popManiiiHOI 0e31eKH B Cy4YaCHMX YMOBaX

CydacHa MoJITUKA JIepKaBu 3 MUTaHb 3a0e3nedeHHs iHpopMalliitHoi Oe3neku
Ma€e BpaxOBYBaTH OCOOMCTI, CYCHUIbHI Ta JEpkaBHI IHTEPECH y BHYTPIIIHbOMY 1
30BHIIIHBOMY CEpEe/IOBUIIl, BUKPUBATH HeOe3MeuHi 1HQOpMaliiiHi 3arpo3d JaHUM
iHTEepecaM Ta BKJIIOYATH BUIMOBIAHI 3aco0M W MeToAM HJig iX 3amoOiraHHs,
HEeUTpanizaiii Ta JIoKaizamii.

3a0e3nedeHHs HalllOHAJIbHOI Oe3MeKru YKpaiHW € CHpaBOl0 HE JIMIIE OpraHiB
JepXaBHOI BIIa/IM, aje i CyCHiIbCTBA B IIIJIOMY Ta KO)KHOTO TPOMAJITHUHA OKPEMO.

3rigHo cT.4 3akony Ykpainu «IIpo ocHOBM HalllOHaIBHOI Oe3neKku YKpaiHu»
cyO'ekTamu 3a0e3MeueHHs HAI[IOHAIbHOT 0€3MeKu € TPOMaJIIHA Y KpaiHu, 00'e THaHHS
IrpOMaJisiH, a BIAMOBIIHO CT.5 OJHHM 3 TMPIOPUTETIB HAI[IOHAIBLHUX I1HTEPECIB €
PO3BHUTOK IPOMAJITHCHKOTO CYCITIILCTBA, HOTO IEMOKpATHYHHUX 1HCTUTYTIB [39].

[Ipore Ha CBOrOAHI HAYKOBIYIMU B YKpaiHi CHCTEMHO HE IIPOBEICHO
JOCIIIJDKEHHSI HEJCP)KaBHOI CHUCTEMHM O€3NeKH SIK IHCTUTYIIMHOTO MeXaHI3MY
3abe3rneueHHs iHpopMariiiHoi Oe3meku, a TpoMaJCbki 00’ €qHAHHA — SIK CyO’€KTIB
3abe3reueHHs iHGOopMaIiifHOT 0e31eKH IepiKaBH.

Hapasi B kpaiHi BigOyBaeThcss GOpMYyBaHHS CUCTEMHU HEJIEP)KaBHUX CyO’ €KTiB
iHpopMalIiitHOT Oe3MeKu, IMosBa SAKOI CHPUYMHEHA IMOJIIMH OCTaHHIX pPOKIB B
VYkpaini: PeBomtoniero ['inHocTi, anekcieto Kpumy Ta arpecito Pocii na Jlon6aci. Yci
11l MO1i MpU3BeNH A0 TUTITHOT CIIBMpaIll B AaHii cdepi nepkaBHUX Ta HEIEP KaBHUX
cy0’exTiB 3a0e3meueHHsa IH(opMaIliitHOi Oe3meku, OpraHiB JAep>KaBHOI BIAJH,
TPOMAJITHCBKOTO CcycminbeTBa 1 Oi3Hecy. I[lpec-ciyxOu gep:kaBHHX CTPYKTYp
CEKTOpy O€3MeKW HajaroAwiIu CHiBIpaio 3 npuBaTHuMu 3MI, ski B cBOrO yepry
aKTUBHO 1HGOPMYIOTh TPOMAJCHKICTh 3 TIPOTUIIEIO JEpKABU POCIHCHKIN arpecii Ha
Jlonbaci Ta CHOpPOCTOBYIOTH pIi3HOTO poay Menia-geiiku pociiickknx 3MI. YV
teneedipax, paaionepenadax, JIpyKoBaHMX 1 enekTpoHHux 3MI Hamaethcs
00’eKTHBHA Ta MpapauBa iHPopmallis moa0 arpecii Pocii, noaisix B Kpumy, tommo. Sk

MpUKIIAJ, HEAepKaBHUMH CyO’ekTamu 3a0e3nedeHHs 1H(opMailiitHoi Oe3neku €
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MuibxHapogHuil  iHQopMaliiHUI  KOHcOpLiyM  «bacTioH», B CTPYKTYpy SIKOTO
BxonATh:  «lHopmauiiitauii  copotuB»  («IC»), Lentp  «MupoTtBopeub»,
MuixHapogHa  BoJoHTepchbka — Mepexxka  InformNapalm, Lentp nocmimxeHHs
apmii, KOHBepcli Ta pO330pO€HHSA; YKpaiHChKM KPU30BUWA  Menia-lLeHTp;
MuiKHApOJHUN LEHTp MPOTHAll pOCIMCHKIN mpomaranii; bropo mporuaii riopuaHii
BiiTH1, TOIIIO.

Indopmarniitauii cnpotus (IC) — € HEypsAAOBUM HPOCKTOM, TOJIOBHE 3aBIIaHHS
AKOT0, TPOTHAIS B 1H(POpMalLIHOMY MpOCTOpi 3arpo3am, MIO0 BHHUKAIOTH Y
NpIOPUTETHUX HAMpsAMKAaX HaIliOHaNbHOI Oe3nmeku YKpaiHu: BIHCHKOBOMY,
€KOHOMIYHOMY, €HepreTHYHOMY Ta y iHpopmaniiHii 6e3mneni. «IC» po3nodas cBOIO
pobory y 6epes3ni 2014 poky, micns BroprueHns PO no AK Kpum. «IC» nepesipsie
iH(pOopMaIIio 10 HAAXOIUTh, 3 JTBOX-TPHOX HE MOB’S3aHUX MDK COOOIO JDKEpEN, Jae
MOCWJIAHHS Ha YYaCHUKIB Ta CBIIKIB MOJii, pOOWTH aHATITHUKY, Ky TOTYIOTh SK
BJIACH1 €KCIIEPTH, TaK 1 MDKHAPOIHI.

Lentp «MuUpOTBOpEIb» TEXK € HE3aJSKHOI HEYPSAOBOIO OpraHizalli€lo, sika
CTBOpPEHA BYCHHUMH, XypHaJicTaMu Ta (PaxiBISIMH 3 NMUTaHb HaIllOHAJIBbHOI OE3MeKn
VYkpainu, wupy, O€3MeKu JIOJACTBA Ta MDKHAPOAHOTO MPaBOMOPSAIKY, SKi
3aiiMalOThCS TBOPYOIO, HAYKOBOK Ta JKYPHATICTCHhKOIO MAisibHICTIO. IlikaBo, mIo
pecypc HaBiTh nomyssipauil y P®, ne poboronasiii yepe3 6azy naHux «MUpPOTBOPIIS»
MEePEBIPSIOTH CBOIX CITIBPOOITHUKIB.

MixHapoaHa BoJioHTepchka crminbHOTa InformNapalm 3acHoBana y OepesHi
2014 mimuac 36poitHoi arpecii Pocii mpotu Ykpainu y Kpumy. Ha nanwmii gac nHa
BOJIOHTEPCHKHX 3acanax y cnuibHOTY InformNapalm Bxonsats mtonu 3 20 kpaiH CBITY,
saki mpoBoasaTh OSINT-mocaimkeHHs, MEepeKIagalTh Ta TMOMUPIOOTH IMyOJTiKaIii
1HO3€EMHMMH MOBaMH, BEIAYyTh BAXXKJIHUBY MEIIHHY, JUIUIOMAaTHUYHY 1 TPOCBITHUIIBKY
pobory.

3aCHOBHUKOM CIUIBHOTH 1 FOJIOBHUM penakTtopoM caiity InformNapalm.org €
BUMYIIeHHH niepeceneHens 3 Kpumy Poman Bypko. CriiB3aCHOBHUKOM CHUIBHOTH Ta

Jlessiki y4YaCHUKM CHUIBHOTH, $SIKI TIOCTIMHO >KUBYTh B VYKpaiHi, KpiM
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BOJIOHTEPCHKOI IISJIBHOCTI B KOMAH/I1 TaKOX y NMEBHUM NepioJ BIiHU Opayid aKTUBHY
y4acTb y 3axXUCTI YKpaiHu y OoioBux nigx Ha JlonOaci. YacThHa BOJIOHTEPIB — L€
BuMyIeH1 nepecenenui 3 Kpumy 1 londacy. Y KOKHOro 3 BOJIOHTEPIB € CBOSI YMOBHA

criemianizanisg B cnuibHOTI InformNapalm:

npoBeaeHHs OSINT-po3ciiayBaHb;

- aHaJi3 MacuBiB JaHUX Ta NepeBipKa 1HPopMallii;

- TeXHIYHMH 3axucT Ta 30ip iHDOpMaIii;

- HaIlMCaHHA cTaTei 1 pernopTaxiB;

- rpadiunuii abo Biieo qU3alH;

- mepekiaja myOsikalii Ha IHO3eMHI MOBH;

- TOIIMPEHHS JAaHUX 1 CTpaTeriuHi KOMYHIKaIli.

Bci po3ciinyBaHHs CIUIBHOTH PO3MIIIYIOThCS 3a BUIBHOIO JineH3iero Creative
Commons BY 4.0 1 MmoxxyTh 0e3mepenIkogHO KOMIIOBATHCS 1 PO3MOBCIOIXKYBATUCS 32
YMOBH aKTUBHOTO MTOCWJIAHHS HA JKEPEIIO TOCTII>KEHb.

Micist cninbHOTH InformNapalm:

36ip moka3iB Ta 1HGOPMYBaHHS CBITOBOTO CITIBTOBAPUCTBA MPO peajibHY POJIb
Pocii B riOpuaanX KoHQIIIKTaX Ta crernonepaiisax. Po3kpuTTs ¢akTiB mpo pociiicbke
BiliCbKOBE BTOPTHEHHS B YKpaiHy. Bukputrs ywacuukiB arpecii nmpotu ['py3ii. 30ip
matepianiB mpo omepaiii P® B kpainax Cximnoi ta IlenTpanbHoi €Bpomu, 1 Ha
brnuszpromy Cxogi.

["onoBHI 1111 CITBHOTH:

- InmenTtudikamis pociiicbkkux BiiCbKOBOCTYXO00BIIIB. BusiBieHHs 0ci0, sKi 0epyTh
y4acTh B riOpuIHUX BiliHax, siki P® Benme Ha Tepurtopii iHmmX kpain. Paktu 13
3a3HAYCHHSM iX BICHKOBHMX 3BaHb 1 IMIPO3ITIB;

- Poskputts (hakTiB HemeraapbHOTO E€KCIOPTY 30pOi Ta BIICKKOBOI TexHiKHU 3 Pocii
B 30HU KOH(ITIKTIB;

- 301p moKa3iB, IO MIATBEPAXKYIOTh Y4aCTh POCIUCHKHUX JEPKABHUX YNHOBHUKIB Y

BiifH1 B YKpaiHi a00 B IUIaHyBaHHI NIAPUBHUX ONepallii 1 BEICHHS BOEH B 1HIIHNX

KpaiHax;
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- AHaii3 1 NpPOrHO3yBaHHs BIMCHKOBO-MOMITHYHOI cuTyalii B LleHTpanbHiil 1
Cxinniit €Bpomni. AHani3 cutyailii Ha biuzekomy Cxoi;

- Po3BiHyanHs OpexHi pociChKOI MpoNara’iu;

-  BuxpurTsa uyTnuBoi ang arpecopa iHdopmanii, sika 3MyIlIye HOro 3MiHIOBATH
CBOi arpecuBHi OMNEPATUBHO-TAKTUYHI a00 CTpaTeriuHi IUIaHW, HECTHU 3HAYHI
(1HAHCOBI BUTpATH.

Lentp nmocnimxenus apwmii, koHBepcii Ta po33opoenns (IIJIAKP) -
rpOMaJIChka HE YpsioBa oOpraxizailis, sika 3acHoBaHa y 1999 pomi. I[JIAKP Oys
CTBOpPEHHUI SIK 10OpOBUIbHE 00’ €HAHHS (paxiBIIB B 00JACTI MPOQPECIHHOTO aHaI3y
IpoIIeCiB pO330pOo€eHHsST 1 030po€eHHS (MEepeo30pOEHHs) apMiil JepxkaB PpETrioHY,
pedopMyBaHHS CUJIOBUX CTPYKTYP, AISTTBHOCTI OKPEMHX MIAIMPUEMCTB 1 aKTUBHOCTI
VYkpainn Ha MibKHapogHoMmy puHKY 030poeHb. Kpim Toro, IIJIAKP mnepioguuno
3BEPTAETHCS O TEMATHUKH BIHCHKOBO-IMBIIBHUX BIIHOCHH 1 IUBUIHHOTO KOHTPOJIIO
HaJ CWJIOBUMHU CTPYKTYpPaMH, a TaKOK PO3BUTKY B YKpaiHi TEXHOJIOT1A 0OOPOHHOTO
ta moABiiiHOro 3actocyBaHHs. Excneptu IJIAKP aktuBHO mparorTs y cdepi
TOCIIHKeHHS y4acTi YKpaiHu B MDKHAPOJHUX PEKUMAX KOHTPOIIO 32 030POEHHSIMU
1 KpUTUYHUMH TEXHOJIOT1SIMHU.

Lentp mocmikeHb apmii, KOHBEPCii 1 pO330POEHHS:

— JIOCIIJDKYE TEMITH, HAIPSIMKH Ta HACHIIKH pedOpMyBaHHS CHIIOBHX CTPYKTYP
VYkpainu, criBmpalitoe 3 HUMH;

— BHUBYAE€ TEHACHINI Ta MEPCHEKTUBU TpaHChopmallii HalioHaIBLHOI 000POHHOT
IIPOMUCIIOBOCTI;

— 3IIUCHIOE TIOCTIMHWM MOHITOPUHT 1 aHali3 eKCIOPTY Ta IMIOPTY 030PO€HbD,
NPOAYKIli TMOABIMHOTO TpPHW3HAYEHHS 1 YYTJIMBHX TEXHOJOTIH  Ha
MOCTPAITHCLKOMY ITPOCTOPI, a TAKOXK 1X PO3IMOBCIOKEHHS B CBITI.

OcuHoaumu 1My gisutbHOCTI LIJIAKP mpoTsirom ocTaHHIX 1’ SITH POKIB CTaJu:

— TMPOBEACHHS HE3aJICKHUX JOCIDKEHb Y Tajay3l 30BHIIIHBOSKOHOMIYHOT

JISTTBHOCTI YKPAaIHChKUX KOMIIAH1M Ha CBITOBOMY PUHKY 030pPO€HD;

— aHai3 BIACHKOBO-TEXHIYHOTO CHIBPOOITHUITBA YKpaiHU 3 1HO3EMHUMU
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JepKkaBaMM, B TOMY UYHCII, B 00JacTi CHOUIBHUX poO3po0OK 1 IMIOPTY

TEXHOJIOT1i BIICHKOBOTO 1 MOJABITHOrO MpU3HAYECHHS;

— He3aJleXHa ekcreptuza pedopmyBaHHs 30polHUX Ccwil YKpaiHU Ta aHali3

TEHACHI[1I pO3BUTKY apMiil perioHy i CBITY;

— He3aJeXHI OIIHKM PO3BUTKY MIANPUEMCTB  OOOPOHHO-TIPOMHCIOBOIO

KOMILIICKCY;

— JIOCHIDKEHHS TMOTEHIIady peatizalii pi3HUX MNPOEKTIB y cdepi Oe3nexu 1

000pOHHM JIepKaBH.

Bcei nocmimxenns HIIAKP npoBoauTh BUKITIOYHO HUISIXOM 0aratoakTopHOTro
aHamizy Bigkpurtoi iH(opmarii: myOmikamii 3MI, BuctymiB odimiiHuX 0Ci0 Ta
eKCIepTiB, (HOpyMiB, MIKHAPOAHUX BUCTABOK Ta KOH(PEPEHIIIi.

3a yac cBoei nismbHOCTI L[JIAKP BHCTynHMB oOpranizaTopoM 1 y4aCHHUKOM
IIJIOTO Py MDKHAPOJHMX KOH(MEPEHIN 1 KpyrJiuX CTOJIB, MOro MpeJACTaBHUKHU
BUCTYIIAJIM Ha MIKHApOJHHX (GopyMax B obyacti 6e3meku i 000pOHU B JeprKaBax
€pponu ta A3zii, CIIIA i PO.

Excneptu LIIIAKP perynspHo 3iiCHIOIOTh myOIiKallii cratei, J0CHiKeHb 1 KHUT
[48].

Vkpaincekuit kpuzoBuit Menia-uieHtp (YKMII) crTBopeHo 3amns 3MilTHEHHS
YKPaTHCHKOI JIEP>KaBHOCTI Ta MIATPUMKH IMIKY YKpaiHU 3aKopJoHOM. Mu oOpanu
HEJIETKUI MUISX — MPAIIoBaTH 31 CKIAJHUMH TEMaMH, 1 y HaC HEMae UTi031d 100
MIBUAKUAX pillleHb. MU pO3yMiEMO BaKJIUBICTH TpaHCHOPMAIIHHUX TPOIECIB, IO
BiIOYBAaIOThCA y HaIlii KpaiHi OCTAaHHIMH POKaMH, Ta BU3HAEMO, 3aBISKUA SIKUM
JIOACHKUM K€PTBaM BOHU CTaJIM MOKIMBUMHU.

Bizis YKMLI:

BinbHuii neMOKpaTWYHHEM CBIT, y SKOMy YKpaiHa — HEBiJI €MHa YacTHHA
3axomy. YKpaiHa — aBaHNOCT CBOOOIH 1 IEMOKpPATHIHOTO po3BUTKY CxXimHOT €Bpomnu,
BiJI SIKO1 3aJIE’KUTH Oe3MmeKa 1 MalOyTHE CBITOBOI J€MOKpATIi.

Micis YKMLI:

Uepe3 ympaBiiHHS CTPATETiYHMMHU KOMYHIKAIIIMM, BECTH YKpaiHy BIJ
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Pepomrouii I'imHocti no Kpainu I'igHOCTI Ta CHPUSTH PO3BUTKY CaMOJOCTATHHOI
VYKpalHChKOI IepKaBH 1 CyCHuIbCTBA. MU BIpUMO, 110 IIOI'O MOKHA JIOCATHYTH JIUIIIE
CHUIBHUMHU 3YCWJUISIMH Ta 4Yepe3 MPOCBITHUIBKY poOOOTY y TICHIM cmiBOpani 3
HaITUMU MDKHApOIHUMU TTapTHEPAMHU.

HiarocTti YKMII:

VYKkpaiHCbka  JIep)KaBHICTb, TMAaTPIOTU3M, BiJBara, HEMOBTOPHICTh Ta
KpPEaTUBHICTb, YECHICTh 1 BIAMNOBLAAIBHICTE. MU 3asgBisieMO, IO HIKOJIM HE
HiATPUMYBAaTUMEMO POCIMChKI HapaTUBHU Ta IMIEpiajli3M; THX, XTO CTaBUTHCS 10
YkpaiHu SK 0 MPOEKTY; HE MOTOAMMOCH MPAIfOBATH HA POCIMCHKI KOmTH abo 3
yKpaiHChKUMH Oi13HECMEHAMU 1 TIOJIITUKAMU, SIKI MPALIOIOThCS MPOTH CYBEPEHITETY
HAIIOi KpaiHW; HE TOBOPUTHUMEMO HEIIPaB/; HE MPAIFOBATUMEMO Ha IITIKOAY JEPrKaBi;
HEe OpaTMMeMO Y4acTi y MOJITUYHMX KaMIlaHisgxX; He OyneMo ne3iHdopMmyBatd 1
NPUHIKYBATU JIOJCHKY TIIHICTh; POOUTH T€, y IO MU HE BIpUMO; HE MPUHMEMO
nopask. M MTIATPUMYEMO MiSYIB 1 JIAYOK, SKI CIPHUSIOTH JCPKaBOTBOPEHHIO,
IPEJACTAaBHUKIB TPOMAJICBKUX OpraHizaiii Ta CHIUIBHOTY HE3alleKHUX Mefia —
He(dOpMaJIbHUNA KOHCOPIIIYM YCIX THX, XTO MIpaIfoe Ha OJ1aro yKpaiHChKOT0 HapoIy.

o pobuts YKMII:

I'pomanceka opranizaiiss «YKpaiHCHhKMM KPH30BHM Memia-IICHTP» IocTana y
gaci 1 ayci PeBomrorii I'igHocTi y Oepe3ni 2014 poky, sk MIBHJIKE pearyBaHHS Ha
pociiicbky okymnamiro Kpumy Ta 3 METOH 3aXHMCTUTH CyBEpeHITeT YKpaiHu, ii
HaIlIOHAJIBbHI 1HTEpeCH y mobanbHOMY iHGOpMatiitHoMy mpocTopi. Bixg gacy cBoro
3acHyBanHs Y KMII po3BuHYBCS y IIEHTp MIKHAPOAHUX CTPATETIUHUX KOMYHIKAIIIH 3
aKTUBHHUM TIOIMUpPEeHHSAM iH(opmarllii Ha ayauTopii sk B YKpaiHi, Tak 1 3aKOPJAOHOM.
Excrieptuza YKMII oxommtoe yHIKaTbHUN Menia-IIeHTp, BUHATKOBI MPOEKTH Y cepi
pedopMyBaHHS YpSAIOBUX KOMYHIKAIlId, Melia IIATPUMKY BEIUKHM 1HO3EMHHUM
iHIIlIaTUBaM 3  JIOMOMOTH  YKpaiHi, TIMOWHHY poOOTYy 3 perioHaATbHUMHU
KypHaJlicTAMH, KOMYHIKaIlio pedopmMm, 110 TpUBAIOTh, MOAII Ta 3axoau y cdepi
KyJbTYpH, TOIIUPEHHS MEIIHHOI T'PaMOTHOCTI MOJIOJI, KOMIUIEKCHHM aHami3

ne3iHGopMaifHol TISUIbHOCT1 y MEAIMHOMY IIPOCTOPI.
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[Ipec-uentp — rosnoBHuit migpo3aut YKMII. Bin mpamoe sk xab, e
MepeTUHAIOThCA yC1 chepu AisbHOCTI Hamoi Opradizamii 1 SKAA BIIKPUTUN AJIs
HaIIUX MapTHEPIB, IKUM MOTpiOHA npodeciiiHa MATPUMKA Meia-3aX0d1B.

[aun Hanpsmu gisibHOCTI Y KM

- I'pyna 3 ananizy riOpuaHuX 3arpos;

- UCHOOSE — O6wupaem tu!;

- HauionanbHi ayuTopii: nepe3aBaHTaXEHHs PEriOHATbHUX MEIa;

- Kowmymnikariis pedhopmu aerneHTpanizaiii.

3a poxu nisuibHOcTI YKMII Ta Hamni pi3sHOMaHITHI MPOEKTH MIATPUMYBAJIU:
VYkpainceka CitoBa @ynpanis, USAID, NED, EED, NATO, UNICEF, German
Marshall Fund/Black Sea Trust, UNHCR, Spirit of America, Heinrich Boll Stiftung,
the Institute for Statecraft, Ectoncwekuii ILlentp Cxignoro IlapTtHepcTBa, yechbkuid
aQHATITUYHUN TEHTp «EBpONENChKI IIHHOCTIY, MibkHapoanuit ®@oun BiapokeHHs,
GIZ, TloconsctBa CIIA, Hinepnannis, seitnapii, @iunsuaii, Hopserii, [lIBerrii Ta
Himeuunnu, a TakoX 1HIIN OBa)KH1 OpraHizariii.

YKMI] 1inye cBOIO pemyTarlito, TOX JTOTPUMYETHCS BUCOKUX MPOdeciiiHuX Ta
€TUYHUX CTAHJAPTIB Yy CBOIM MISJILHOCTI, HE JOIYyCKAae KOH(IIIKTY IHTEpeciB Ta
CIUIKYEThCS 3 TApTHEpPaMU Ha PiBHI BUHATKOBOI JocKoHanocTi. Ha miaTBepmkeHHs
nmporo YKMII perymsipHO NpoOXOauTh MDKHApOJHI ayJIWTH CBOEl MPOEKTHOT
nismpHOCTI. Yci 13 Takux ayauTi, 1o npounuid Big 2014 poky, mamyd MO3UTHBHI
BHUCHOBKH TIpo poboty YKMI] [17].

MixHapogHui TEHTp TpoTuAli pociiicekiii mpomaranai (MII TIPIT) — me
HEypsI0BAa OpraHizailisi cTBOopeHa (axiBISIMH 3 KOMYHIKAIIA, TCUXOJOTaMH,
KypHAJIICTaMH, COIIIOJIOTaMHu, AisTYaMu B cepl KyIbTypH.

Mera meHTpy — 3axXuUCT 1HQOPMAIIMHOTO TIPOCTOPY BiA  POCIACHKOI
iHbopMarliitHol arpecii, KOOpAMHAISI MDKHAPOJHUX 3YCHJIb 3 TMPOTHAIl BILTUBY
POCIMCHKOT IpomaraHay.

lentp He ¢diHAHCYETHCS JKOIHUM YPSAOM 1 JI€ BUKIIOYHO 3aBISKH

BOJIOHTEPCHKIM Mpaili CBOT aKTUBICTIB.
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[NonoBH1 Hanpsimku Hatioi aisuibHOCTI ML TTPIT:
— MOHITOpUHT Ta aHami3;
— IIpocBITHUIITBO;
— MixHapoaHa B3aeEMOIs.
OcHoBHl mnpoayktu LlenTpy, ski OyayTh CTBOpEHI Ta JOCTYIHI, IS
BUKOPUCTAHHS B 3a0€3MeueHH1 1HHOpMaIiiiHOT OE3MEeKn JeprKaBu:
— HagyanbHi nporpaMu Jyuist TiATOTOBKYU (haxiBIIiB;
— VYHIKaJIBHOTO aHAJITUYHOTO KOHTEHTY (TeMaTU4H1 JOTMOBII1);
— Maiinanuuku oOMiHy iHpOpMaIli€to;
— Tlporpamu MOHITOpUHTY 1H(GOPMALIIITHUX 3arpo3;
— Meperka onepaTuBHOTO MOUIUPEHHS 1HPOpMAIIii.
bropo mpotunii riOpuaHii BiiiHI — HeJEp:KaBHUM 1EHTp, sKui y rpyadi 2015
POKYy yTBOpHUBCS JaBOMa IHeHTpamMu — LleHTpoM cycminbHuX BigHOcHH Ta Dongom
HaIlIOHAJLHUX CTpaTerii.
l'onoBHOto MeTor0 pobGoTu bropo € nmomomora y BUpPOOJIEHHI Jep)KaBHOI
NOJIITHKA B YKpaiHi y cdepi mpoTHaii TEXHOJOTIsAM TiOpHAHOI BIWHM, CHPUSHHS
BUpoOieHHto cniibHOi cTpaTerii 3 HATO ta €C ctocoBHo ii MiHIMI3alii y €Bpori Ta

3ano0iraHHio il pO3ropTaHHIO HA 1HIIUX TEPUTOPIAX.

2.3. AHanui3 JaepkaBHOI NOJITHUKH 3a0e3neyeHHsi iHpopmauiiiHoi Oe3nmexku
Ykpainu

EdexkTuBHII 3aXUCT HAIlIOHATBHUX 1HTEPECIB ACP)KABU HAMIPAMY 3aJICKUTh BiJT
TOT0, SIK YCIIIIITHO 3/IaTHA PearyBaTH Ha 3arpo3W Ta BUKJIMKU CHCTeMa 3a0e3MeyeHHs
HaIlioHaJIbHOT Oe3meku. B miil cuTyalii BaKJIMBUM acTEKTOM € JeTadbHUN aHaii3
BHYTDPIIIHBOTO  Ta  30BHIMIHBOTO  OE3MEKOBHX  CEpe/oBHIN.  BpaxoByroouun
B32€MOIIOB’ I3aHICTh Ta B3aEMO3AICKHICTD IMUX KIFOYOBHUX CKIIAJOBUX HAIIOHATBHOT
0€3MeKr Ta MOXKJIIMBOCTI JIEPKaBH, CTBOPIOIOTHCS TapHiI YMOBH AJisi €()EKTUBHOTO Ta
MO3UTUBHOTO BHUPIIICHHS MPOOJEMHUX MUTAaHb 3aXUINEHOCTI IHTEPECIB JepKaBH,

CYCILJIBbCTBA Ta OCOOH.
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Cepen 6aratbox METO/IB, 10 3aCTOCOBYIOTHCS MPU OpraHi3allii Ta MiIaHyBaHHI
JI€p’KaBHOI TOJITUKU 3a0e3nedyeHHs 1H(opMmauiiHoi Oe3NeKku BIAAaMO IepeBary
HactynauMm: PEST, SWOT, OSINT - ananis.

PEST-anani3 (iHomi mo3HadaroTh sk STEP) — anamitmuyHuii MeToa, SKUM
MpU3HAUYCHUN 171 BusBieHHs nojituunux (P — political), exkonomiunux (E —
economic), comianbHuX (S — social) 1 Texnomoriunux (T — technological) acniekris
30BHIIIHBOTO CEPEIOBUIINA, SIKI BIUTUBAIOTHh HA 00’ €KT JTOCIIIKEHHS.

[TomiTuka BUBYA€ETHCS, OO BOHA PETYIIIOE BJIaay, SKa BH3HAYA€ B CBOKO UYEPry
cepelloBUlIe 00’€KTy AOCHIIKEHHS Ta OTPUMaHHS KIIIOYOBUX PECypCiB 3aais i
icHyBaHHS. [OJIOBHOIO TPHYMHOIO BHUBYCHHS EKOHOMIKM € CTBOPCHHS KapTHHU
PO3IOALTY pecypciB B JAeprKaBi, 10 € HAWBAKIIUBIIIIOK YMOBOIO JISUTBHOCTI KpaiHHU.
Takok BaXJIMBI aCIEKTH BH3HAYAIOTHCS IPH JOMOMO3i COIIaJIbBHOIO KOMITOHEHTA
PEST-ananizy. OcTaHHI YHHHUK — TEXHOJOTTYHUH KOMIIOHEHT, METOI
JOCIIHPKEHHSI SIKOTO BBAXAIOTh BUSIBJICHHS TEHJICHIIIM Y TEXHOJOTTYHOMY PO3BHUTKY.
Pesynpratn PEST-ananizy oQopMistoTbcs y BUIJISAI MaTpHIll, IO JI03BOJISE
OI[IHUTH 30BHIIIHIO CUTYAIIil0, IKa TIEBHUM YUHOM BIUTMBA€E Ha 00’ €KT JTOCIIIHKEHHS.

PEST-ananizs wmae pisnoBumu. PESTLE - anamiz € po3mmpeHor 1BoMa
dakropamu (Legal i Environmental) Bepcieto PEST-ananizy. Inoai 3acTocoByroThCs
i iHmi ¢dopmaru, Hamnpukian, SLEPT-ananmiz (romoc mpaBoBuit  ¢akrop) ado
STEEPLE-ananis: CKOHOMIYHHH, MTOJIITHYHUH, CoIliaIbHO-AeMOrpad IYHUH,
TEXHOJIOTIYHUHM, JOBKUUIA (MPUPOIHUI), MpaBoBUW Ta eTHiuHI (akTopu. Takox
MO>KE BpaxoByBaTHUCS 1 Teorpadiuauii pakTop.

Y cdepi HamioHanmbHOT O€3MEKHM OCHOBHHM METOJ JIOCHIIKCHHS €
PESTLE(M), ne M (military) — BOEHHUI aCIIEKT.

Let aHaTITHYHUA METOJ MOTYXKHO BHKOPHUCTOBYETHCS CTPYKTYPAMHU CEKTOPY
6e3nekn Bennkoi bputanii. Ha ocHOBI MeToay OyayI0Th Mamy pU3WKiB HaIlIOHATBHIN
Oe3merll 1epKaBH, Ky IIOPIYHO OHOBITIOIOTb.

[lle omgHi€er0 3 yCHIIHUX TEXHOJOriH 3 60-X pOKIB MUHYJIOTO CTOJITTS # 10

ceorojeHnss € SWOT-anani3, SKUil IHUPOKO 3aCTOCOBYETHCS y  MpoIeci
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CTPATErivyHOro IIaHyBaHHS, 1 MOJATAa€E B PO3AUICHHI YMHHHKIB Ta SBUIL HAa YOTHPU

kateropii: cunbHuUX (Strengths) 1 cmabkux (Weaknesses) CTOpiH TPOEKTY,
MoxuBocTed (Opportunities), 110 BIAKPUBAIOTLCA MPU WOTO peanizallii, Ta 3arpos
(Threats), noB's13aHUX 3 HOTO 3A1MCHEHHSM.

3a ponomororo TpaauiiiHoro Mmerony SWOT-aHanizy npoBoadThCs AeTalbHI
JOCITIPKCHHS 30BHIIIHBOT'O Ta BHYTPIIIHBOTO CEPeIOBUII. Pe3ynbTaT parioHaqTbHOTO
SWOT-ananizy, akuii cnpsiMoBaHUN Ha (popMyBaHHS 3arajbHOro 1H(OPMAIIAHOTO
MOTEHITIay, J1a€ MOsABY €(EeKTUBHUX PIIIEHb, SKI CTOCYIOTHCS BiJINTOBITHOTO BIUIUBY
(peakiii) cy0’exkta (CUJIBHOI, cepelHbOi ¥ cy1abkoi) BIAMOBIIHO JO CHUTHAITY
(cunbHOMY, cepeiHbOMY a0 ciaabkoMy) 30BHIIIHBOTO cepenoBuia. SWOT-ananiz —
e CKJIaJ0oBa YaCTHHA CTPATETiYHMX IUIaHYBaHb Ta MPUHHATTA CTpaTeTiuHUX
YIPaBIIHCHKUX PILIEHb.

SWOT-anani3z 703BOJIsi€E HaM BH3HAYaTH CyYaCHWM CTaH 30BHIIIHBOTO Ta
BHYTPIIITHBOTO 0€3MEKOBHUX cepeioBulll B cdepi iHdopMaliitHoT 6e3rekn YKkpaiHu.

[IpoananizyBaBIIy BIAMOBIAHICT, TOJNITHKHA JEpXkKaBU MI0J0 3a0e3MeueHHs
iHpopMaliitHoT Oe3neku Ykpainu npupeaemo matpuiro SWOT-aHamizy cydacHOro

30BHINIHBOTO Ta 0€E3MEKOBUX

CTaHy BHYTPIIITHBOTO cepenoBuiy B cdepi

iHdopMariitHo1 Oe3neku Y KpaiHu.

Tabnuysa 2.1
Matpuusa SWOT-anaji3zy cy4acHOro cTaHy 30BHIIIIHbOT'0 TA BHYTPIllIHLOT 0

Oe3nexoBHX cepeaoBuil B cdepi ingopmauniiiHoi 6e3nexn YKpaiHu.

CuibHi cTopoHn Cna0ki croponn

1. Hwu3bka Ha CBITOBOMY PHHKY KOHKYpEHTHa
CIPOMOJXKHICTh HalllOHaJIbHOI iH(OopMaLiitHOT

1. TloryxHuil HaykoBMH mMoTeHwian y cdepi
iHpopMaTu3alii Ta 3B A3KY.

2. Benmka KimbKIiCTh NpOBalJepiB 3B SI3KY —
iHpOpMaLiHO-TeIeKOMYHIKAI[IHHUX KOMITaHIH.
3. Benuka KUTBKICTb MaricTpaibHUX
OTITOBOJIOKOHHHUX JIHIN 3B’S3KY.

4. Bucoka mnpuOyTKOBIiCTH Ta NpUBAOIMBICTH

TEeJIEKOMYHIKAI[II{HOT ramys3i.

MPOTYKIIII.

2. HepocratHiil piBeHb PO3BUTKY BITUM3HSHOT
iHpopMaNiiHOT IHPPACTPYKTYPH.

3. BincraBanns y cdepi TeleKOMyHIKaIHHIX
TEXHOJNOT 1  3aco0iB
BHUCOKOTEXHOJIOTIYHMX BUPOOHHUIITB.

BITUU3HIHUX
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[ToniTyHa BOJISI KEPIBHUIITBA KpaiHU.

3MiHa €THOTICHXOJIOT1i YKpaiHChKOTO
CYCILIbCTBA.

7. 3MeHIIeHHS KOHTEHTY pociiicbkux 3MI B
iHpOopManiitHOMY pocTopi YKpainu.
8. IudopmaruBHuUt

CYIIPOTHUB  IHCTHTYTaMH

IrPOMaISIHCHKOTO CYCHIBCTBA VYkpainu
JNECTPYKTUBHUM IHPOPMAIIITHUM BILUIMBAM.

9. Pedopma opraniB aepaBHOI BIau CEKTOPY
Oe3MeKu.

10. CTBOPEHHSATOJIOBHOTO OpPraHy
KOHTpHponarasau — MiHictepcTa

1HQOpMaLIIHOT OMITHUKY YKpaiHH.

4. Henmocxonaimii 3axucT iHGoOpMamii Bix
HECAaHKIIOHOBAHOTO JIOCTYIly B pPe3yJbTari
BUKOPDUCTaHHA  IHO3EMHOi  TEXHIKM  Ta
iH(pOpMaIiil TEXHOJIOTIH.

5. TexHONOTriYHA 3aJCKHOCTH JCPKABU BiJl
1HO3eMHHX iHpOpMaLiitHO-KOMYHIKAI[IHHIX
TEXHOJIOTIH.

6. Bbpak marpwumi
Oesrerti Ykpainu.

7. KBomna

3arpo3  iH(opMaIiiHii

3aXUIICHICTh  BIJ  €KCHaHcil
iHpopmanii iHo3emMHuX 3MI HamioHanbHOTO
1H(GOpPMaLITHOTO TPOCTOPY.

8. HenocratHe iHdopmarliiiHe MNOKPUTTS Ha
OKyIoBaHUX TepuTopiix VYkpainu (Cxig Ta
Kpum).

9. Henockonana HOpMaTHBHO-IIpaBoBa 0a3u 3
MUTaHb 3a0e3nedeHHs HpopMaIiiHO1 Oe3MeKu.
10.BigcyTHss rapMmoHi3alisi Ta KOOpAMHAIIIS

MDKHAPOIHOTO Ta HAI[IOHAIILHOTO
3aKkoHOAaBCcTBa y  chepi  iHopmariitHOT
Oe3mneKu.

11. Henockonaina KOMYHIKaIIis MDK

TPOMAJITHCHKUM CYCHUIBCTBOM Ta YPSIOBUMH
CTPYKTYpaMmHu , SIK HACJTJIOK BUHUKAE COIliaTbHA

Hampyra, sSKy  BHKOPUCTOBYIOTH  MPOTH
IHTEpECiB IepKaBH.
12. BincyTHs IHTETrpOBaHICTh B €IUHY
CHUCTEMY MDKHApOHOT iHbOpMaIIiitHOT
Oe3mneKu.

Mo:xnuBocTi 3arpo3u

1. CTumyirOBaHHS KOHKYPEHTOCIPOMOYKHOTO
BUPOOHUIITBA HAIIOHAJILHOTO 1H(GOPMAIIITHOTO

MPOJIYKTY Ta BBEJICHHSA HOBITHIX
iH(pOpMAaIITHUX TEXHOJIOTIH.

2. 3ale3nedeHHs e(eKTUBHOT 6e3nexu
iHQOpMaLIHO-TEIEKOMYHIKAI[IHHUX ~ CHCTEM,
AKl TpalpolTh B IHTEpecax  yINpaBIIiHHSA

KpaiHOIo, 3a0e3neuyloTh MnoTpebu Oesneku Ta
o0OpOHH JepKaBH, YycCiXx cdep EeKOHOMIKH,
CHCTEM  YOpaBIiHHA  BCiIMa 00 €KTamu
KPUTHYHOT IHPPACTPYKTYpH.

3. Po3pobka 1 BHOpPOBAUKEHHS JIepKaBHHUX
CTaHJApPTIB  Ta  TEXHIYHUX  PETJIAMEHTIB

1. TlommpeHHs HEIOCTOBIPHOI, ymepeKEeHO1
Ta CcroTBopeHoi iH(opmalii B 3apyOiKHOMY
iHbOpMaLIITHOMY TIPOCTOPI, IO 3aBAA€ MPAMOIi
[IKO/IM HAIlIOHAJBbHUM IHTEpecaMm JIep>KaBH.

2. 3arpo3za Oesnme4yHOMY Ta
(GYHKIIOHYBaHHIO
1H(pOpMaLiHO-TEXHOJOTIUHUX

CTaOUTBHOMY
HAIOHAILHUX
CHUCTEM  Bif
OposiBIB  KIOEpHETHMYHOT  3JOYMHHOCTI  Ta
KiOEpHETUYHOTO TEPOPHU3MY.

3. HeraruBni iH(opmamiiiHi
CIpsMOBaHI  Ha  MIIpUB
KOHCTUTYIIIHOTO  Jamy,

KOPJIOHIB 1  TepuTOpiaJbHOI

BIUIUBH, SKi
CYBEpPEHITETY,
HEJOTOPKAHOCTI
ILTICHOCTI
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3aCTOCYBaHHSI i BUKOpHUCTaHHS iH(OpMaLiiHO-
KOMYHIKAI[IHHIX TEXHOJIOTIH, K1 BIIMOBIIAIOTH
Ta MOETHYIOTHCSA 3 MDKHApOIHUMU
CTaH/IapTaMH.

4. CTBOpEHHs Ta BOPOBA/KCHHS HAIIOHAIBHOT
cucreMd  KibepOe3mekn 1 HOPMAaTHUBHO-
3aKOHOJaB4O1 0a3u ii 3a0e31eYeHHs..

5. CTBOpeHHs Ta BIPOBAPKEHHS CHUCTEM
LIBUJKOTO pearyBaHHs 1H(QOpMaIIIiHUM aTakam,
CHENITIIPO3AUTIB CEKTOPY O€3MeKH IS BEICHHS
1H(GOPMaLIITHO-TICUXOJIOTTYHUX OTeparlii.

6. 3abe3nedeHHs AepxkaBolo y cdepi 3B’ SI3Ky Ta

1HpopMaTu3amii KOHKYPEHTOCIIPOMOKHHX

VYkpainu.

4. TlopymeHHs perimaMeHty — 30upaHHS,
30epiranHs, 00poOku Ta epenadi iHGopmariii 3
O0OMEXEHHUM JIOCTYIIOM Ha MiANPHEMCTBAX
000POHHO-TTPOMUCIIOBOTO KOMILJIEKCY
Jiep>KaBH, OpraHax BICBKOBOTO YIPAaBJIiHHS, B
cdepi HallIOHATBHOT eKOHOMIKH.

5. IndopmarniiiHO-TICHXOJOTIYHMI BIUIMB Ha
BINICbKOBE KE€PIBHMIITBO, 0COOOBHI CKIa] apmii
i BIiCbKOBUX (OpMyBaHb Ta HaceJeHHS
VYkpainu.

6. HesaxumieHictsb

NEPCOHAIIBHUX JaHUX

rpOMaJsiH JIepKaBU Ta EINEeKTPOHHUX 0a3

TEXHOJIOT1H. aHUX.
7. T'ibpuana BiiHa Pociiicekoi ®Depeparrii
IIPOTH YKpAIHHU.
8. He BupoOmena cucrema 3a0e3medeHHs
iHpopMaliiiHOT Oe3neku YKpaiHu.
9. BiacyrHicTh IIHAPOKOTO MOBJICHHS

CYCITUTBHOTO TeJie0aueHHs Ta PalioMOBIICHHSI.

Y BumenaBeneniii wmarpuii SWOT-ananmizy BKka3zaHa pealibHa —OIliHKA
CTpaTeriuHoro craHy Ykpainu B cdepi 3abesnedeHHs iHGopMaliiHoi Oe3reku, 3
OTJISITy BIAMOBIAHOCTI MOTOYHOI cTpaTerii Aep>KaBHOI TMOJITUKH HanOe3meku 10 ii
BHYTPIIIHIX PECYpPCiB Ta MDKHAPOJHOTO cTaHOBHINA. CHWIBbHI CTOPOHHU [Ep>KaBU
TpaHC(HOPMYIOTh 30BHIITHI MOXJIMBOCTI Yy peajibHi, MiABUIIYIOUM WMOBIPHICTH iX
peamizamii. Jlep>kaBa MOBUHHA TMEPETBOPIOBATH 3arpo3u MPAIIOIYM HaJ CIAOKUMH
CTOPOHAMHM 1 pealli3yBaBIIM HEOOXITHI CTpaTEriyHi KPOKM Ha MPHUAATHI CTpaTeridHi
aNTbTEPHATUBH.

PosBinka Binmkputux mkepen (anria. Open source intelligence, OSINT) —
KOHIIETIis, METOJOJIOTIS 1 TEXHOJOTis JOO0yBaHHS Ta BUKOPUCTaHHS BIHCHKOBOI,
MOJIITUYHOT, EKOHOMIYHOI Ta 1HIO1 iH(hOPMAIIii 3 BIAKPUTHUX JDKEpEII, 0€3 MopyIeHHS
3aKOHIB. BUKOPUCTOBY€EThCS NIl IPUUHSATTS pillieHb y cepi HallOHATBHOT Oe3MeKH

Ta 000poHH, 1y cdepi iHpopmariitHoi 6e3nekn Ykpainu 30kpema (puc. 2.4).
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Open Source Intelligence
(OSINT)

Puc. 2.4 Po3Biaka BIiIKPUTHX TKepes

Mxepeno: [44]
AHATITUKO-CUHTETUYHY  [MePePOOKy mepBUHHOT  IHpOpMmarii, 30epiranus i
PO3MOBCIOKEeHHS IHGOPMaIii, 3a0e3nedyeHHs Oe3neku IHGOPMaNii T8 mpe3eHTaris
pe3ynabTaTiB n0ChimKkeHb. [lepBuHHA IHGOPMALIS 3 BIAKPUTHX KEePesn micius ii
AHATITUKO-CHHTETUYHOT 1ePePOOKH CTAIOTh IIHHUMM 3HAHHIMHM, SKI MICIAS IBOr0O
MOKYTh CTaTh CEKPETHUMH — SIKIIO HE BIZHOCATHCS 10 Kareropii imdopmarii, ska
HE MOKe OyTH BimHECeHOO 10 AP KaBHOT TAEMHHMIII.

Metoau 300py po3BigyBanbHOi iHdpopmanii B OSINT  kapauHAIBHO
BIZIPI3HSAIOTBECSA Big pPemTd HANPSMIB PO3BiAYBATBHOI AisibHOCTI. JI0 mpukiamy
poboTa areHTYPHOi PO3BiAKK mOnsrae B OrpuManHi (100yBaHHI) TOTPIOHOT
Indopmamii 3 xepena, sKe HE 3aBKIW 3rOAHEe A0 CmiBmpari, MmO € TOJOBHOO
npo6iemoro B il po6oTi. Hatomicte B OSINT roa0BHE MUTAHHSA — MOMIYK HAMIHHUX
Td 3MICTOBHUX JOKePen CePen  BCiei  kimbkOCTI  PI3HOOIYHOT  iHOpMAaii

KiOePHETHIHOrO MPOCTOPY (pHcC. 2.5).
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HeooOxigna
iHbOopMaIris

Cucremarun3aris Ta I'enepyBanHs
CTPYKTypH3allis IMUTaHb CTOCOBHO
iHpopmarrii 3 MIPEIMETY TIOIIYKY
BifIOpaHUX JHKepen

I'pynyBaHHS mUTaHb
Bubip 3a XapaKTePHUMH

"Haiikpammx" O3HaKaMH

TDKepen

[Tomyk
Hbopmartii mo
KO’)KHOMY 3 TTUTaHb

Amnami3z pKepen
iHpopmarrii

Puc. 2.5 MeToauka nomyky ingopmanii 3 BiTIKpUTHX JxKepe 3a 10MOMOr 010
OSINT
Mxepeno: [44]

CyTHICTh AaHOT METOAMKH TOJISITA€ Y HACTYITHOMY: NIl OTPUMaHHS HEOOX1IHOT
iH(popMaIlii CTOCOBHO TPOoOIeMU HEOOX1THO cHOPMYBATHU BEIHMKY KUIBKICTh MTUTAHb,
KJIacu(iKyBaTH TUTAHHS MO CHElU(pIYHAM O3HAKaM, BU3HAUYMUTU 3JICKHOCTI MIK
rpynamMu 1 TMEBHUMU NUTAaHHSMU, BUKOHATH TMOIIYK iH(oOpMalii 3 YCIX NHTaHb,
MpOaHaIi3yBaTl Ha 00’ €KTUBHICTh, JAOCTOBIPHICTh, HOBU3HY JDKepena iHQopMarlii,
BUOpaTH HaMKpaIli JHKEpea, CTPYKTYPYBaTH Ta CUCTEMaTU3yBaTH 1H(POPMAIIITO.

Sk pe3ynbTaT MOCHIIKEHHS — OTPUMAaHHS TIOBHOI XapaKTEPUCTUKHU MPOOIEMHU.
PesynpraTé 3acTOoCyBaHHS J1aHOi METOJUKH KapJIWHAJIBLHO BIIPI3HSIIOTHCA BiX
3BHYAMHOTO MOMIYKY iH(pOopMaIlii mo mpoodsiemi, sika JOCTiIHKY€EThCA.

[To pi3uuM orinkam ¢axiBiiB, po3BigyBanbHi ciayx6m CIIA y BigkpuTux
oKepenax kibepmpoctopy dictaroTh Bim 33% mo 96% posBigyBanbHOI iH(pOpMaIii,
xoua Butpatd Ha OSTIN ckmamarore Omm3pko 1% BCHOTO aMEPUKAHCHKOTO
po3BimyBaigbHOrO OrOmKeTy. IcHye TBepmkenHs anamitukiB CIHA, mo maibxe 90%
yCiX pO3BIAYBaJbHUX JaHUX M00YBalOTbCS 3 BIOKPUTHX Kepen Ta Bcboro 10%

npHIagae Ha poodorty areHTypH [13].
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BucnoBku 10 posainy 2

Otox, MalOyTHe naepaBu YKpaiHa HAmpsMy 3aJIeKUThb BiJ €(PEKTUBHOL
JEp>KaBHOI TMOJITHKHM, BIJ 3JaTHOCTI 3aXUCTUTH Ta BIACTOATH Y BJIACHOMY
iHdOopMaIiitHOMY MPOCTOp1 HAI[lOHAIBHI W AYXOBHI ILIHHOCTI, BiJ 3a0e3medyeHHs
CTIMKOCTI Ta Mpane3laTHOCTI JIepKaBHUX CTPYKTYp B HAJI3BHUYAWHHUX CHUTYalisIX 1
00CTaHOBI[I HEBU3HAYEHOCTI.

Opranizaiiss epeKTUBHOTO pearyBaHHs JepKaBOI Ha ChOTOJIHIIIHI BUKIIUKY 1
3arpo3u iHdopmaliiiHii 6e3nerl MOBUHHO nepeadadaTy LEeHTPpaTi30BaHe YIpaBiIiHHS
13 JICTAIBHUMH PO3MOPSIHULBKUMU (QYHKIISIMH, 110 3a0€3Meuyl0Th MOHITOPUHT Ta
KOHTPOJb 32 YyCIM HaI[lOHAIbHUM 1HGOPMAIIHUM TpocTopoM. Y Oyab-sSKHX
CUTyallisIX cuctema 3a0esneueHHs Oesneku iHQopmanii B VYkpaini Mae OyTu
CKOOPJMHOBAHOIO, 0araTto0i4HOI0, 0araroacrekTHO Ta BOJOJMITH 3JIaTHICTIO
30epiraHHs BaXXJIMBUX IapaMeTpiB CBOTO (PYHKITIOHYBaHHS.

Taxkum guHOM, 1IOO JOCATHYTH MEBHOTO PiBHA Oe3neku iHdopmallii B YKpaiHi,
HEOoOXiTHO copMyBaTH €IMHUN MEXaHI3M 3a0e3nedeHHs 1H(popMaIliiHoi Oe3reKu
JIep>KaBU Ha OCHOB1 BUPIIICHHS HACTYITHUX MTUTaHb:

— CTBOPUTH CHUCTEMH HOPMATHUBHO-TIPABOBUX aKTIB, fAKI PETyIIOBAaTUMYTh
BIIHOCHHH MK 00’ €KTaMU 1 cy0’€KTaMHU JisSJIHOCTI, 1110 BUHHUKAIOTh B 00J1aCT1
3abe3reueHHs iHGopMaIliiftHO1 Oe3MeKu;

— OpraizyBaTd O€3MOCEPEeNHI0 MiSUNIbHICTh JEpKAaBHUX OpraHiB BIaad 1
HEeJep)KaBHUX OpraHizaiiil cTOCOBHO 3a0e3neueHHs iH(opmaliiHoi Oe3mexu
JIep’KaBH, CYCIHUIBLCTBA 1 OCOOMCTOCTI, @ TaKOX dYepe3 IHTepecu e(HEKTHUBHO
YIPABIATH LI€I0 MiSUTbHICTIO;

— moOynyBatu cucCTeMHU 3a0e3meueHHs iHGopMarliiiHoi Oe3meku YKpaiHu Ha
OCHOBI I'OJIOBHUX TPUHIIMITIB 3a0€3MeUeHHs 0e3MeKH;

— po3poOWTH MeXaHi3M BUPOOJEHHS TMOJITUYHUX PIIeHb, X BUKOHAHHS Ta

KOHTPOJIIO.
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Po3ain 3. IPIOPUTETHI HAITPSAMUA PO3BUTKY CUCTEMHA
MOHITOPHUHI'Y TA OIIIHKH 3AT'PO3 IH®@OPMAIIMHOI BE3IIEKHU B
YKPAIHI
3.1. Inentudikanis Ta 3axucr 00’€KTiB KpUTHYHOI iH(opManiiiHOl

IHppacTpyKTYpH

3arpo3y HauioHadbHIM Oe3neni YkpaiHu Hece 301 y poOoTi iH(opMaliiHO-
KOMYHIKallIMHUX CHUCTEM 1 MeEpexX, BIJ SKUX [OBHICTIO 3aJ€XKHUTh CydacHe
cycnuibCTBO. JlaHa curyailis O0€3yMOBHO MOKE MPHU3BECTU JI0 XaoCy Ta HaBITh
KPUTHYHHUX BTpAT (PIHAHCOBUX, MaTePIaJIbHUX 1 JIFOJICBKUX PECYpCiB.

CporojiHi piBeHb Ta e(PeKTUBHICTH 1HPOPMaIIHO-KOMYHIKAI[IHHUX CUCTEM BCE
OuTbIlIe BH3HAYA€ TOTEHIIIMHI MOXJIMBOCTI PO3BUTKY CY4YacHOTO CYCIUIbCTBA. 3a
JIOTIOMOTOI0 ~ HaWcy4acHIMUX 1H(OPMAI[IHHUX TEXHOJIOTI JepKaBU MOXYTb
peaizoByBaTH BJIACHI HaIllOHAJbHI iHTepecH. He 3acTOCOBYHOUM BOEHHY CHIIY IO
KOHKYPYIOUOi JIep>KaBH, sIka HE MAa€ YU B HEl HE JOCTATHs JII€BA CUCTEMa 3aXUCTY BiJ
iHQOpMaIIfHUX BIUIMBIB, MOXHa IMOCIA0UTH ab0 3aBJaTH HEMOMIPHOI IIKOAM il
oesrmeri.

[Hdopmartilina ckiiagoBa B yMOBaxX PO3BUTKY CYCIIUIBCTBA CTA€ Jeaali OUThII
BaroMOI0 Ta OJHICIO 3 HAHOUIBII BaXXJIWUBINIMX €JIEMEHTIB 3a0e3IeyeHHs
HallioHaapHOI Oe3reku. BiacHe ToMy mnwmTaHHS 3a0e3nedeHHs 1HGOpMaIliiHOT
0e3rnekn B CydacHOMY 1HQOpPMaIIfHOMY CYCHIJIBCTBI € MEPIIOUYEPTOBUMH Y TIOPSIKY
JEHHOMY B CHCTEMi VIpAaBIiHHSA HAIIOHAIBHOIO Oe3MneKor JepxaBoro. Jlis
JIOCSITHEHHS YCHiXy Ta TepeBard y BUKOHAHHI 3aBAaHb Yy BOEHHO-TIOJITHYHIMH,
iHbOpMaIliitHii, colianbHIN, eKOHOMIYHIN Ta 1HIUX chepax MOTPiOHO eheKTHUBHE
MPOBENICHHS HAI[IOHAIBHOI 1H(pOpMamiitHOT TmomiTuku. MartepianbHa OCHOBA
iHbopMarliitHol iHPpPACTPYKTypH KOXKHOI JEp)KaBH CKJIAA€ThCA 13 3aco0iB
CTBOpEHHSI, MOIIYKY, 300py, MpUiOMYy, MOIIMPEHHS, 30epiraHHs, aBTOMAaTH30BaHOT
00poOKHU Ta 3aXHUCTy 1HPOpPMAILi.

CraOubHICT, PO3BUTKY UHMBUII30BAHUX KpaiH 3ajieUTh Bl CTaOLILHOTO

(GyHKIIOHYBaHHSI 00’€KTIB 1HQPACTPYKTYpH JAEp>KaBH, sIKi HE B OCTAHHIO Yepry
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noTpeOyroTh 3a0e3neyeHHs 3axucTy. [0 Takux 00’€KTiB BIAHOCSTHCA BaXKJIMBI JJIsI
KUTTENIIBHOCTI  JE€p’KaBH, [KI  OTpUMaidud  Ha3By O0’€KTM  KPUTHYHOI
1HQPaCTPYKTYpH.

OO0'exkTH KpUTUYHOT 1HPPACTPYKTYpU — MIANPUEMCTBA Ta YCTAHOBU
(He3anmexxHo BiI (GopMHM BIACHOCTI) TaKUX Traiay3ed, SK eHepreTuka, XiMiuyHa
OPOMUCIIOBICTh, TPAHCIOPT, OaHKKW Ta (QiHaHCH, 1HQOpMAlIAHI TEXHOJOTii Ta
TeJECKOMYHIKallii (€JIeKTPOHHI KOMYHiKaIlii), MPOJOBOJBCTBO, OXOpPOHA 3I0POB'S,
KOMYHaJIbHE TOCHOJAPCTBO, HIO € CTPATErivyHO BAXKIUBUMHU s (PYHKI[IOHYBaHHS
€KOHOMIKHU 1 0e3MeKH JepkKaBu, CyCHUILCTBA Ta HACEJICHHsS, BUBEACHHS 3 Jaay abo
pYWHYBaHHS SIKMX MOK€ MAaTH BITUB Ha HalllOHAIbHY Oe3neKy 1 000pOoHY, IPUPOIHE
Cepe/IOBUINE, NPHU3BECTH JO 3HAYHUX MaTepiaibHUX Ta (IHAHCOBUX 30HUTKIB,

JFOJICHKUX XKepTB (puc. 3.1).

YPAZI0Bl YCTAaHOBH
OCHOBHA pecypcHa 0a3a
BIMCBHKOB1 00'€KTH
MOPCBHKI TOPTU
O6'eKTU KPUTUYHOT Ha(TO Ta ra30MpPOBOIU

iHppacTpyKTypH . .
3aJTI3HUYHI CTaHIIII
naM'sITKA KYJIBTYPHOI CIIaIITUHU
1HII1 00'€KTH

Puc. 3.1 O0’ekTH KPUTHIHOI iHppaCcTPYyKTYpH
Joxepedio: [47]
3akoH Ykpainu «IIpo OCHOBHI 3acamm 3a0e3mnedeHHs kKibepoe3nekun YKpaiHu»
BUKOPHUCTOBYE TepPMiH «KPUTHYHO BaXIUBI 00'€KTH THPPACTPYKTYPH», BUSHAYAIOUH

iX sk ropuamdHi  0COOHW, JisIBHICTH sAKMX Oe3mOCePenHb0 TOB'SI3aHA 3

TEXHOJIOT ['YHUMH npouecamMu ta/ado HaAaHHAM IIOCIYT, 110 MAKOTh BEJIMKE 3HAYCHHI
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Il eKOHOMIKM Ta TPOMHCIOBOCTI, (DyHKIIOHYBAaHHS CyCmiasCTBa Ta O€3MeKH
HACENICHHS, BUBEJACHHS 3 Jiaay a00 mnopymieHHs QYHKIIOHYBAHHS SKHX MOXe
CHPaBUTH HETATUBHUM BIUIMB HA CTaH HALIOHAIBLHOI Oe3rmeku | 000POHM YKPAiHH,
HABKOJIMIIHLOTO MPHPOMHOr0 CepenOBHINE, 3anOisiTH MAaWHOBY IIKOAy Ta/ado
CTAHOBHTH 3arP03y IJIs )KUTTSI | 3710POB'S JIIOICH.

Ileti 3akOH TakOX HAMAE B3A€MOIOB'SI3aHE BU3HAYEHHS O00'€KT KPUTUYHOT
IHpOPMAIITHOT IHPPACTPYKTYPHU: KOMYHIKAIIITHA 800 TeXHOIOriYHa CuCTeMa 00'eKTa
KPUTHYHOT 1HGPACTPYKTYPH, Kibeparaka Ha sAKy Oe3moCepeaHbO BILUIMHE HA CTaie
(GyHKIIOHYBaHHSI TAKOT0 00'eKTa KPUTUYHOT IHPPACTPYKTYPH [32].

Ananizyroun J0CBII PO3BMHEHUX KPAiH B NHUTAHHI MEXaHI3MIB 3aXuCTy
KPUTUYHOT THPPACTPYKTYPH Ta IneHTH(IKAIT eneMeHTIB, CeKkTOPIB Ta 00’€KTiB
KPUTUYHOT IH(PPACTPYKTYPH, MOXKEMO KOHCTATyBATH, MO0 MPOBImHI KPAiHU CBITY
ONMPHITIOIHUIN BIACHI CTPATETIi, Kl BUKOPUCTOBYIOUH PiHI METOIH, IIeHTH(IKYIOTH
KpuTHuHi  IHGPACTPYKTYPH  CBOIX  nmepkaB.  lmeHtudikyBarn  KPUTHUHICTH
IHGPACTPYKTYPH MOXKHA, HANPUKIAA, 3 OMIsAy HA MOXIUBOCTI MOIIYKOBO-
PATYBIBHUX PeCypCiB Ta Opraxizaiiii, moTik TOBapiB | MPOayKi(ii, a00 elIeMeHTIB
IndpacTpykTypu Ta By3miB. OguHak He PO3P00aEHO HA CHOrOmHI s imeHTudiKarii
KPUTHYHUX [HPPACTPYKTYP 3aranbHuX KPuTePiiB. Tak0x CyTTeBO PI3HATHCS OOHMH
BiZ OHOr0 6a30Bi KPUTEPIl T MOHATTS KPUTHUHUX IHGpPacTPykTyp. KOkna kpaina 3
TOYKH 30Py BaXJIMBOCTI MOCIYT JJIsl JIePkaBH, eKOHOMIKH Ta Oe3meKu CyCriibCTBa
a00 KPUTUYHOCTI OKPeMHuX Tramy3eil (CexTopiB). Pi3HI HamiOHambHI IHTEPEeCH B
3aeKHOCTI BiA PIBHS PO3BUTKY JCPXKaBU Ta PEriOHy € TrOJOBHUM 0ap’epom
3araibHOI CTaHmapTu3aii B Chepl 3aXucCTy KPUTHIHOI IHDpPACTPyKTypu. Aste Cepen
yCiX cTpareriii Pi3HUX nep>kaB CBITY MPOCTIAKOBYETHCS KIF0OUOBA MO3UIIST KPUTHIHOT
IHppaCTPyKTYyPH — Oe3reka rpOMaasiH, CyCiIbCTBA Ta JIePIKaBH.

3rizn0 JupektuBu €BPOmeiChk0i KoOmiCii kOxHa nmepxasa ineHTH(DIKYE
eNIEeMEHTH  KPUTUYHOI  IHPPACTPYKTYPH 38  HACTYmHHMH  (AKTOPAMH,

XapakTePUCTUKAMHM, KPUTEPIsIMH T O3HAKAMMU:
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macmrad (reorpadiyao 0XOruieHa TePUTOPIs, HA sAKkiid BTPara X0ua 6 OxHOTrO 3
CJIEMEHTIB KPUTHYHOT IHPPACTPYKTYPH 3aBIAE CePHO3HOI KON );

BIUTMB HA HACEJCHHS (KUIBKICTH 3aru0ymX, mOCTPakaanuX, 0Ci0, ki 3a3HaIM
3HAYHUX TPABM, & TAKOK YMCIIO €BAKYyHOBAHOI0 HACEIICHHS);

eKOHOMIYHA mKOAA (PO3MIP MPAMUX | HEMPAMUX €KOHOMIYHUX BTPAT, BILIUB
Ha BBII);

eKOJIOTiyHa IIKOAA (BIUIMB HA HABKOJMIIHE MPUPOAHE CepPeaOBHUINE Ta
HACEJICHHS);

B32€MO3B’ 30K 3 IHIIUMU eJIEeMEHTAMHU KPUTHYHOT IHGPACTPYKTYPH;
noaiTHYHUN edekT (BTPara BleBHEHOCTI y aie31aTHOCTI BIAAK);

TPUBANICTh BIUIMBY (K Came | KOIW MPOSBISATHCS HACIIAKH, TOB’s3aHI 3
BIIMOBOIO YM BTPATOIO 00’ €KTIB KPUTUYHOT IHHPACTPYKTYPH).

O0’extn IHGOPMALIHHOT IHGPACTPYKTYPH 3aiiMar0Th OCOONHMBE MiClEe B

CuCTeMi KPMTHUUHOI IH(PPACTPYKTYPH JePXKaBU. IX e]eKTHBHMI 3aXUCT €

HEOOXITHMM eneMeHTOM 3a0e3leueHHs HamiOHanbHOI Oesmeku. JI0 HuX Ciuif

BigHeCTH IH(OPMAIiHI CUCTeMH Ta KOMII'IOTEPHI Mepexi: CekTopa Oes3meku |

000pOHHM; OPradiB MICIeBOr0 CAMOBPSIAYBAHHS Ta ACP)KABHOT BIAIH; IIIIPHEMCTBA:

eHepreTryHl, XiMIuHI, TeJeKOMYyHIKAIIiHI, TPAHCHOPTHI, OAHKIBCHKOI CHCTEMH Ta

JKMTJIIOBO-KOMYHAJIBHOTO roCriogapCTBa.

BpaxoByroun yCi iHdOpmariitHi KOMIOHEHTH MOXEMO KOHCTATyBaTH, IO

KO)KHOMY 00’ €KTy KPUTHIHOT IHDPACTPYyKTYPH HEOOXITHO:

Gi3ngHMA 3aXUCT (3AXUCT BiA QI3MIHOr0 ypPakeHHS:);

3aXuCT Big kibeparak ta 3arpos;

PamiOeeKTPOHHUI 3aXuCT (3aXUCTI BiA €JICKTPOMATHITHOTO IMITYJIBCY Ta
PamioeeKTPOHHOTO MOIABIICHHS );

3aXUCT  OOCIIyrOByrYOr0  mepCoHary  (3axuCt  Bim  iHdOpManiiHO-
NCUXOJIOTIYHOTO BIUTUBY).

B VYxkpainl npuainseTsCs yBara 3aXuCTy HAABAKIUBUX 00’ €KTIB KPUTHYHOT

IHppacTpykTypu. [ 1p0ro npuiHHSTO | BBeIeHO B Jit0 PsiT 3aKOHOAABYHMX AKTIB, sKI
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BU3HAYAIOTH OCOOIMBOCTI TA &IrOPUTM 3a0e3MeveHHs 3aXUCTy KPUTHYHOI
InppacTpykrypu. JI0 HuX MOxHA BigHeCtu: Crpareriro HANIOHATBHOT Oe3MEeKH
VYkpainu, Boenny n0krpuny Ykpainu, Ctparerito xioepHeTHYHOI Oe3neku YKPaiHu,
Vka3 Ilpesunenta Yipainu Ne8/2017 «IIpo pimenHs Pagu HaioHANBHOT Oe3nekH |
oooponn VYkpainu Bim 29 rpyans 2016 poky «IIpo ymOCkOHameHHs 3aXOniB
3a0e3neueHHsl 3aXUCTy 00 €KTIB KPUTHYHOI IHGPACTPYKTYPU», NPOSKT 3aKOHY
VYkpainu «I1po kputruny iHPPACTPYKTYPY TA 11 3aXUCT».

5 xostas 2017 poui Ilpesument Ykpainm Ykazom Ne 2163-VIII mignucas
3akon Ykpainu «IIpo OCHOBHI 3acamu 3abe3mneueHHs KiOepOesnekn YKPaiHW» B
3MICTI SKOrO € BU3HAYCHHS «KPUTHYHA IHdOPMamiiHa iHpPaCTPyKTypa» Ta «00’€KT
KPUTUYHOT IH(pOPMAIiitHOT iHdpacTpykTypu». 3rimu0 mn.15 Crarri 1 kputudHa
IHpopmariitna indpacTpykrypa — CykymHICTh 00’€KTIB KPUTHYHOT 1HGOPMALIHHOT
inppacTpyktypu, a m19 00’exkT KPUTHYHOI IHPOPMAIIHHOT iHpPACTPyKTYpH -
KOMyHIKamiiiHa ab0 TeXHOJOriyHa CuCreMa 00’ekTa KPUTUYHOT IHPPACTPYKTYPH,
kibepaTaka Ha sKy Oe3mOCePeqHBhO BIUIMHE HA CTaie (QYHKIIOHYBAHHS TAaKOr0

00’exTa KPUTUYHOT iHppacTpykrypu [40].

3.2. lllnsaxu 3a0e3meyeHns oe3nexu iHpopmauii B Ykpaini

EdexTuBHUMU HANPsAMKAMU BAOCKOHAJICHHS JCPXABHOI MONITHKHA 1010
3a0e3meucHHs Oesmeku indopmarii B Ykpaiui mig gac arpecii PO nporu Ykpaidu
MAlOTh CTATH:

1. BmpoBamkenHs y IHdoOpmamiiiamii mpoCTIp HAmIOHATBHE CyCHIIbHE
MOBJICHHSI, BITHOBUTH CyCHIIBCTBA A0 YKPAiHCHKUX 3MI, BIpPOBamuTé mPO30PICTH
Meia-pPUHKY Ta TPOBECTH HOr0 1eMOHOMOI3AMI0, 110 CIPHYUHUTH CTBOPEHHS yMOB
s PO3BUTKY HesarexHuX 3MI. HeoOXimHO po3mmpuTe HA TePutopii YkpaiHu
MOXJIMBOCTI kabenpHUX Mepexxk kpain €C ta CIIA, 3abe3neuntd TPUCYTHICTH
SKICHOTO yKPAiHCHKOrO iH(GOPMAIIHHOTO TPOAYKTY B CYITyTHUKOBHUX MepexaX, sKi
A0CTynHI y Mac-meAiitHOMyY mpocTopi P® ta COro3HMX i aep:kaB mOCTPAAIHCHKOrO
IIPOCTOPY.

2. Iocrifinuii KOHTPOJB 33 NISIBHICTIO YKPATHCHKUX |HTEPHET-PeCypCiB, sKi B
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yMOBax IH(OpMANIAHOT BifiHM MOXyTh OyTH CTBOPEHI B COLIATBHUX Mepexax
POCI¥ChKMMU CrerCity>k0aMu 3 MeTOr0 Oprasizaiii Ta jgecradimizamii mpomeciB B
YKPaiHChKOMY CyCHIBCTBI, @ TAKOX KOMIAHIHA, 1m0 Jil0Th B EKOHOMIYHHX,
nOJITHYHUX, COIiATbHUX Chepax | CIyKaTh NPUKPUTTAM JJIs JIsTIbHOCTI IHO3EMHUX
Crencmyxo.

3. TlpuainenHs ysarm m0 POOOTI 3 enitamu CyCigHIX KpaiH (HOJITHKAMM,
Oi3HecOM, misuamu KynbrTypu). CTBOPeHHs IHGOPMAIAHOT0 MPOAYKTY Ui Ii€d
Kareropii 0Ci0, skl MOBHHEH BHPIZHATHCS BIA 3BHYANHOrO IH(OPMAIIHHOIO
NPOAYKTY CHOXKHMBAaHHA PiBHeM epPynoBaHoCTi. Opraxizamis qis AaHOi COmianbHOT
rpynu 3yCtpiueid, Oi3HeC-kOH(epeHiiid, (OpymiB, mUCKYCiid, mnpeC-TypPiB TOIIO.
CTBOpPEHHS CHIbHUX MPOEKTIB 3 eKCriePTaMu rPOMaICHKUX OPrauizaiii IHmmX kpain
U1 IPOCYBAHHSI YKPATHCHKOT mO3uIlii B CBITI.

4. KonneHTpyBanHs yBaru mo pooori 3 perionansaumu 3MI (06:1aCTh, paiioH,
MICTO TOmIO). lHiriroBaHHs 3aX0aiB MIOA0 X AOOPOBIILHOI Opraxizamii y €auHy
KOMaHy | pOpMyBaHHS €UHOT CTparerii xii B indopmariixii chepi.

5. BnpoBamkeHHs 3aXx0miB i3 3amydeHHsM mnpeactaBHukis 3MI  1m0m0
HATAr0KEHHs y BIHChKAX MOMITHYHO-IH(GOPMaLiiHOT PO60TH. CTBOPEHHS YMOB ISt
epexTrBHOI CroiBnpani npeacraBuukie 3MI 3  kOMmMaHayBaHHSAM  BIHCHKOBHX
¢dbOpMyBaHB.

6. CTBOpPeHHS BOJOHTEPCHKUX MOJTITHYHO-IHPOPMAIIHHUX Opuran 3 gucia
NPenCTABHUKIB MEHTPATRHUX Ta PerioHanbHuX 3MI, BONIOHTEPCHKUX Opraxizarii,
TBOPUOi IHTEnIreHmii, CTyAacHTIB TOMO. I'010BHE 3aBaaHHsS CHOPMOBAHUX OpPHram —
PO3rONONIeHHS CyCHiIbHO-BAXUIMBOI IH(GOPMAIIT Ta TOMUPEHHS MPOYKPATHCHKOT
no3uIii B CyCrmiIbCTBI, TiABHINEHHS a0 CBO€i nepxaBu PIBHA marpioTH3My Y
rpoMasiH, TOMIO.

7. CnpsmyBaHHS 3yCWib HAa (QOPMYBaHHS MONITHKH ICTOPUYHOT mam’sTi
nepxaBu YKpaina, B AKid MPuAMTH yBary: HAlOHAIBHINA Tiam’sTl; PO3BIHIYBAHHIO
MipIB «CIiTEHOPYCHKOT» €THOCTI; TOMO0JIAHHIO PAINSHCHKOI, & HA JaHWWA Yac |

POCIHCHKOT ICTOPHYHOT MiOIOrii; mpe3eHTali ICTOPUYHOr0 MHHYJIOTO JCPXKABU Y
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Cy4aCHHH COIIOKYJIbTYPHHUH €BPONECHCHKUI MPOCTIP TOMIO.

8. Po3BiHuyBaHHs Ta BUKPUBAHHS Mi(IB POCIHCHKOT nponaranan B Kpumy ta
Ha Cxoxml VYxpainu. Bapro nporumisty npomaraHauCTChKOMY BIUMBY P He
«000POHHOI0» TAKTHKO0, d HABMAKKM MOTPIOHO 3aWHATH HACTYNAIBHY mO3uiito. s
KOHTPIPONaranuCTChKOr0 HACTymy JepkaBHa IHOPManiiHa momituka YkKpaiHwu,
notpedye edekTHBHMX CTPATEriuHMX KOMyHIKamid, a came mOOya0By IiaiCHOrO
CBITOCHPUAHSTTS | IPOCYBAHHS HOr0 y BCIX PeriOHax Ha BCIX PIBHAX Ta OyIb SKUMH
JePKaBHO-yIPABIIHCBKMMH METOIAMH.

[ToTpiOHO Cepen 3axoniB 13 3abe3nedeHHs IHGOPMALIAHOT Oe3meku mia vac
«riOpuaHOT BiHWY» BPEry/IOBaTH JAOCTYH J0 HAMIOHAILHOrO IH(OPMALIHHOTO
npOoCTOPYy: BBECTH TPABOBHM PexuM, sSIKMM mependauvae 3axomu 1m0a0 3a00POHU
ar000r0 MOBJIGHHS B IHGOPMAmiHHOMY nPOCTOPI VYkpaiHu CynpOTUBHUKA |
oprasizariii paaioeaekTPOHHOT OOPOTHOH.

VY pasi npuitHATTS HeOOXITHUX HOPMATHBHO-ITPABOBHUX AKTIB Bi0OyBATHMETHCS
eTan BIPOBADKEHHS IMX MOJOXKCHb B KUTTEMISIIBHICTD JEPKCTPYKTYP, OCOOIUBO
CTPYKTYP CextOpa Oe3meku | 000POHM. HACTymHMM eTarnOM, HE MEHII BAKIUBHUM,
Oyme HamarOmKeHHs B3aeMOAIT MK yCimMa Cy0’ekT 3a0e3meueHHs IH(OPMALIHHOT
Oe3meku, mo0 yCi mpamoBaiy M0 €qUHOMY IUIAHYy Ta 3aayMy. Jlanuii «CrerianpHui
PeXMM» TOBHHEH CTATH KIFOUYOBHUM IHCTPYMEHTOM CTPUMYBAHHS NPOTHBHHUKA B
IHhOpMaIiitHOMY TPOCTOPY YKPATHH.

Ha cb0romni MOxHa KOHCTATYBATH, I110:

— mOTY)XHA nmponaraHauCTka Kommaxis P® e CMUCIIOBOO BIHHOIO MPOTH HAMIOT

JePKaBH, sIKA HECe HeraTHUBHI HACTIIKY s IHPOPMAIHHOT Oe3rekn YKPainu;

— TrpoMansHChKe CyCminmbCTBO TAa Biama YKPaiHM TOBWHHI AKTHUBHIIIE

BUKOPHUCTOBYBATH MOTCHIIIAT IHPOPMAIIHHOT MOTITHKHY;

— BEIMKHHA BIICOTOK HACENIEHHS MAE€ HU3BbKY JAO0BIPY 10 IH(pOPMAIIHHOT
nisibHOCTI HamioHapHUX 3MI 32 HE00 ekTUBHE BHCBITICHHS MOl B KPaiHi,

HE3a10BOJIEHUH IISIBHICTIO BIAIH,
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— JepkaBHA IHGOPMANIHA TOJITHKA MAae HEAOMIKM B KOHTEKCTI YKPAiHCHKO-
POCIHCHKOT BliiHM;

— y uiipOBOi ayauTOPii BIACYTHE IiIiCHE CHOPHUHATTA YKPAiHW sK €IUHOT
nOJITHYHOT HAMIT T €AMHOT KPATHH;

— moOya0Ba JepP>kaBHOT IH(GOPMALIHOT MOJITUKKA HE 3AIMCHIOETBCS SAK LIIICHA
KOMYHIKaTHBHA KaMIIaHis;

— He BPaxXOBYIOTHCS | TPOTHO3YHOTHCA yCI 3arpo3u iHdopmaniiuiii Oesmeni
VYkpainu Ta TeHaeHuli a0 iX TOsBH, SKI BUHUKAIOTH B IHGOPMALIHHOMY
poCTopI;

— KIOep-npoCTIp BHUKOPHCTOBYETHCS TMEPEBAKHO B IIISAX 3aXUCTy, & HE SK
npOCTIP [yt ACUMETPUYHOT BiNOBIII IPOTHUBHUKY;

— ngepkaBHiW IHGOpMamiiHii momiTumnl Ykpainn nOTPIOHO BAOCKOHAICHHS
HOPMATUBHO-TIPABOBOr0 Ta  IHCTUTYIIHHOrO  3a0e3MeyYeHHs  PO3BUTKY
IHdOpMariHfHOro CyCiasCTBa,;

— BeCh XaOTHYHUH TPOIEC Peanizamii qepkaBHOT MOIITHKKA YKPAiHU HEOOXIITHO
3MIHUTH HA CUCTEMHHI.

Buxoasiuun 3 BHIIE3a3HAYCHOTO MOXKHA CTBEP/KYBATH, IO MPIOPUTECTHUMHU
HAampPsMaMu IePKaBHOI MONMITHKYM 3a0e3redeHHs IHdOpManinuoi Oe3nekn Ykpainu
MO>KHA BOAYATH:

- (opmyBanHs TA PO3BHTOK CyO’eKkTiB IH(MOPMAIIHHOT Oe3meku Ha OCHOBI
3aralbHOBM3HAHUX IIHHOCTAX HAMIOr0 CyCHibibCTBA | OCHOBHUX TPUHITAIIAX
IHhOpMAaIiitHOT Oe3TeKy;

- BJOCKOH&JICHHS  JekaBHOT mOMITHKK  IHQOPMALIKHOI  Oe3meku 3
ypaxyBaHHSM PeaabHUX KITbKICHO-IKICHUX MMOKA3HUKIB, 110 BiqOOPAKAIOTH )KUTTEBO
BXUIMBI IHTEPeCH JePrkaBu, CyCITiaCTBA T 0COOUCTOCTI;

- BCTAHOBJICHHS HECPKAaBHOT CUCTeMH CTPaXyBaHHS IHPOPMANIHHUX PH3HKIB,
10 rapaHTye 3aXHIIEHICTh KUTTEBO BOKIUBUX IHTEPECIB JnepkaBu, CyCHipCTBA Ta
0CoOmCTOCTI Bix 3arpo3 B iHdOpmariitHii chepi.

Jlis  BOPOBDKEHHS TONITHKH 3a0e3nedeHHs IHQOPMAIIfHOT Oe3meku y
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HAWKOPOTIII CTPOKH, HEOOXITHO 3AIMCHUTH Psif OPraHizaniiHuX MUTAHb, @ CaMe:

- peoprauizarnis Cctpykrypu amapary PHBO, 0CO6iMBO TuX mimpo3niiis, ski
BUPIIIYIOTh TUTAHHS IHPOPMAIIHHOT Oe3rmekr HA MiaNPUeMCTBAX TA OPraHizaiisx,
10 TPAIIOI0TH 3 000POHHUM KOMILIEKCOM JePKABH;

- BUKOPUCTAHHS y CBOIH JIsSIbHOCTI MPUHIMIKA TOTITHKO-aaMIHICTPATHBHOIO
yIPABJIIHHS JJ1s1 TiABUIECHHS PIBHS IHPOPMAIIITHOT Oe3nekn

- 00O0B’s13k0BO  ayOmroBaTv  IHdOpMamiiHl  CUCTeMH Ta  MPOBOAMTH
pesepByBaHHs IHGOPMAIIHHKUX PeCypCiB, BPAXOBYIOYM BEIUKY IMIKOAY Bif
3aCcTOCyBaHHs IH(MOPMALIHHOT 3001 10 AePKaBHUX CUCTEM YIPABIIHHS;

- B aismbHOCTI PHBO mpiopuTeTHUMHU HANPSMKAMU BU3HAYMTH MOHITOPUHT
piBHs IHQOPMANIAHOT Oe3neku, MexaHi3m peectpanii iHGOpMaiiHUX 3arpo3 Ta
MiHIMI3aIII0 HeOe3neuHuX (HakTopiB, siki MOPOKYIOTH JaHI 3arpo3u;

- BPaxoByro4M Cy4aCHI 3aBAAHHS II0A0 3aXUCTy IH(OPMALIHHUX PeCypCiB I
KOMIIT’FOTePHUX CUCTeM OPraHiB ynpasiiHHs HOTPIOeH meperisag OCBITHBOT MOTITHKH

B I[JIOMY y JIepKaBi Ta y BIIChKOBO-HABYAIBHUX 3aKIa1aX 30KPeMa.

3.3. Hpono3unii mansa mokpameHnss eeKTUBHOCTI (yHKUIOHYBaHHA Ciry:KOH
Oe3mexkn YKpainum y pPisHuX Cdepax AisSILHOCTI AeP:KaBH I 3a0e3nedeHHs]
inpopManiiiHoi 6e3nexkn YKpainu

OyukionyBaHHs Pi3HUX CheP AIsTbHOCTI HAIIOT 1ePKaBH B CKIIATHUX yMOBAX
ChOrOJICHHS, K HIKOMM MOTPeOYIOTh MOKPAmEHHS iX epeKTUBHOCTI, Came s
3a0e3reucHHsT IHPOPMAIIHHOT Oesmeku  Ykpainu. [IPOmOHyeMO PO3TISHYTH
npono3uiii B HACTYymHUX CdepaX, a came: BOEHHIW, 30BHINIHHOMOIITHYHIMN,
BHYTPIIIHBOMOMITHYHIA, E€KOHOMIYHIM, HAyKOBO-TeXHOJOriUHIi, 3aKOHOAABYIMH,
npoTuali KibepHeTHYHIN 3M0YUHHOCTI Ta QYHKIIOHYBAaHHI OPTraHiB Jep>kaBHOI BIIAIH.

Ipono3unii y BOeHHiii Cdepi. Po3BuTOK IHDOPMAMIHHOI 30p0i 3yMOBHB
BUICHHsT 1H(GOPMAaNIHHOT O0POTHOM B OKPeMHuii IHTETPOBaHMIA BUJ CTPATETIYHOrO
3a0e3reyeHHs] BIHCHKOBUX Oreparmiii skl CnpsMOBaHI HA JOCATHEHHS HAJ
NPOTUBHUKOM IHGOPMANIAHOT MepeBaru 3aBAsSKH KOMIUIEKCHY BHUKOPHCTAHHIO il

CKJIQIOBUX 33 €IMHUM IUTAHOM Ta 3aMHUCIOM. Sk HACHigIOKk y BOeHHIW Cdepi
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NOSIBUITMCS HOBI pOpPMU BefeHHs 1HGOPMALIHHOT O0POTHOM: IHdOpPMaNiiHA Oneparis
Ta CrieniapHa OnepaTuBHa IHGOPMAILIS.

ITiaroTOBKY BUCOKOKBAMIIKOBAHUX (axXIiBIIB I BEACHHS KIOCPHETHUHHUX
BIiH Ta 3axuCry IHGOPMAIIKHOrO NPOCTOPY VYKPaiHu Big JACCTPYKTHBHOIO
IHhOPMAIIfHOr0 BIUIMBY ChOrOAHI HA BIAOMYOMY PiBHI MPOBOIUTH BIiiiChKOBUI
IHCTUTYT TeleKOMyHIKalli Tta IHpOpMaTu3amii HanioHambHOrO  TEXHIYHOTO
yHiBepcutetry VYkpainm «KuiBChkuii moOmiTeXHldHUN IHCTUTYT IMeHl lrops
CikOpCBHKOro».

Buxonsun 3 BUIIIEHABEIEHOTO, TPOMTOHYETHCS:

1) yIOCKOHAIWTH 3aKOHOAABCTBO 3 YCiX NHUTaHb IH(oOpMaIiiHOT Oe3meku y
BOEHHIN cdepl 3 LUUII0 KOOpAWHAIT AISNIBHOCTI OpraHiB BIHCHKOBOIO
yIpaBliHHS Ta OpraHiB JepKaBHOT BIaAM MiJ 4Yac pIlIeHHA 3aaad Jyis
3abe3rneueHHs iHGopMalliitHo1 0e3MeKu;

2) Oe3nepepBHUI aHaI3 3acTOCyBaHHS (OpM, 3ac00iB 1 CrIOco0iB iH(pOPMAIIHHOT
OopoThOM y BO€HHIN cdepi, OKpPECIUTH HaNpIMKU 3a0e3nedeHHs
iH(popMaIriitHOT 6e3IeKu;

3) ymockoHamutd GOpMH 1 crmocobu MpOTHAIl  iHGOpMAIIHHUM OIepalisam
CYyNpOTHBHUKA, CIPSIMOBAHUMH Ha TMOCIa0JICHHS 000POHO31aTHOCTI JACPIKaBU;
crieliaJbHUM 1H(OpMAIITHUM OrIepallisiM, JissM 30BHINTHBOI 1H(GOpMAaIIHHOT
arpecii Ta pi3HOTO JECTPYKTUBHOTO 1HPOPMAIIIITHOTO BILIUBY;

4) yIOCKOHAJIWUTH BiJ HECAHKI[IOHOBAHOTO JOCTYIy BHIM 1 3aCO0M 3aXHCTy
iHbopmarii y iHQoOpMaIIHHO-TEICKOMYHIKAI[IHHUX MepeXkax, 3aJisTHUX B
yIpaBIliHHI BifickkaMu Ta 30pO€ro;

5) cTBopuTH €nuHMI iHQOpMaIiiHUI TpocTip YKpaiHM y BO€HHIH cdepi B
iHTepecax (QYHKIIOHYBaHHS 1 AisuTbHOCTI 30porHux cun Ykpainu (3CY) ta
pemrta BifickkoBUX opMmyBaHb BoenHoi opranizariii gepxasu (BOJI);

6) MDKBiIOMYa KOOIEpaIliss Ta ICHTpai3aiis MiArOTOBKH KaJpiB 3 BEICHHS
iHopmartiitHoi 60poThOM Ha 06a3l HarioHaabHOrO yHIBEPCHUTETY OOOpPOHU

VYkpainu iMeH1 IBana UepHsIXOBCHKOTO (KEpIBHUM CKIIaJl CEKTOPY O€3MeKH) Ta
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BiiicbkOBOTO 1HCTUTYTY TeJIEKOMYHIKalli Ta iHPopMaTuzaiii HauionansHOro
TEXHIYHOIO YHIBepcuTeTry YKpaiHu «KHIBCBKMII MOJNITEXHIYHUH IHCTUTYT

imeH1 Iropst CikopcbKoroy» (TE€XHIUHI CIEHIaIICTH).

Ipono3uuii y 30BHiIHbONOMITHYHINA cdepi. [HPopmaniiina mnomiTHKa

VYkpainu BiJKpuTa, OPIEHTOBAHA HA JOTPUMAHHS MpPaB I'POMASH HA IHTEIEKTyaJIbHY

BJacHICT, Ta 1H(opmanio. JlepkaBa MNOBMHHA MIATPUMYBATH BITYM3HSHUX

BUPOOHUKIB TEXHOJIOT1H, 3aXUIATH BHYTPIIHIA PUHOK BiJ MOTPAIUISIHHS HA HbOTO

3aByaJIbOBaHUX €JIEMEHTIB 1H(opMalliitHoi 30poi. Lle Hacammepe 1 BaKIIMBO ChOT'OJIHI,

ajpke 1H(pOpMaIliitHi TEXHOJOT1] 3e0UIBIIOT0 KYYIOThCS 32 KOPJIOHOM, B TOM 4ac K

ICHye TEHJACHI[ISl 0 pyHHYBaHHS BJIACHOTO HAayKOBO-TEXHIYHOTO Ta BUPOOHUYOIO

MOTEHITIaTy. 3 1€ IIJUTFO0 TPOTIOHYETHCS:

1)

2)

3)

IHTErpyBaTU y MDKHApPOJAHI 1H(OpMAaIIHHO-TeIEKOMYHIKAIIHHI OopraHizamii ta
CUCTEeMHM Ha 3acajaX EKOHOMIYHOI JIOLUJIBHOCTI, PIBHOMPABHOCTI Ta
30epekeHHs 1HHOPMAaIlIITHOTO CyBEPEHITETY;

rapaHTyBaTy Ha JIep>KaBHOMY pPiBHI1 BUaCHE BUSIBICHHSI 3arp03 HAI[lOHALHOMY
iH(hOpMaIIITHOMY CYBEPEHITETY 30BHIIIHBOTO XapaKTepy, IIJIKOM BiANOBIIHA
peakKIlis Ha HUX Ta HeWTpasizallis;

npuiiMaTi aKTUBHY y4acTh Yy CTBOPEHHI MDKHApOJHOI 3aKOHOAaBYOi 0Oa3u
CTOCOBHO mpobOiem iHdopMmariitHoi ©Oe3meku, ae BigoOpaxeHi Oymu 0O
HAWICTOTHIMII MPOOJIEeMU MIKHAPOJIHOI CIUIBHOTH 1 0€3yMOBHO BpaxOBaHA

cnerugika HaI[iOHATBHOT 1H(OPMAIIHOT O TUKH.

Ipono3uuii y BHyTpimnbomogiTu4niid cdepi. Ha nepxaBHOMY piBHI Yy

BHYTPIIIHBOTIOITHYHIN cpepi MPOMOHYETHCA:

1)

CTBOPHUTH 1 MATPUMYBATH MEPEXKEB1 COIIAIbHI CTPYKTYPH, OCHOBHE 3aBJIaHHS
SAKUX — 3aXMCT B iHPOpPMAIIHHOMY TIPOCTOPI HAIIOHATBHUX 1HTEpeCiB YKpaiHu,
dbopMyBaHHS TPOMAJCHKOI IYMKH, HEWTpamizaimis HETaTUBHUX, MIICUJICHHS

MO3UTUBHUX Ta CTBOPEHHS CBOIX 1HPOPMAIIHHO-ICUXOJIOTTYHUX BILIHBIB;
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CTBOPUTU Ta PO3BUBATH Y CKJAJl AEP>KaBHOrO amapaTry npodeciiiHi rpymnu
1H(GOPMAIIITHOTO-TICUXOJIOTTYHOTO BIUIMBY 13 3aBJAHHSAMH, K Yy MEPEKEBUX
COIIAIBHUX CTPYKTYP, OJAHAK 3 OUIBIIIUMU MOXJIMBOCTSIMU,

CHIBIpAIIOBATH 3 TPOMAJCHKMMU OpraHizalisiMy, SKI HaJalToBaHI Yy
NaTPIOTUYHOMY BHUXOBaHHI JITed Ta MOJOAl, MPOMaryrTh 3J0pOBHM CIOCIO
KUTTS,, BUXOBYIOTh KYJBTYpPY CIMEHHUX Ta IHIIMX COIL[IaJbHUX LIHHOCTEH,
HOIATPUMYIOTh TBOPYICTb, €KOJOTIYHE BUXOBAHHS, BIAPOKYIOTH YKPaiHCHKY
KyJbTYpYy, I[IHHOCTI Ta TpaAMIlii, MpOMNarylTh IiX Ta MOIIMPIOIOTh Ha
MDKHapOJHOMY PpiBHI, 110 O€3yMOBHO MiABUIIYE pIBEHb CTAOUIBHOCTI Ta
COILIaNIbHOT TrapMOHIi B YKpaiHi, MOKpallye MDKHApOJHUN IMIIK Hamoi

Jep>KaBHy.

IIpono3uiii B ekonoMiuHiii cepi. B ekoHOMIuHIM cdepi TPONMOHYETHCS:

1)

2)

3)

4)

5)

6)

7)

HIATPUMKA  JepKaBOK  BITYM3HSHUX BHUPOOHUKIB  BHCOKOTEXHOJOTTYHOL
NPOIYKIli, B MEPIILY Yepry KOMI IOTEPHO-TEIEKOMYHIKAIIHTHUX TEXHOJIOTIN Ta
3ac001B;

dbopMyBaTH BITYM3HSIHY I1HAYCTPiIO 1HGOPMAIIMHUX TOCIYT, ITIBUIIYBATH
e(DEeKTUBHICTh BHUKOPHCTAHHS JEpKaBHUX, IPUBATHUX 1 KOPIIOPATUBHHUX
pecypcis;

KOOPJIMHYBAaTH 3aKOHOJABCTBO YKpaiHU 3 MHUTaHb 1H(MOpMaIiitHOT O6e3eku B
€KOHOMI4HI cpepi 3 MKHAPOAHUMH CTaHIApTaMU 1 HOpMaMU;

3a0€3MeUYNTH CTAIMK PO3BHTOK HAIIOHAIBHOTO MeEdia-pUHKY B IEpioj
BIIPOBA/KEHHSA Y JIepKaBi U(PpoBOTo TenebaueHHs;

MOCWJINTH JIEPKaBHUN KOHTPOJIh 3a MOTPUMAHHSIM BHUMOT iHOpMAaIiitHOT
Oesmekn y cuctemax 30upanHs, o0poOKkH, 30epiranHs Ta nepenadi GpiHaHCOBOT,
O1p>KOBO1, CTATUCTUYHOT, MUTHOI Ta TTOIATKOBOT 1H(pOpMAIIii;

KOMIUIEKCHO 1H(GOpMaTH3yBaT Tiporiec (GOpMYBaHHS, PpO3IMOAUICHHS Ta
KOHTPOJIIO TTO BUKOPUCTAHHIO OIOP)KETHUX KOIITIB;

YAOCKOHAJIMTH CHCTEMHM CTAaTUCTHYHOI 3BITHOCTI 3 IUUTIO TI1IBHIICHHS

OMEPATHUBHOCTI Ta JOCTOBIPHOCTI 3BITHOI 1HPOpMAIIii.
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IIpono3uuii B HaykoBO-TeXHOJIOTiYHii cdepi. 3 Meroro 3abe3neyeHHs

KOHKYPEHTOCIIPOMOKHOCTI YKpaiHi B HAYKOBO-TE€XHOJIOTTYH1N c(hepl IPOMOHY€EThCS:

1) yIOCKOHAJWTH CHUCTEMH 3aXHUCTy Ta OXOPOHM TIIpaBa IHTEICKTYaIbHOT
BJIACHOCTI;

2) MITPUMKa JIEPKABOIO PO3BUTKY Ha MIKHAPOJHOMY PiBHI HAyKOBO-TEXHIYHOI
crmiBnpami B cdepi 3abe3neueHHs 3axucTy iHGopmamii y cucreMmax
TeJCKOMYHIKaIIiT;

3) BpaxoByBaTH BHMOTH 3a0e3nedycHHs iH(popMalliiiHoi Oe3neku YkpaiHu yis
HAyKOBO-TE€XHOJIOTTYHOTO cynpoBoay  (OpMyBaHHA  Ta  PO3BUTKY
1H(pOpMaIIIITHOTO CyCIiIbCTBA B YKpaiHi;

4) pO3UIMPUTH MOMJIMBOCTI JOCTYIY TpOMajsH J0 HayKOBOi Ta HAyKOBO-
TEXHIYHOI 1H(OopMaIii B CBITOBOMY 1H(OpMAIIHHOMY MIPOCTOPI;

5) chpusTH PO3BHTKY KOHKYPEHTOCIPOMOXXHOTO BITYM3HSHOTO BUPOOHHIITBA
3aco0iB  iHGopmalii Ta 3B’A3Ky, 3 IUUII0 3MEHIICHHS, TEXHIYHOI,

TEXHOJIOT1YHOT Ta CTPATETIUHOI 3JIEKHOCTI1 BiJ] CTOPOHHIX JepKaB.

IIpono3unii B 3akoHogaBuiii cdepi. BaxauBum ¢dakTopoM 3arpo3
HallloHAJbHOI Oe3mekn YKpaiHM CBhOTOJIHI € HEIOBEPIICHICTh HOPMATHBHO-
IpaBOBOTO 3a0e3nedyeHHs B iHpopMartliiiHii cepi cUCTEMU Iep>KaBHOTO YIIPaBIIiHHS.
HesBaxkaroun Ha Te, mo Oinbme 20 3aK0HIB perynorTh iHopMaliiHy cdepy, iX
nepeBakHa KUTbKICTh B YMOBAX PO3BHUTKY HOBITHIX TE€XHOJOTIH 3acTapijia MOpPaIbHO
Ta CynepeunuTh OAuH oaHoMy. Jlms BupimeHHs 1iei mpobiieMr B KOMIUIEKCI
MIPOTIOHYETHCS:

1) Po3poOutr Ta 3aTBepauTH KOHIEIMIIIO HAIIOHAALHOT 1H(QOpPMAIIHHOT
MOJIITUKK,  PO3MOYABIIA  TaKMUM  YHHOM  Koaudikamiro  iHPOpPMaIiiHOTO
3aKOHOJIABCTBA;

2) Ctparerito KiOepOe3rmekn YKpaiHH IONpaIlOBaTH BiIMOBIIHO 10 BHUMOT
bymamemTchkoi koHBeHIliss mpo Kidep3nmoumHHICTh (the Budapest Convention on
Cybercrime) Ta OuUIbII BHPa3HO MPOMHMCATH TMOBHOBAXKEHHS 1 BiANMOBIIAIBHICTH

NepKaBHUX Cy0’€KTIB 3a0e3medeHHs KibepOe3neKH.
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IIpomo3uuii moxo mnporuail KidepHeTH4HiM 37104MHHOCTI. CTOCOBHO
MPOTHIIT 37I0YMHAM Y KiIOEpHETUYHINA cepl MPONMOHYETHCS:

1) po3poOHUTH HOPMATHBHI JIOKyMEHTH, B SKHX OIHUCATH 3arpo3u YKpaiHi y
kiOeprpocTopi, JaTH iX BU3HAYEHHS Ta (OpMyBaTH €IUHY AEP>KaBHY IMOJITUKY 3
ki0epoOesnekun. Kpim Crparerii kibepOesnekn YKpaiHu moTpiOHO po3poOuTH 3aKoH
VYkpaiau «IIpo kibepOesneky YkpaiHuy», B SIKOMY YTOUHUTH: 3arp0o3u KiOEpHETHUHII
Oe3rmerri; MexaHi3MU pO3MEKYBaHHS MOBHOBAKEHb Ta MPUUHATTS PillleHb; KpUTEPil
3apaxyBaHHS  00’€KTIB 10 KpUTHYHOI  1H(OpMaliiHOI  IHPPACTPYKTYpH,
NOCIIOBHICT, YTBOPEHHSI MEpesiKy TakuX OO0’ €KTIB; KpHUTepli BIJHECEHHS J10
iHpopMmarlii 3 00MeKeHUM J0CTynoM, 1HpopMaIlii Ha 00’ ekTax yciX opM BIACHOCTI,
HECaHKIIIOHOBaH1 Jii CTOCOBHO $IKOi BHUKJIMKAIOTh 3arpo3y KiOepHeTWuHid Oe3merr
JepXKaBu; TMOBHOBAXCHHS JICPKABHUX CTPYKTYP CTOCOBHO BIIPOBA/KEHHS 3aXOIB
mpoTUIii Kibep3arpo3aMm Ha 00’ €KTaxX ycix (hOpM BIIACHOCTI,

2) pO3pOoOHUTH MEXaHi3MHU CIIBIIpaIll MPUBATHOTO Ta JCPIKABHOTO CEKTOPIB y
ctepi 3abe3neueHHs KIOepHETUYHOT Oe3MeKH;

3) MOKpaIuTH KaapoBe 3a0e3MeYeHHsS BiJOMCTB HalCKHUMH (axiBIfIMH B
ctepi iHpopMaIliiHOT Oe3nekH;

4) CTBOpPHUTH ACprKaBHI MDKBIZIOMYI KOOpAWHAIINHI CTPYKTYpH, SKI MOXYTb
KOOPJIMHYBaTH Ta Y3TO/UKYBAaTH IISJIBHICTh YCiX CHJIOBUX BIJIOMCTB B MOMEHTHU
3MIACHEHHSI CIIAYMX A y KiOEpmpoCTOpi Ta MPU CTBOPEHHI MPOIYKTUBHOI CHUCTEMU
3aXUCTY JIEPKABHOTO KiOEPIPOCTOPY, HacaMIEpe 1 y BIICHKOBIH cdepi;

5) cTBOpUTH HaIliOHAJIBHY OIEpaIliiHy CHCTEMY JJIsl 3aCTOCYBaHHS B CHUCTEMI
OpraHiB JEp>KaBHOI BJIaJH, BIIHOBUTHU BITUM3HSIHI TOTYXHOCTI 3 BHUPOOHHUIITBA
TEJICKOMYHIKAIIHHOI 0a3u, CTUMYJIOBAaTH JEPKABOI CTBOPCHHS HAIIOHATBLHOTO
aHTHUBIPYCY;

6) cTBopuTH €MHY 3araJIbHOICP)KABHY CUCTEMY IIPOTHIIT KiOEp3TOUYNHHOCTI;

7) 3MIHUTH TPUHIUNK (IHAHCOBOI IMATPUMKH JEP)KABOK BITUYU3HSIHUX

JOCIHIJIKEeHb Y cpepi OOpoThOU Ta momnepe’KeHHs Ki0ep3I0UYMHHOCTI;
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8) mimBumuTe y cdepi 00poThOM 3 KIOEPHETHUHUMH 3JI0YMHAMHU PIiBEHb
TEXHOJOTIYHOIO 1 TEXHIYHOTO OCHAIIEHHS Ta MNpOQeciiHUX 3HAHb MpPAl[iBHUKIB

npaBooxopoHHux oprauis (CbY, MBC, Tomo).

IIponmo3uuii mox0 miABHIIEHHS e(EeKTHUBHOCTI (PYHKIIOHYBAHHSI OpPraHiB
aepxkaBHoOi Bjaaau. Cucrema Jep)KaBHOrO YIpaBiiHHA B cdepi iHPopmaiiitHOT
0e3nekr Mae HU3bKY e(peKTUBHICTh. Lle 3yMOBIEeHO THM, 1[0 KpiM 6-TH MPOBIAHHUX
opraHiB nepxaBHoi Biagu (HamionambHa pama YkpaiHu 3 nuTaHb TeneOayeHHS 1
paaioMoBiieHHs1, MiHicTepcTBO 1HGOpMaIiitHOT NOMITUKU YKpainu, MiHICTepCTBO
iHppacTpykTypu Ykpainu, MiHicTepcTBO rocTullii Ykpainu, JlepkaBHUNA KOMITET
TeneOadeHHsT 1 paaioMOBIICHHS YkpaiHu, HarioHanbHa KoMmicis, IO 31HCHIOE
Jiep>KaBHE peryiioBaHHs y cdepl 3B'a3Ky Ta iHbopmaTh3allli) B KpaiHi J1I0Th MOHA]
20, sxi y cepi iHPOopMaIiiftHOT 6€3MeKn BUKOHYIOTh 3aBJIaHHS B T 4M 1HIIIN Mipi. B
TaKUX YMOBaxX TOJIOBHI MpOOJEMU BHUTIKAIOTh 3 HEIOCKOHAJIOCTI HOPMATUBHO-
npaBoBOi 0a3W Ta CKJIAJHONIIB KOOpJWHAIII i KOHTPOJIO 32 BUKOHAHHSIM 3aBJaHb
CTOCOBHO 3a0e3mneueHHs iHpopmMalliiiHoi 6e3neku Ta iHdhopmaTHu3ailii. 3 orjsay Ha Te,
HATOMICTh KOHCTPYKTHUBHINA poOOTI BHUIE3a3HAYCHI OpPraHW BEJIUKY YacTKy 3YCHJIb
MapHYIOTh Ha MIKBIJTOMY1 CYIIEPEUKH.

JlepxaBHa iH(oOpMaIlliiiHa mojiiTuka B cdepi iHGOpMAIIHHOrO ITPOTHOOPCTBA
Mae 0Oa3yBaTHCs Ha METOJOJOTIYHMX Ta HAyKOBHX po3poOKax, 00’ €qHAHUX Ta
CUCTEMAaTHU30BaHUX B OJIHY KOHIEMIif0. BoHa Moxke OyTH TpeAcCTaBieHA SK
CYKYMHICTh HAI[IOHAJIBHUX [JIEH, 1HTEpECiB Ta IIHHOCTEH, CTparerii 1 TaKTHKHU
VOPaBIIHCHKUX pIlIEHh Ta METOMIB I1X peaiizaiii, sKi po3poOJSIOThCS Ta
peaNi3yrOThCS JIEP)KaBHOIO BJIAQJO0I0 JJIsi PETYJTIOBaHHS Ta YJOCKOHAJICHHS SK
Oe3mocepeIHbO IpolieciB iH(popMaIIiitHOT B3aeMOIT B yciX cepax KUTTEAISTBHOCTI
CyCHUIBCTBA Ta JCPKaBH, TaK 1 TPOIECIB TEXHOJOTIYHOIo 3a0e3MedYeHHS TaKOi

B3aeMO/Iil.

BucnoBku 10 po3aiay 3

JIns  mokpallleHHST Ta TOCWUJIEHHS 1HQOpMaIliiHOiT Oe3leKku Aep:KaBu
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MIPOIOHYEMO HACTYIHI KPOKHU:

1. HeoOxigHO po3kputu cnenu@iuyHi CErMEHTH, sIKI MOTPeOYyIOTh peopranizauli y

cthepi iHpopmarliiiHoi 6e3nexu. [{o npukiagy, 3AIMCHUTH KOMIUIEKCHI ayJIUuTH
(KOMYHIKaI[IMHUN, TEXHIYHUHN, OCBITHIN Ta mpaBoBUi) y cdepi iHPopMaliiHOi
Oe3neky B YCIX JEpKAaBHUX oOpraHax 13 NPUTATHEHHSIM 3alliKaBICHUX

CyO’€KTIB.

2. Ha miacraBi BUSBIEHUX Ypa3MBOCTEW Ta HEMONIKIB, 3 (axiBusiMu B cdepi

iHpopmarliitHoi Oe3neku, BUPOOUTH HalllOHAJIBHY CTpaTerito iHpopMaiiifHoi

Oe3MeKu Ta pealbHul IJ1aH 11 BAKOHAHHS.

3. Tloyatu BukoHaHHs pedopmu iHPOpMaILIfHOT Oe3MeKu.

3 METOI MOKpaIleHHsI Ta TMOCWUJICHHS 3aXUCTy i1HQopMallii, sika CTaHOBUTH

JIep>KaBHY TAEMHUITIO, HEOOX1HO Ha 00'ekTax 1HPOPMALIMHOT AISITBHOCTI:

3 00Ky MIHICTEPCTB Ta BIJIOMCTB MOCWJIMTH KOHTPOJb 3a MiINOPSIKOBAHUMU
yCTaHOBaMH CTOCOBHO ITUTaHb OXOPOHU JIEPKABHOI TAEMHHIII,

B JIepKaBHOMY OrOJIKeT1 mepe10aunTh CTaTTi BUAATKIB 3 KpUNITOTpadigyHOrO Ta
TEXHIYHOTO 3aXHUCTY 1HpOopMaIlii;

BUPOOWTH CHUCTEMY I1HBECTYBaHHS Ta JEpP)KAaBHOI MIATPUMKH BITUM3HSHHUX
IPOCKTIB Ta BUPOOHMITB, SKIi CHPAMOBaHI Ha CTBOPEHHS HOBITHIX
1H(pOpMaIIITHO-TEeXHIYHUX 3aC001B Ta TEXHOJIOTIH 3aXHUCTY;

MOKPAIIUTHA PIBEHb MIATOTOBKU (axiBIIB y Tamy3i 3axucTy iHdopmaiii, sika

CTaHOBUTBH ACPKABHY TA€EMHHIIIO.

Jlns  mokpamieHHsT TPOTHIlT  HEraTMBHUM  1H(GOPMAIIHHO-TICUXOJIOTTYHUM

BIJTMBaM, OTIE€pallisiM Ta BiifHAM 3 OOKy BJIQJHHX OPTaHiB JEp>KaBH MPIOPUTETHUMHU

HaIMpsMaMU Ta BaXJIMBUMHU KPOKaMHU MOTPiOHO:

1) iHTerpyBatn VYKpaiHy JO CBITOBOTO Ta pPETiOHAIBHOTO €BPONCHCHKOTO

1H(pOpMaIiitHOrO TPOCTOPIB;

2) iHTErpyBaTH Yy  MDKHapoaHi  iHdopmamidHi  Ta  iH(OpMaIiitHO-

TEJIEKOMYHIKAIIIiTHI CHCTEMH Ta OpraHizailii;
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3) CTBOpPHUTH BIACHY HAaIliOHAJIbHY MOJAETh IH(OPMAIIHHOTO MPOCTOPY Ta
3a0€31e4YnTH PO3BUTOK 1HPOPMALIHHOTO CyCIUIbCTBA;

4) MoJIepHI3yBaTH yCIO cHcTeMy iH(OpMaIliitHOT Oe3MeKu IepkaBu Ta GopMyBaTH
1 peanizoByBaTu €(peKTUBHY 1H(GOPMALIHY MOTITUKY;

5) yIOCKOHAIUTH 3aKOHOAABCTBO 3 MHTaHb IH(POPMAIIIHHOT OE3MMEeKH, Y3roJuTh
HaI[IOHAJIbHE 3aKOHOJIAaBCTBO 3 MDKHApOJHUMHU CTaHAApTaMH Ta J1€BUM
IPABOBUM PETYJIOBAHHSAM 1HPOPMALIHHUX POLECIB;

6) 3miliCHUTH PO3BUTOK HAIIOHAIBHOI iH(pOpMaIiitHOT iHDPACTPYKTYPH;

7) MIBUIIMTH KOHKYPEHTOCIPOMOXHICTh BITYM3HIHOI iHQOPMAIIIHOT TPOAYKIii
Ta 1HGOPMAIIITHUX MTOCIYT;

8) BnpoBaauTH cydacHi iHGOPMAIIHHO-KOMYHIKATUBHI TEXHOJIOTIl y MPOIECH
JIEP>KaBHOTO YIIPABIIHHS;

9) mamaroguTH e(eKTHBHY B3a€MOJII0 OpraHiB AepKaBHOI BiaJW Ta 1HCTUTYTIB
IPOMAJISTHCHKOTO CYCHUTBCTBA I Yac popMyBaHHS, peaizailii Ta KOpUTyBaHHI

Jep KaBHOT OIITUKH B iH(opMaIriitHii chepi.

Jlist mokpatieHHs iHpopMaIliiftHoi 0e3nekn YKpaiHu Ta 3 METOI0 HEAOMYIICHHS
iHpopMaliitHoi ekcmaHcii, B iH(opMaIiiHOMy TIpOCTOpiI Jiep)KaBa IIOBHHHA
3MIIACHIOBATH 32 HACTYITHUMU HaNpsMaMHu:

1) peami3oByBaTH yrnepeaKyBaibHy CTPATETii0 Ta TAKTUKY (IIPEBEHTUBHI 3aX0/IH);
2) 3MIUCHIOBATH  pearyBaJibHy CTpaTeriro  (OmepaThBHE pearyBaHHS  Ha
iHbOpMaIliitHI aTaky CyIPOTUBHUKA Ta AKTUBHUN HACTYM);

3) 3axuInaTy HaI[iOHAJILHUH iH(pOPMAaIIHII TPOCTIp.

['onoBHa ik — 3a0e3neueHHs B iHPOpMaIIHHOMY TPOCTOPI JOMIHYBaHHS Ta
MeniiiHoi mepeBard. OKpiM  1OTO B MpiopuUTeTi 1HOOPMAIIHHUX CTPYKTYpP
JIep’)KaBHUX OpraHiB MarTh OyTH: KOHTPOJb 3a iH(QOpPMAIiHHUMH TOTOKAMU;
HaJlaHHs 00’ €KTUBHOI, BUUEPNHOI 1HPOpMalii, mpeAcTaBieHHs] (axoBUX KOMEHTApIB
Ta MOSICHEHB MO0 TMOI1i; CHCTEMAaTHYHE BUCBITICHHS ODIIIHHOT MO3UIlIT TOCATI0BUX

0cC10 Ta MOJIITUYHUX JIIEPIB.
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BUCHOBKH TA ITPOITIO3UIIII

B po6oTi npoananizoBaHo Ta y3araibHEHO TEOPETHUYHI MIAX0U 1O BUSHAUCHHS
3arpo3 1H(dopMmamiitHoi Oe3neku Ykpainu. I[IpoBeneHO aHaii3 Cy4acHOTO CTaHy
iHpopMmarliitHoi 6e3neku B YkpaiHi. BUOKpeMIIeHO OCHOBHI BUJM 3arpo3 B Cy4aCHUX
yMOBax. 3alpoNOHOBAHO HAIMPSIMU YIOCKOHAJIEHHs 1H(OpMaIiiHOT O€3MEKH.

Ha ocHoBI pe3ynbTaTiB poOOTH CPOPMYITHOBAHO HACTYITHI BUCHOBKH.

1. Y3araibHEHO TEOPETUKO-METOAOJOTIYHI MiIXOAM CTOCOBHO JepXaBHOI
NOJIITUKY 1H(pOpMaIlIHHOT Oe3neku YKpaiHu.

3 TO3WIl CHUCTEMHOrO TMIiAXOAY JHOBEICHO, IO CHUcTeMa 3abe3meueHHs
iHpopMaIliitHoi 6e3neKku JAepxKaBu sBIsie COO0I0 BIAKPUTY CUCTEMY 31 CIEUPIYHUMHU
(GYHKIIOHATBHUMHU 1 CTPYKTYPHUMH €JIEMEHTAMH, sIKa Ma€ BJIACHI BHYTPIIIHI 3B’ I3KU
Ta 3B’S3KU 3 HABKOJUIIIHIM CEPEOBHUIIIEM, PO3BUBAETHCS 1 (DYHKIIIOHYE il BIUTMBOM
YUCICHHUX (aKTOPIB (SIK COLIATIbHUX, TaK 1 TPUPOTHHUX).

Po3kpuTo cBoOepinHICTh peanizaiii HUHIMIHBOI TOJITUKH 1HGOpMAIIHHOT
Oe3neku Jep)kaBH, sKa 3 OJHOTO OOKy TOJsrae y BpaxyBaHHI, MOSBH HOBHUX
rI00anpbHUX 1H(GOPMAIIMHUX 3arpo3 1 BUKIHUKIB Cy4acCHOTO CBITY, T€OMOJIITUHYHOT
KOHKYypeHIii B  iHGOpMaIlifHOMY  MPOCTOPi,  BIACYTHOCTI  MIKHAPOIHOTO
3aKOHOJABCTBA, IO PETYJIOE€ 3pPOCTaHHSA 3arpo3 MDKHapOAHIN iH(opMmaliiHik
Oesrerni, a 3 APyroro — HAaIIOHAJLHOIO BUMIPY CYYacHHUX 3arpo3, 3MIiCTOM SIKHX €
BeJICHHs MPOTU YKpainu iHpopMalliiHoi Ta cMUCI0BOI BitHU Pociiichkini Deaeparrii.

2. JlocmimxeHo MexaHI3MU JEp)KaBHOTO pearyBaHHS Ha CydYacHi 3arposu
iHbopMaIiitHiK Oe3ner Ta NUIIXu 3a0e3nedeHHs 60e3nekn iHpopmarllii B YKpaiHi.

Opranizaifiiiii Ta HOPMAaTHBHO-TIPAaBOBI MEXaHI3MH JIEPKaBHO1 TIOJITUKH
3a0e3nedeHHs 1HQoOpMaIiiHOI Oe3MeKn 3HAXOASAThCS Ha CTaaii PO3BUTKY Ta
CTaHOBIICHHSI.

BcranoBneHo, 1m0 B 3aralbHOMY OpTaHI3alliiHO-TIPABOBUH  MEXaHi3M
Jep>KaBHOI MOJITUKU 1HQOpMAIIiHOT OE3MEeKH € CHCTEeMaTU30BAaHUM KOMILJIEKCOM
IHCTUTYTIB JIepaBH, K1 3aJ1isIHI B IPOLIECI CTBOPEHHS Ta 3alPOBAIKEHHS MOJITUKU

iH(popMaliitHo1 Oe3neKu, 30BHIIMIHI W BHYTPILIHI BIAHOCUTH 1 POJI1 SIKOi PEryiIoe
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CUCTEMA IIPAaBOBUX HOPM 1 IpUHLMITIB. Bkazanuil opranizaniiHo-IpaBoBUI MEXaHI3M
3rHO A0 BU3HAYEHUX HAMPSMKIB BIPOBAIKEHHS MOJIITUKH 1H(QOpMaLIiHOI Oe3neKu
00’€JTHy€e TpU B3a€EMOIIOB’ sI3aH1 €IEMEHTH.

[lo-nepuie, e CyKymHICTh IHCTUTYLIN JiepKaBU (IHCTUTYTIB IPOMAJSTHCHKOIO
CyCHUIBCTBAa Ta IHCTUTYTIB MYyOJIYHOI BIAW), 3aJITHUX B MPOIECI CTBOPEHHS Ta
3aMpOBAKCHHS MOJIITUKH 1HPOpMAIliiiHOT O0e3neku, a00 1HAKIIE 1HCTUTYI[1I0HATbLHUM
MeXxaHi3M 1H(opMaIiiHOT Oe3MeKH.

[To-apyre, 1€ CYKYMHICTh BIIHOCHUH 1 POJIEH, sIKa MICTUTh MPABOB1 BITHOCHHU,
o 3’SBISIOTBCA B Mpolleci 3A1HCHEHHS MOMITUKH 1H(opMaliiHoi Oe3mneku, Ta
XapakTepHI poji, MeTojal 1 (GopMH IIIIBHOCTI CYO’€KTIB 3MIMCHEHHS TMOJITHKH
iHpopMarliitHoi Oe3nexu.

[lo-TpeTe, 1€ CTymeHeBa CYKYIMHICTh MPAaBOBUX HOPM 1 NPHUHIIMIIIB, SKi
PETYIIOITh 3MICT Ta MPOIEC 3AIMCHEHHS MOJITUKHU 1H(QOpMaIIiiiHOT Oe3meKH.

MokeMO CTBEpIKYBaTH, IO €()EKTUBHICTh Ta MPOIYKTUBHICTH 3aXUCTY
iHpopMalriitHoT  Oe3mekw  JepkaBu  3a0e3nmeuyeTbCs — €(PEKTHUBHICTIO  Ta

OmuuM 3 NUIAXIB JUIS JOCSATHEHHS BUCOKOTO piBHSA Oe3mekw iHdopMarlii B
VYkpaiHi, € hopMyBaHHS €IMHOTO MEXaHI3My 3a0e3neueHHs 1HpopMalliiHoi O0e3nexu
Jep>KaBU Ha OCHOBI BUPIIICHHS HACTYITHUX MTUTaHb:

— CTBOpPEHHS CHUCTEMH HOPMATHBHO-TIPABOBUX AaKTIB, SIKI PETyIIOBATUMYTh
BIIHOCHMHH MiX 00’€kTaMu 1 Cy0’€KTaMHu [isJIBHOCTI, IO BUHUKAIOTH B
oOmnacTi 3a0e3neueHHs iHpopMaIliifHOT Oe3MeKH;

— oprasizamig 0e3MocepeHb0i TIIBHOCTI JEpKaBHUX OPTraHiB BIagu 1
HEJCp)KaBHUX OpraHi3aiii CTOCOBHO 3a0esmeueHHs iHOpMaIiifHOl
Oe3MeKkn JepiKaBH, CYCIUIBCTBA 1 OCOOMCTOCTI, @ TaKOX dYepe3 IHTepecu
e(EeKTHBHO YIIPABIISITH €0 TISUTHHICTIO;

— moOynoBa cuctemMH 3abe3nedeHHs 1H(opMaliiftHoT Oe3neku YkKpaiHu Ha
OCHOBI TOJIOBHUX MPUHLIUITIB 3a0€3M1eUeHHs O€3MEKH;

— po3poOKa MeXaHi3My BHUPOOJEHHS MOJITUYHHUX PIlIEHb, 1X BUKOHAHHS Ta
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KOHTPOJIIO.

3. OOrpyHTOBaHO HEOOXIIHICTh B3a€EMOJIi HEAEP)KaBHUX 1 JEp KaBHUX
cy0’€exTiB 3a0e3neueHHs iHpopMaIliiHOoi 0e3MeKu B yMOBaX BEJCHHS BINCHKOBHUX Ta
AHTUTEPOPUCTHUYHUX onepaiiil. 3po0JieHO0 BHCHOBOK, 3TiIHO SIKOTO HeJep:KaBHA
cuctema 3abe3nedeHHs iHpopmalliiiHoi 6e3nekn Ykpainu B ymoBax 30poiiHOi arpecii
Pociiicbkoi Depepartii npotu YKpaiHU cTana JI€BUM MEXaHI3MOM 3a0e3MeUeHHS
iH(popMaIliitHOT 6€3MeKH, SKy BU3HAaHO Ha HAMBUIIIOMY MIKHAPOJIHOMY PiBHI.

4. Pos3kputo crneuMdiky Ta CYTHICTb 3aXHCTy OO’ €KTIB KPUTUYHOI
iHpopmarliitHoi 1HppacTpykTypu. Ha ocHOBI poOOTHM MOKEMO CTBEpAXKYBaTH, IO
KOKEeH 00’ €KT KpUTUYHOI 1H(POpMalliifHOi IHPpacTpyKTypu noTpedye:

— ¢13UYHOTO 3aXUCTY (Bix (PI3UYHOTO ypakKeHHs ),

— PagloeNIeKTPOHHOTO 3aXUCTy (Bi PaJiOCICKTPOHHOTO TIOJABJICHHS Ta

€JIEKTPOMArHiTHOTO IMITYJIbCY);

— 3aXHCTY BiJ KiOep3arpos;

— 3aXHCTYy OOCIYrOBYIOUOTO IEpCOoHaNy BiJ iHGOPMAIIHHO-TICUXOIOTTYHOTO

BILJIMBY Ta COIIAJILHOT 1HXKEHEPIi.

[IpuBeneHo BHU3HAYEHHS TMOHATH «KPUTHYHA 1H(MOpMaIiiiHa 1HPPACTPYKTypa»
Ta «00’€KT KpUTHYHOI 1H(oOpMaIiiHOi 1HPpacTpykTypu». Tak KpUTHYHA
iHpopMalliitHa 1HQpPaACTPYKTypa TIYMAuuThCcS SK KOMIUIEKC iH(opMariitHo-
TEJICKOMYHIKAIIMHUX Ta 1H(QOpMAIIHHO-aHATITUYHUX CHUCTEM JIepKaBHUX 1
HeJepKaBHUX CyO’ €KTiB, 3HUILEHHS a00 ypaKeHHS SIKUX MPHU3BENE 10 BUHUKHEHHS
3arpo3 HaIllOHaJIbHIN Oe3merri, a 00’ €KT KpUTUYHOI 1HPOpMaIiifHOi iHPpacTPyKTypH
— K KpuTu4dHO BaknuBuil 00’ ekt IT Ta TA cuctemu, nopymerHs QpyHKIIOHyBaHHS
a00 3HHUINEHHS SKOTO MOXKE MPHU3BECTU J0 BTPATHU YNPABIIHHA HUM JCP>KaBHUMH 1
HEJICpP’)KaBHUMH CYO’ €KTaMH, CYTTEBOTO 3HIDKEHHS PIBHA OE3MEeKH JIIOJWHH,
CYCIUIBCTBA Ta JI€P’KaBU, HEraTUBHOTO BILTUBY Ha MPHUPOJIHE CEPEAOBHUIIE 1 BEMTUKUX
(1HaHCOBUX 30UTKIB.

OnHak yBeJeHHS TepMiHA «KpPUTHYHA 1HPPACTPYKTypa» B 3aKOHOAABCTBO

VYkpainu He Moxke OyTH KIHIIEBOIO MeToro. KoHuemniiss KpUTUYHO1 1HPPacTpyKTypH
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MOBUHHA CTaTH MIAIPYHTSAM JI1I€BOIO MEXaHI3MY KOOpAMHAIll 3yCHUJIb OpraHIB BIIAJU
Ta IHCTUTYTIB T'POMAJSIHCHKOTO CYCHUIbCTBA, $KI CHOPSIMOBaHI Ha HEIOMYIIEHHS
BTpaTH YW 3aBJaHHS HEMOMPABHOI IIKOAW HAWBAKIUBIIIAM JIS KUTTEMSUIBHOCTI
nep>kaBu 00’ €KTaM, 3 ypaxyBaHHSIM HETaTUBHUX (DAKTOPIB OYIb-sIKOTO MOXOJXKECHHS:
COLIIAJIBHO-TIONITUYHOT 0, TEXHOT€HHOT'0, TPUPOAHOT0, a00 X KOMOIHAIIi].

5. 3niiicHeno aHani3 3acrtocyBanHs MetojniB PEST, SWOT, OSINT-ananizy
Opv Oprasizamii Ta IJIaHyBaHHI NEepKaBHOI MOJIITUKU 3a0e3MeueHHs
iHpopMaliitHo1 6e3nexku Ykpainu. B mporiect 1ociiakeHHs BCTAHOBIICHO, 110 OJHUM
13 HAWMyCHINIHIIIUX CUCTEMHHMX TEXHOJIOTIH, SIKHUA J1a€ MOXJIMBICTH OIIIHUTH Yy
KOMIUIEKC1 BIUIMB BHYTPIIIHIX Ta 30BHINIHIX YMHHHKIB, CJIA0KiI Ta CUJIbHI CTOPOHHU 1
MOJKJIUBOCTI JIep)KaBH, SKI BIUIMBAIOTh IIEBHUM YHWHOM Ha CTaH 3aXMINCHOCTI
1HTEpeCiB JIepKaBH, CYCIUIbCTBA Ta ocoOu B iHGopmaliiHiil chepi € SWOT-ananis.
Y  pesynbrari 3actocyBaHHs Merony SWOT-ananizy mnoOynoBaHa MaTpulls
Cy4acHOT0 CTaHy 30BHIIIHKOTO Ta BHYTPIINIHBOTO OE3MEKOBUX CepeloBHIN B cdepi
iHbopMaliitHOT O0e3neku YKpaiHu, sika JO3BOJIIE€ PO3POOUTH PEKOMEHIAIlii CTOCOBHO
MoKparieHHs eQpeKTUBHOCTI (QYHKI[IOHYBAaHHS PI3HUX cep AUTBHOCTI JACP>KaBH IS
3a0e3nedeHHs iHpopMaliiftHoi 6e3nexu YKpaiHu.

6. ChopmynpoBaHi  TPOMO3UIIT JJI  TOKpalieHHsS e(EeKTUBHOCTI
dbyHKIIIOHYBaHHS  pi3HUX cdep ALUTBHOCTI  JIepKaBW I 3a0e3ledeHHs
iHbopmarliitHoi Oe3mekn YKpaiHH, a came: BO€HHIW, 30BHINTHBOMOITHYHIMN,
BHYTPIITHBOIIOITHYHINA, E€KOHOMIYHIM, HAyKOBO-TEXHOJIOTIUHIM, 3aKOHOJABYiH,
mpoTUIii KIOEpHETUYHIN 37T0YMHHOCTI Ta QYHKI[IOHYBaHHI OpraHiB Jep>KaBHOI BIIAJIH.

Takox BW3Ha4YeHI KPOKU JUIsl TIOKPAIIEHHS Ta TOCWICHHS iHpOpMaIiitHoi
Oe3rmekn Jep)kaBM, 3axWCTy iH(poOpMarllii, sfKa CTaHOBUTH JCPKaBHY TAEMHHUIIIO,
MpOTU/Ii HETaTUBHUM 1H(OPMAIIHHO-TICUXOJOTIYHUM BIUIMBAM, OIEpalisM Ta
BiliHaM 3 OOKy BIIaJJHUX OPTaHIB JepkaBW, iHPopMaIiiHOi Oe3meku Ykpainu Ta 3
METOI0 HEJOMYIIeHHS 1HQopMaIliiHOiI eKkchmaHcii, B 1H(opMaiiiiHOMy MpocTopi

JIepKaBH.



63

CIITUCOK BUKOPUCTAHUX TKEPEJI

. AnacbkoB O.I. Pexkomenpaimii mojo mpoBeAeHHs I1H(OpMaIIiHUX 3aXOJiB B
MEpeXi IHTEPHET B IHTepeCcaxX BUKOHAHHS 3aBAaHb 1HPOPMAIIHHO MICUXOJIOTTYHUX
onepauid. / 30IpHMK HAyKOBHMX Ipallb BilicbkkoBoro IHctutyTy KuiBcbkoro
HalioHalbHOTO YyHiBepcuTeTy iMeHi Tapaca Illepuenka. - Ne 45 — K.: BIKHY,
2018. - C. 57 - 67.

. babenko A.K. IlapanenbHi anropuT™Mu Jjisl BUPIISHHS 3374 3aXUCTy 1H(popmalii
/ AK. babGenko // IHCTUTYT KOMII'IOTEPHUX TEXHOJIOTIH 1 1H(OpMaLIHHOT
oe3neku. — 2015. — 227 c.

. borym B. Indopmarriiina 6e3neka aepxkasu/ B. borym, O. FOnin // — K.: «MK-
[Ipec», 2017. — 432 c.

Bbypsiuok B.JI. KiGepHetnuna Oe3neka — roJIOBHUN (PAaKTOp CTANOTO PO3BUTKY
cyudacHoro iHdopmairiiHoro cycnuibetBa / B.JI. Bypsiaok // CydacHa cneriaabHa
texHika. — 2011. — Ne 3 (26). — C. 104-114.

. Bamrormko 1.O. OcHOBHI BUKJIMKH 1 3arpo3u B enoxy iHdopmaliiaux BiH. / 1. O.
Bamromiko // HaykoBuii BicHuK [lumimomatnyHoi akangeMii Ykpainu. 30BHIIIHS
MOJIITHKA 1 AUTIIOMATIs: Tpaauirii, Tpeaau, nocsin. Cepis«llomiTuanai Hayku» / 3a
3ar. pexa. B.I'. Lisaroro, H.O. Tarapenko. — 2019. — Bumyck 23. Yactuna II. — C.
142-147.

. I'aBnoBcpkuit B.JI Illogo mpobrem 60poThOM 13 3710YMHAMU, IO BUHHSIOTHCS 3
BUKOPHUCTAaHHSAM KoM toTepHUX TexHonorii / B.J[. T'aBnoBcwkuii //bopoTsba 3
KOHTpOoOaH010: mpobnemu Ta mwisixu ix BupimeHHs. -K. HIAI «IIpobrem
mroauany., 2018, — C.148-154.

. I'apumox  S1.M. TeopeTnuni 3acagy MOHITOPUHTY 3arpo3 iHQOpMaIiiHOT
oe3neku Ykpainu / H.JI. HoBikosa. // [TyGniuHe ynpaBIliHHS Ta aqMiHICTPyBaHHS
B YMOBaX CYCHUIbHUX TpaHcopmMarlii : 30. Hayk. cT. ctyn. Binm. pea. — K.: Kuis.

Hall. TOpr.-eKoH. yH-T, 2020. — 251 c.



64

8. T'opbatiok O.M. CyuacHuii ctaH Ta npoOiemu iHPopManiiHoi 6e3nekn Y Kpainu
Ha pyoOexi ctoniTe / O.M. I'opOatiok // BicHuk KuiBCcbKOro yHiBepcHUTETY IMEHI
T.IlleBuenka. — 2015. — Bun. 14: Mixnapoaui BigHocunu. — C. 46-48.

9. TopOynin B.II. IIpo6aemu 3axcry iHpopmartiiiHoro npoctopy / B.IL. ['opOymin //
[ateprexnonoris — K.: Kuis, 2017. — 134 c.

10. I'ynmax I''M. 3aBpanns, ¢hopMu Ta CrOCOOM BEACHHS BOEH y KIOEPHETUUHOMY
npoctopi / I'M. I'ynak // Hayka i o6opona. — 2011. — Ne 3. — C. 35-42.

11. Haninessn  O.I'. HamionaneHa Oe3neka YKpaiHU: CYTHICTh, CTPYKTypa Ta
Hanpsimku peanmizanii / O.I. Haninesn, O.I1. [I3po6anb, M.I. IlanoB. — X.:
«DOJIIOx», 2018. — 296 c.

12. Imutpenko M. A. CreuianbHi iHpopMaliitHi BruiBY // 301pHUK HAYKOBHUX IMpallb
[acturyty C3PY — 2017. - Ne 8. — C. 156-167.

13. y6os JI.B. Indopmariiiine CcycmiibcTBO B YKpaiHi : ri00ajbHI BUKJIUKH Ta
HaIlOHAIBHI MOXIIMBOCTI : aHamiT. pom. / 1. B. y6os // — K.:HIC/, 2017. — 64 c.

14. Inpaunbka Y.B. [Hdopmarniitna 6e3neka YKpaiHu: cydacHi BUKIUKH, 3aTPO3H Ta
MEXaHI3MU TPOTHAIl HEraTUBHUM 1H(OPMAIIHO-TICUXOJOTTYHIUM BIUIABAM
[Enextponnuii  pecypc] / Inpaumbka VYassna — Pexum  goctymy:
science.lpnu.ua/sites/default/files/journal.../ilnicka0.pdf

15. ludpopmaniiina Oesnexa: [Enexrponnumii pecypc]. — Pexum gocrymy
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%84%D0%BE%D1%80%
D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B0_%D0%B1
%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B0

16. Konctutynis VYxpainu : [Enextponnuit pecypc]. — Pexum nocrtymy
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D 1%80# Text

17. Kopmuu b.A. OpranizamniiiHo-ipaBoBi 3acaJu MOJITUKH iHOOPMAIIHHOT Oe3MeKu
VYkpainu / b.A. Kopmuu: [Mmonorpadis]. — Oneca: FOpunnuna mitepatypa, 2016.
— 472 c.

18. Kopouancekuit O.E. Ilpobnemu topuamdHoi memikrosnorii B iH(opmariiHux

BimHOocuHaX / O.E. Kopouancekuii // biznec i 6e3neka. — 2018. — Ne 6. — C.19-21.



65

19. Kocoros O.M. Mogenb 1MHaMIKH 3MiHH PiBHS 1H()OpMaLIHHOT O€3MIEKH CUCTEMU
/ O.M. Kocoros // 36. nayk. npane. — K.: [IIBC/] HYO imeni 1. YepHSIXOBCHKOTO,
2018. — No2 (54). — C. 76-79.

20. Kpayc H.M. [HCcTUTYI1IHI acIEKTH KJIacTepu3allli B iHHOBAIIMHIA €KOHOMIIII ITi]T
BIJIUBOM CHCTEMHOI Ta KoMIulekcHO1 MoaepHizauii / H.M. Kpayc // Inctutyiiiini
acriektH knacrepusa — K.: Kuis, 2014 — 150 c.

21. Jlapin C.B. CyTHICTh Ta 3MICT MOHATTA ‘“‘HAI[IOHAJIbHI HIHHOCTI” B KOHTEKCTI1
cydyacHuX jgochigHunbkux miaxoxis / C.B. Jlapin. // Bicauxk HAJIY mpu
[Ipe3unenTtoBi Ykpainu. — 2016. — Ne2. — 44-49 c.

22. Jlesuenko O.B. Ilormsiam Ha CTBOpeHHs cuctemu iHdoOpMaliiftHOT Oe3rexku
VYkpainu ta ii 30poitnux Cun / FO. Pagkosens, O. Jleuenko, O. Kocoros //
Hayka i o6opona. — 2016. — Ne 1. — C. 38-42.

23. JlenkoB C.B. Meton npenukaTuBHOI ieHTH(IKAIIT MPOIECIB IS 3aXUCTy Bif
MPUXOBAHUX 3arpo3 B cepeloBuIle xMapHuUx obuucieHb. / B.M. Ixymii, O.B.
CemokoB, [.B. Mymsap //30ipHMK HayKOBUX TIpallb BIHCBHKOBOTO IHCTHUTYTY
KwuiBcbkoro HaiioHaasHOTO YHiBepcuTeTy iMeHi Tapaca Illepuenka. - Ne 55 — K.:
BIKHY, 2017. — C. 145-155.

24. Jlinkan B.A. Indopmariiitna Gesneka Ykpainu B yMmoBax eBpoiHTerpaiiii / B.A.
Jlinkan, }O.€. Makcumenko, B.M. XKenixoscwkuii // — K.: KHT, 2018. — 280 c.
25. ManyitnoB €.M. Kanunoscekuii FO.}FO. Axkcionoriuauii Bumip iH(opmamiinHoi
Oesmekn ykpaincekoi nepkaBu / C.B. ManyiinoB. // Bicauk HamionanpHOTO
yHiBepcuteTy “HOpumnyna akamemis Ykpainm imeHi SpocmaBa Myaporo”. —

2017. — Ne 3 (34). — 13-30 c.

26. Mapytsa P.P. PexoMennamii o0 BIOCKOHAJICHHS TIOJNITHKH 3a0e3MeUeHHS
iHbopmartiitHoi Oe3nekn Ykpainu [Enextponnuii pecypc] / P.P. Mapyrsan. —
Pexxum moctymy: http://www.dsaua.org/index.php?option=com_content&amp
view=article&amp;id=198%3A2014-08-13-12-55-48 &amp;catid=66%3A2010-
12-13-08-48-53&Itemid=90&lang=uk



66

27. Mapymak A.l. llogo mnousATTs «iH(OpMaLiiHI pecypcu nepxasu» / A.L
Mapymak // Indopmariitna 6e3nexa JOJIUHU, CyCHUILCTBA, aepxkaBu. — 2016. —
Nel (1). - C. 11-15.

28. HikipopoB M.M. AHani3 3arpo3 BOE€HHOI Oe3MeKu Jep:kaBH B 1H(MOpMaIiiHil
cdepi / M.M. Hikidopos // — K.: Kuis, 2019. — 187 c.

29. Ilerpux B.K. CyrtHicTh 1H(poOpMaliiiHOi Oe3neku Jep>kKaBH, CYCNUIbCTBA Ta
ocoou: [Enmexktponnmii pecypc] / B.K. Ilerpuk. — Pexum goctymy:
http://www.justinian.com.ua/article.php?id=3222

30. [TeBuos I'.B. KonuenrtyanbHi migxoaud ImoAo 3a0e3medeHHs iHdopMaliitHol
oesnekn y BoeHHi cdepi / I'.B. IleBmor, C.B. 3ankin, A.O. ®eximictoB //
Cucrtemu 06pooku iHdopmariii. — X.: XVIIC, 2017. — Bum. 2 (92). — C. 57-59.

31. IToropenpkuii  M.A. OnepaTuBHO-PO3IIYKOBA iH(OpMAIlisS: JO BH3HAYCHHS
nousatrsi/ M.A. Tloropeupkuit // BicHuk  XapKiBCbKOrO  Hal[lOHAJIbHOTO
yHiBepcuTeTy BHYTpimHixX crpaB. — 2007. — Ne 36. — C. 13-109.

32. Ilopsimoxk (opMyBaHHS mepeniKy i1H(POPMAaIIHHO-TeTEKOMYHIKAIIIMHUX CHCTEM
00'ekTiB KputnuHOi 1H(pacTpykTypu naepxkasu: I[locranoBa : [EnexrponHuii
pecypc]. — Pexxmm goctymy:  https://zakon.rada.gov.ua/laws/show/563-2016-
%D0%BF#n10

33. ITouenmos I'.I". CyuacHi indopmartiiini Bitinu / I'. Tloyenmos. — K. : Bum.gim
“KueBo-MormnsHcbka akagemis’”, 2016. — 497 c.

34. IIpo Hoxtpuny indopmariinoi 6e3nekn Ykpainu: [Enexrponnuii pecypc]. —
Pexxum moctymy : https://zakon.rada.gov.ua/laws/show/514/2009

35. I[Ipo 3axomum 11040 BAOCKOHANCHHS (OpMyBaHHS Ta peamizallii aepKaBHOT
noyituku y cepi iHpopmariiaoi 6e3nexu Ykpainu . [Enextponnuii pecypc]. —
Pexwum moctyny: http://www.zakon5.rada.gov.ua /laws/ show/n0004525- 14.

36. I1po inpopmariro: 3ak0H Ykpainu [EnexTponuuii pecypc]. — Pexum mocrymy :

https://zakon.rada.gov.ua/laws/show/2657-12


http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?Z21ID=&I21DBN=UJRN&P21DBN=UJRN&S21STN=1&S21REF=10&S21FMT=fullwebr&C21COM=S&S21CNR=20&S21P01=0&S21P02=0&S21P03=A=&S21COLORTERMS=1&S21STR=%D0%9F%D0%BE%D0%B3%D0%BE%D1%80%D0%B5%D1%86%D1%8C%D0%BA%D0%B8%D0%B9%20%D0%9C$
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?Z21ID=&I21DBN=UJRN&P21DBN=UJRN&S21STN=1&S21REF=10&S21FMT=JUU_all&C21COM=S&S21CNR=20&S21P01=0&S21P02=0&S21P03=IJ=&S21COLORTERMS=1&S21STR=%D0%9669872
http://www.irbis-nbuv.gov.ua/cgi-bin/irbis_nbuv/cgiirbis_64.exe?Z21ID=&I21DBN=UJRN&P21DBN=UJRN&S21STN=1&S21REF=10&S21FMT=JUU_all&C21COM=S&S21CNR=20&S21P01=0&S21P02=0&S21P03=IJ=&S21COLORTERMS=1&S21STR=%D0%9669872
http://www.zakon5.rada.gov.ua/

67

37.1Ipo  MinicTepcTtB0: MiHICTEPCTBO  IHGOPMAIAHOT MOMITHKK  YKPATHH
[Enextponnuii pecypc]. — Pexum npoctymy : https://mip.gov.ua/content/pro-
ministerstvo.html?PrintVersion

38. [Ipo MinicTepctBo ocBiTH 1 Hayku Ykpainu: Ilonoxkennsa : [EnexrponHMit
pecypc]. — Pexum goctymy :  https://zakon.rada.gov.ua/laws/show/630-2014-
%D0%BF#n8

39. [Ipo ocHoBuM HalloHaJIbHOI Oe3neku Ykpainu : 3akoH Ykpainu [Enextponnwuii
pecypc]. — Pexxum noctyny : https://zakon.rada.gov.ua/laws/show/964-15#Text

40. TIpo ocHoOBHI 3acaau 3a0e3neyeHHs KioepOe3neku Ykpainu: 3akoH YKpaiHu :
[Enextponnuii pecypc]. — Pexxum moctymy : https://zakon.rada.gov.ua/laws/show/
2163-19

41. TIpo OcHOBHI 3acaau PO3BUTKY IHPOPMALIHHOTO CyCiapCTBA B YKPATHI HA
2007-2015 poxku: 3akon Ykpainu [EnexTpounwuii pecypc]. — Pexxum goctymy :
https://zakon.rada.gov.ua/laws/show/537-16

42. Ilpo Pany HamionanpHOi Oe3meku 1 000poHM YKpaiHu: 3akoH YKpaiHU :
[EnexkTponHuii pecypc]. — Pexxum TIOCTYITY
https://zakon.rada.gov.ua/laws/show/183/98-%D0%B2%D1%80# Text

43. TIpo Cnyx0y Oe3nexku Ykpainu: 3axkoH Ykpainu : [Enextponnmii pecypc]. —
Pexxum moctyny : https://zakon.rada.gov.ua/laws/show/2229-12#Text

44, Po3Binka BigkpuTux Kepen: [Emextponnuii pecypc]. — Pexum moctymy :
https://www.in4sec.com.ua/razvedka-na-osnove-otkry-ty-h-istochnikov-open-
source-intelligence-osint/osint/

45. Txauyk T.}O. 3a6e3neuenns iHPOPMAIHHOT OE3MEKH B YMOBAX €BPOIHTETPAILii
Yxpainu: npasosuii Bumip /T.FO. Txauyk. : [Momnorpadis]. — Kuis:
«BunaBanumit gim «AptEK», 2018. — 422 c.

46. YrpimoB B.B. KiGepHeTnuna Oe3meka: XxapaKTepHi O3HAKH, ICHYIOYl TOHSATTS i
BU3HAuYeHHs. cTaH nutanHs B 'YP MO VYkpainu, Ha nep:kaBHOMY piBHI Ta Y CBITI

/ B.B. YrpimoB // Bicuuk BoerHoi po3Biaku. — 2013. — 227 c.



68

47. YkpaiHcbkuld Kpu3oBuUi Mmexia-ueHTp : [Enextponnuii pecypc]. — Pexum
noctymy : https://uacrisis.org/uk/

48. llenTp mocnigxeHHs apMii, KOHBepcii Ta po330poenHs: [EnexTponnuit pecypc]. —
Pexum moctyny : https://cacds.org.ua/

49. IlumOamok  B.C. Indopmamiitne npaBo VYkpainu. / B.C. Iumbamox //
Hapuansao-meToamunnii komriiekc. — K.: Kuis, 2017. — 258c.

50. llemuyk B.B. Teopetuko-mpaBoBi 3acajau JOCHIKEHHS 1H(OpMaIiitHO1

Oesneku. €Bporneiichki nepcnekTusu / B.B. lllemuyk // — Tepronine: «/Ixypay,

2019. -5-11c.



KuiBcbkuii HAILIOHAJILHUNA TOPTrOBEJIbHO-eKOHOMIYHUM YHIBEPCHTET
Kadenpa ny0siunoro ynpasjiiHHs Ta aAMIHICTpYBaHHA

PE®EPAT
BUITY CKHOI KBAJII®IKAIIHHOI POBOTH

Ha TEMY:

«MOHITOPHHI TA OLIIHIOBAHHSI 3ATPO3
IHOOPMAUIAHOI BE3MEKHU YKPATHU»

Crynentku 2 Kypcy, 4 rpynu,
crertianbHOCTI 281 «[lyOmiune
yIpaBJIiHHS Ta aIMIHICTPYBaHHS»
criemianmizaiii «IIyomiune
yIpaBJIIHHS Ta aIMIHICTPYBaHHS»

HaykoBuii kepiBHUK
KaHAUJAT €KOH. HAYK,
TOLIEHT

["apaHT OCBITHBHOI MpOrpaMu

I-p. €KOH. HayK,
TOLEHT

(mignuc cryneHTa)

(mignuc KepiBHUKA)

(mipmuc rapaHTa)

Kuis 2020

I"aBpuiroK
SAun
MukonaiBHUA

COHBKO
IOmis
AmHarosiiBHA

JlagoHnKO
JIronmuna
CremnaniBHa



Bunyckna xBamiikaniiiHa poOoTa CKIAJa€ThCsl 31 BCTYILY, TPhOX PO3ALIIB,
BHUCHOBKIB, CIIUCKY BUKOpUCTaHUX Jxepen (50 HaliMeHyBaHb). OCHOBHUI 3MICT
poOOTH BUKIJIAJEHO Ha 68 CTOpIHKAaxX KOMII IOTEpHOro TekcTy. Pobora micTuTh 8
PUCYHKIB, 1 Tabmuizo.

MeToro poGoTH € 10CIIIKEHHS CTaHy 3aXUIEHOCTI IHGOPMALiiHOT Oe3neku Ta
aHauTi3 HABHKMX 3arP03 HAIIOHAJTLHUM IHTEPECAM aepxkaBu B iHGOpPmariitaii chepi.

[TocTaBnena mMeTa 3ymMOBUJIA HEOOXIIHICTh BHUPIIMIEHHS TAKUX JOCHITHULIBKUAX
3aBllaHb:

— PO3KPUTH TEOPETUUHI MOJ0KEHHS 1H(POpMaIlIiHOT 0e3neKH;

— BU3HAUMTHU 3arpo3u iHdopmarlliiiHii 6esneni Ykpainu;

— pPO3KPHUTH CBOEPIAHICTH Peainmizamii HUHIMHLOT NOMITHKH IH(GOPMALIHHOT
Oe3nexy;

— JAOCTITUTH MEXaHI3MU JIeP’KaBHOr0 pPearyBaHHsS HA CydaCHl 3arposu
IHdopmariiHii 6esmerii;

— BUCYHYTH TPONO3uIlii s nOKpameHHss e(GeKTHBHOCTI (PyHKIIIOHYBAHHS
Pi3HUX Cdep aisubHOCTI JepxaBu JUIsl 3a0e3neucHHs IHGOPMANIAHOT Oe3nexn
Ykpainu.

O06’eKTOM JOCIIHKEHHS € MPOIIeC MPOBEICHHS MOHITOPUHTY Ta OIIHKH 3arpo3
iHpopMaIiitHOT 6e31eKu.

[IpenmeToM NMOCHIIKEHHSI € TEOPETUYHI Ta MPHUKIAIHI OCHOBH 3a0€3MeUeHHS
iHpopMaliitHo1 6e3meku 3a MaTepiaiamu Ciryx0u O6e3rexu Y Kpaidu.

JIist BUpIilIEHHS BU3HAYEHHUX 3aBJIaHb, Y MPOIECI JOCTIIKEHHS BHUKOPHUCTAHO
3araJlbHOHAayKOBI Ta CIeIiajIbHI METOJIH.

VY nepmomMy po3aiii pO3KPUBAIOTHCS OaraTorpaHHiCTh CYTHOCTI iHGOpMaIiitHOT
0e3MeKu Ta po3TIIsAIaloThCs BUIN 3aTrpo3.

VY npyromy po3aiii 3M1MCHIOETHCS JTOCTIIKEHHS PO3BUTKY Ta YAOCKOHAJICHHS
iHbopMarliitHoi Oe3mneKu, olliHKa MUIIXiB 3a0e3medeHHs 6e3neku iHdopmarrii.

Y TpeThoMy pO3aUII PO3KPUBAIOTHCA HAMPSIMU PO3BUTKY 1HGOpMAIiitHOT
6e3neku, 3actocoBano PEST, SWOT, OSINT — ananizy ananizy npu oprauizamnii ta
IUTAHYBAHHI JIeKaBHOI TONITHKK 3a0e3redeHHs IHGOPMAIIHOT Oe3rekn YKpaiHu
Ta  BHKIJIAJICHO IPOIMO3MINI MI0J0 TMOKpaleHHs C¢PEeKTHBHOCTI ()YHKIIIOHYBAHHS
pi3HUX Cdep isUTBHOCTI AepkaBu Juis 3a0e3redcHHs IHPOPMAIIHHOT Oe3neKn
YkpaiHu.

OneprkaHi pe3yIbTaTH MOXYTh OyTH BUKOPUCTAHI IPH YOCKOHAICHH] O0e3MeKn
iHbopMmarlii B YkpaiHi.



AHOTaIis

Y BumyckHiii kBamidikamiiiHiii poOOTI MPOAHATI30BAHO TA Yy3araJibHEHO
TEOpPeTHuHl MTIAXOaAM 10 BHU3HAYEHHS 3arpo3 IH(OPMAIiifHOT Oe3nexku YKpaiHw.
[lpoBeneno awnamiz CydaCHOrO Crany IHdoOpManiiHOi Oe3meku B YKpaiHi.
BuokpemieHO OCHOBHI BHIM 3arP03 B Cy4aCHUX yMOBaX. [IpoBeneHO MOCITiIKEHHS
PO3BUTKY Ta YJIOCKOHAJICHHs 1H(hOpMalliifHO1 O0e3MeKH, OlliHKa NUISXIB 3a0e3MeueHHs
Oesnexku 1HQoOpMAaIlli Ta BHUKJIAACHO MPOIMO3UIlT MIOA0 MOKpAIIeHHS e()EeKTUBHOCTI
(GyHKIIOHYBAHHS ~ PI3HUX  Chep  AIUTBHOCTI  JgepkaBu i 3a0€3IMEYCHHS
IHhOpMariitHOT Oe3neku Y KPaiHH.

Annotation

In the final qualification work it is analyzed and summarized theoretical
approaches to identifying threats to the information security of Ukraine. The analysis
of the current state of information security in Ukraine is carried out. The main types
of threats in modern conditions are singled out. It was helt the development and
improvement of information security, assessment of ways to ensure information
security and proposals are set out for improving the efficiency of various areas of the
state to ensure information security of Ukraine.

KirodoBi crnoBa: iHGopmaliiiiHa Oe3meka, 3arpo3w, 3axucT iHdopmarrii,
KiOepIrpocTip, MOHITOPHHT, iIeHTUdIKaIlisA, iHpopMaIlliiiHa iIHPPaCTPYKTypa.
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PELLEH3I51
Ha BHITYCKHY KBasidikaiiiny p060'ry Ha TeMy oo
«MOHITOPHHT TA OUIHIOBAHIIS 3arpo3 indpopmauiiinor Oeznexn YKp
crysentkn OC «Marictp»
cnerianbrocTi «[TyGaiune ynpasiiHHs Ta aZIMiHICTpYBaHH»
KHIBCHKOIO HALIOHALHOIO TOProBeJILHO- -eKOHOMIYHOIO YHIBEPCHTETY
Caspuaiok Slun MukoaaiBuu

Bunyckna ksamigikauiiina pobora BHKOHaHA Ha aKTyaJbHy TeMY.
[adopmauiiina Gesnexa € OJHIEIO 3 BAKITMBIIIMX CKJIAJOBUX HalliOHAIBHOL
Gesmexu nepkasu. MaiiGyThe nepxan Ykpaina 0e3nocepeiHbo 3QIEKUTD Bl
eeKTHBHOI JePKaBHOI TNOJITHKH B uiit cdepi, B 3/1aTHOCTI 337‘3‘““” T
BiJICTOSTH Y BIAcCHOMY mtbopmaunmomy MpocTopi HAaLIOHAJIBHI M JyXOBHI
LiHHOCTI, Bin 3a0e3meueHHs CTIMKOCTI Ta CIPOMOXKHOCTI AepXKaBHUX CTPYKTYP B
YMOBAX BIIMBY 30BHILIHIX Ta BHYTPIlLHIX 3arpo3.

IndopMmatiiiHuii TPOCTIp € OIHIEI0 3 OCHOBHHX kareropiii iHhopMaLiiHOT
Gesnexn. Harionansuuii indopMauiiiHiui npocTip SBISE co0010 cepeloBUIIE
indopmartiiinoro o6MiHy 3aa1s cTBOpeHHsl HOBOI iH¢popmauii, i 3aXHCTY Ta
BHKOpHCTaHHS. Po30ynosa BracHOro iHdopmaniiHOro NpOCTOpy € OJIHIEIO0 3
MepelyMoOB COLIANbHO-eKOHOMIYHOTO, IOJNITHYHOrO M KYJIBTYPHORC
IepIKaBH.

Ha nymKy aBTOpa, Ha ypsAIOBOMY piBHI HEOOX1ZHO O
MATAHHS 3aXHIIEHOCTI OCHOBHHX iH(OopMaliiHO-TENIeKO
BJIOCKOHAJINTH OpraHi3aliiHl Ta NpaBOBlI NPOLECH YIIP
Oe3rnexoro Ta Oe3yNHHHO 3/11HCHIOBATH 3a0e3Ne4YeHHs AP
Ta TPYJOBHMH pecypcaMu. 100 JOCATHYTH NMEBHOrO PiBHS
Ykpaini, HeoOXiaHO chOpMYyBaTH €IMHUAN MeXaHi3M 3a0e3n
Oe3neku nepiKaBH.

Bumyckna xBanidikaniiiHa pobora € akTyalbHOIO
pexomenaanii. Pobora BianoBizae OCHOBHUM BUMOraM Ta
710 3aXHCTY.

3actynuuk kepiBunka Ciy:kon 3
NUTAaHb indopmaniiinoi 6e3nexu Ta
KidepOesnekH — KepiBHHK ynpasJinus
inpopmauiiinoi 6eznexn
Anapaty Paan nauionanbuoi 6esnexn i
oboponn Ykpainu
KaHIMJAT TEXHIYHUX HAYK, C.H.C
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MoaceeyeHo:  HeyHukanbHble dparMeHTb

MOX/IMBOCTI KOMYHIKaLil; -
* NOCTIHO NIABULLYBATH MEgia-rpaMoTHICTb TPOMaAAH, CNPUATY NIArOTOBLI KOMNETEHTHUX NpauiBHuKie-npodecioHanis 4ns megia-cdepu;

 HeobXigHO 3aMiCTb aHaMoroBOro MOBJIEHHS NMOKPUTY YCIO TEPUTOPItO KpaiHu UMdPOBUM Ta IHTEPHET-MOBMIEHHAM Ta HAAATU OAHAKOBMX MOXUIMBOCTEN
[OCTYMY KOXHOMY rpOMagsaHuHy Ao iHbopMauifHux pecypcis Mepexi IHTepHeT;

* OMEepaTUBHO 3340BOMbHATU 0B'EKTUBHOIO Ta AOCTOBIPHOH IHOPMALLIEID HACENEHHS TMMYACOBO OKYMNOBAaHWX TEPUTOPI.

4) Wob 3abesneunTu iHdopmauiiity besnexy:

* NoBWHHA ByTK CTBOPEHA iHTErpoBaHa c1cTeMa OLiHKM iH(OPMaLiiHNX 3arpo3 Ta MexaHi3M (NPOTOKON Ail) pearyBaHHs Ha HUX;

 NOTPIOHO Ha 3aKOHOAABYOMY PIBHI 3aTBEPANTI MEXaHI3M (HOPMATUBHI aKTW, NPOTOKON Ail, TOWO) NO BUABNEHHIO dikcauii, HNoKyBaHHIO Ta BUAANEHHIO 3
iHdopmaLiitHoro npoctopy aAepxaeu Gyab-akoi iHpopMauii, SKa € NPAMOIO 3arpo30t0 KUTTIQ Ta 3A0POB’I0 rPOMAASH KPaiHu, 8 TAaKOX AepKaBHOMY
CyBEpeHiTeTy, Nnponarye BOEHHI Ail, BOPOXKHEYY Ha peniritHoMy i HauioHanbHOMY NIArPYHTI, TOTaNITAPHI PEXMUMM | IXHID CUMBONIKY, 3MiHY KOHCTUTYLIHOIO
napy i NOpYLUEHHS TepUTOpianbHOI LiNiCHOCTI YKpaiHu;

106 AOCATTV ONTUMANLHOTO PIBHS MOXKIMBOCTEN AEPXKaBM 4ATY BiACY NOTEHUIMHUM Ta peasnbHUM 3arpo3am HauioHanbHWUM iHTepecam YKpaiHu,
NoTPIBHO YAOCKOHANUTY NOBHOBAXEHHS AEPXKABHWUX OPraHiB, WO 3AIMCHIONTb SIANbHICTb;

CB0BOA MOANHW | TPOMaJARHWHE, BepxoBHWIA [0N0BHOKOMaHAYEaY 36poiiHKX Cun ¥KpaiHu | Tonosa Pagn HaujoHanbHel 6e3nekn | 0BopoHW YKpaiHu
34IMCHIOE 3aranbHe KepiBHNUTBO ¥ chepax HalioHansHoi Gesneku Ta 06opoHK YkpaiHw;

BepxoeHa Paja YKPaiHK B MEXax NOBHOBAXEHb, BU3HAYEHUX KOHCTUTYLIEKD YKDATHW, BU3HA4aE 3aCaW BHYTPILUHBOI Ta 30EHILLIHBOI NONITUKKW, OCHOBK
HalioHanbHol Beznexu, GopMye 3akoHoAaB Y 6a3y B Uil chepi, CxBaNtE PilleHHs 3 NMTaHb BBEASHHA HAA3B4aMHOro | BOEHHOTO CTaHy, MoBGinizayil,
BW3HAYEHHR 3arafsHOl CTPYKTYPI, YNCENBHOCTI, PyHKUIA 36poiHLMx Cun YKpaiHW Ta iHWWX BIficbKOBMX (JOPMYyBaHb, CTEOPEHMX BigNOoBigHO A0 3aKoHIB
YKpaiH [3akoH YkpaiHK «Mpo 0CHOBK HalioHaNbHOT Be3nekun»].

3rigHo cT.124 KoHcTWTYUIT YKpaiHK npasocyas B YKpaiHi 3iicHIORT BIUKNKYHO CyaW, TOMY CYAOBI 0praHn i po3rAsfati NKLe 3a PaMKaMn CMCTEMK
Ge3nexi. B yCix iHLWMX BUNagkax cy4osi opraHi 34iACHIBATAMY T HE xapakTepHy v OYHKLI, Lo NOpYLWMTh NPUHLMII CYA0YMHCTEA NepegtaqeHnx
CT.129 KOHCTMTYUiT YKPaTHW: HE3aNEXHICTh Cy/iB, 3MaransHicTh Ta PiBHICTL CTOPIH. TOMY ARKYHYW CaMe ZOTPMMAHHI NPYHUMMIE CYA0HMHCTEA Cyan
BifirpatoTh 3Ha4HY pofb ¥ A0TPMMAaHHI BanaHcy iHTepedis 3rigHo 3aKoHy Pi3HMX 06EKTIB Ta CyB'eKTIB NOAITHKK iHdOpMaLifHOT Be3nekin.

OTxe B YKpalHi 33 3aKoHOAAE40H BNaf0k WOA0 FON0BHMX acnekTi 6e3nekn NocTana poik BM3HAYeHHR 3aB4aHb.

PyHKUIT BepxoBHOT PaiK BKIHOYa0Tk B cebe BU3HaYeHHS B Aepiasi KA40oBMX NapameTpis iHhopMaLiiHKx NpoLecis Ta MMOoBIpHNX cnocobis | dopm
3abe3neyeHHs UMx NapameTpis. AGo IHLUWMK CNoBamM, BepxoBHa Paja BM3HaYaE 3MICT iHDopMaLiiHOT Be3neKkn | MOXUTMEI Cnocobu Ta GopMu 1T 3axXincTy.
IHLLKMM BEKTOPOM AIAN5HOCTI BEPXOBHOT Pagy CTEOPEHHS NpaBoBUX NPUHUKMNIB NONITMKW AEpXaBK B iHhopmMauiifHii chepl. Ha BMKOHaHHS LKX NWTaHb
BIANOBIAHO A0 CT.85 KOHCTUTYL YKpaikv BepXoBHa Paja Mac Taki NOBHOBAXEHHA: BU3HAYEHHA 3aCa BHYTPILLHBLOI | 30BHILUHBOI NOAITHKK, peanizauil
CTpaTeriYHoro Kypcy AEp#ask Ha HaByTTs NOBHOMNPABHOTO YNeHCTEa YKpaiHy B EBponercskomMy Corosi Ta B Opranisayii MiBHIYHOETNaHTMYHOTO
ACTOBOPY; 33TBEPAXEHHA 3araNbHOAepKaBHNX MPOrpamM eKOHOMIMHOrO, HaYKOBO-TEXHIYHOMD, COLIaNbHOr0, HaLIOHAaNEHO-KYNbTYPHOM PO3SBUTKY,
OXOPOHW A0BKINARA; PO3MNs A | NPUAHATTS pilUeHHS WoA0 cxBaneHHs MporpaMin gisnsHocTi KabiseTy MikicTpiB YkpaiHi; 3acnyXoByBaHHR WOPIHHIX Ta
no3a4eproBux NociaHs NpesrieHTa YKpaiHn Npo BHYTPILWHE | 30BHILUHE CTaHOBWLLE YKkpaiHW. BepxoBHa Paja yNoBHOBaXEHa TakoX BU3HAYaTh
CTPYKTYpW Ta NPWM3Ha4aTK [0 OpraHiB AepxaBHoi BNagw psj nocafoBux ocib Lo BUKOHYHTh 3aBAaHHS M0 3aXUCTy iHpopmMauiiHoi Besnexw, 3okpeMa
3rigHO CT.85 KOHCTUTYLIT YKpPaiHW: NpU3HadeHHA 3a nofaHHaM MpesunieHTa YkpaiHu Npemep-MiHicTpa Ykpain
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