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AHOTALIIA

BianoBigHo 10 METH AOCIIKEHHS, poO0Ta IPUCBIUYCHA PO3pOOIll BeO-calTy
JUIS yIpaBiiHHA BiaaioMm TexHiyHoro obcmyroByBanHs KHTEY, mo mo3BomuTs
IpaliBHUKaM CTBOPIOBATH 3aMOBJICHHS Y€pe3 IHTEPHET Ta BIJCTEXKYBATH ii OHJIalH.
Po3po6ka Oyrna mojaiieHa Ha 3 OCHOBHI YaCTHHMU:
» CepBepHa 4acTHHA, 1€ BUKOPUCTOBYBalach MoBa mporpamyBanHs PHP
3 Laravel ¢peitMBopkoM.
» Kinientchka yacTHa, ¢ BUKOPHUCTOBYBAJIACh MOBa IPOTPaMyBaHHS
Javascript 3 Vue.js ¢hpeliMBopkoMm.
* Cucrtema il OHOBJICHb B peajJbHOMY 4aci, Jieé BUKOPHUCTOBYBAJIACH
MoBa nporpamyBaHHs Typescript 3 Node.js hppeiiMBoOpKOM.
Jlist B3aeMopii IIMX YacTHUH, BUKOPUCTOBYBAJIWCH JOJATKOBI CEpPBICH Ta
iHcTpyMeHTH. [laHi 30epiratoThcs B pessiiitHii 6a31 nanux MySQL.
l'otoBuit BeO-caiiT OylO  YCHIMIHO MNPOTECTOBAHO  BIAMOBITHO IO

GyHKII1IOHATBHUX BUMOT.

KarwuoBi caoBa: Be06-caiir, Laravel, SPA, websocket, indopmariiina

CHCTCMaA.

ABSTRACT

In accordance with the purpose of the study, the work is devoted to the
development of a website for the management of the maintenance department of
KNTEU, which will allow employees to create orders via the Internet and track it
online.

» The development was divided into 3 main parts:
» The server part where the PHP programming language with the Laravel

framework was used.



» The client part where the Javascript programming language with the
Vue.js framework was used.
» Real-time websocket system using the Typescript programming
language with the Node.js framework.
For the interaction of these parts, additional services and tools were used. The
data is stored in a relational MySQL database.

The finished website has been successfully tested in accordance with the
functional requirements.

Keywords: Website, Laravel, SPA, websocket, information system.



INEPEJIK YMOBHUX TIO3HAYEHBb, CUMBOJIIB, OANHUILb,
CKOPOUYEHbDB I TEPMIHIB

[1K — nepcoHaIbHUAN KOMIT FOTE.

bJ1 — 6a3a maHmX.

JSON (anru. JavaScript Object Notation) —TrekcToBuil popmaT 0OMIHY JaHUMU
MDK KOMITFOTEPaMH.

MVC (aurn. Model-View—Controller) — mabnoH au3aiiHy NpOrpaMHOIO
3a0€e31eUeHHS.

SPA (aurn. Single-Page Application) — Be0O-caiiT, SKoMy HE MOTPiOHO
Nepe3aBaHTAKyBaTU CTOPIHKY IMJI YaC BUKOPHUCTAHHS Ta IMpPAIIO€ B
Opay3epi.

CI/CD (anrn. Continuous Integration and Continuous Delivery) — nabip
MPUHITUIIB Ta HAO1p MPAKTHK, IO JO3BOJIAIOTH PO3POOHMKAM YaCTIIIe Ta
HaJ1MHIIIE TOSICHIOBATH 3MIHU KOAY.

CORS (anra. Cross-Origin Resource Sharing) — Mexani3m 0e3neku cydacHUX
Opay3epiB, SKUi 103BOJsIE BEO-CTOPIHKAM BUKOPUCTOBYBATH JIaHI, IO
3HAXOAATHCS Ha THIINX JOMEHaX.

VCS (anrn. Version Control System) — me mporpamtHe 3a0e3NedycHHs, AKe
3a0e3neuye QyHKUIOHATBHICTD YIIPABIIHHS BEPCISIMHU.

API (anra. Application Program Interface) — ctpykTypa /it CTBOPEHHS CITy»,O0

HTTP.
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BCTYII

AkTyanpHICTE. Y Haml dYac CKIAQgHO YsIBUTH poOoue wicie 06e3
BUKOPHUCTAHHS SKOi-HEOYIb TEXHIKU, OCOOJIUBO, SIKIIO 1 TEXHIKA MPaIlOBaTUME
CIpaBHO JOBruil wyac. J[as 1[bOro € TMpamiBHUKA BIAAUTY TEXHIYHOTO
0o0CITyroByBaHHA, $IKI 3aiMalOThCS TaKWM IUTaHHSAM, Ta HAJAIOTh MOCIYTH
KOpHUCTYyBauaM, SKIIO Ta ab0 1HIIa TeXHIKa BUUIILIA 3 JIaJTy.

Jlnsg 3HWKEHHS BUTpPAT 3a PaxyHOK CBOEYACHOTO OOCITYrOBYBaHHS Ta
MOXJIMBICTh ~ BIJICTEKYBaTH, KOHTPOJIIOBaTH Ta CTBOPIOBATH 3aMOBJICHHS
JTUCTAHIIIITHO — CTBOPIOETHCS BEO-CalT.

3a gomomororw BeO-caliTy, KOpHCTyBadl MarOTh 3MOTY CTBOPIOBATH
3aMOBJICHHS, HE BIIXOJSM4YM BiJ cBoro poOodoro wicusg. B cBow uepry,
BIIMOB1JIaIbHI JT0aU 3a TexHiuHe oOciyroByBaHHs KHTEY, oOpoOisitoTs HOBI
3aMOBJICHHSI, 30UparOTh MEPBUHHY 1HGOpPMAIIO 1 3a HEOOXITHOCTI MAaloTh
MO>KJIMBICTh BIJIIIPABUTHU JIEKIJIbKA KOMEHTAPIB JJIsi YTOUHEHHS, a00 MiJKPINUTH
Oynb-siKuid (haiist 10 CTBOPEHOTO 3aMOBJieHHsI. CallT 1o0pe BigoOpaxkaeThes sIK Ha
1K Bepcii, Tak 1 Ha MOOUTEHUX TMPUCTPOSIX.

Merta nociikeHHs: po3po0Kka Ta BOPOBAKEHHS 1HPOPMALIHHOT CUCTEMU
JUTSI YIIpaBJIiHHS BiIIII0M TexHIgHOTo oOocinyropyBanHss KHTEY.

O0’eKT  NOCHIDKEHHS:  OpraHizaiis  MOCIYr I TEXHIYHOTO
00CITyrOByBaHHS.

[IpeameT mochimKeHHs: METOAM Ta JITOPUTMU CTBOPEHHS BEO-CAUTy IS
TexHiyHoro oociyropyBanuss KHTEY.

VY BIAMOBIHOCTI 3 METOIO AOCIIPKEHHSI TTOCTaBJICHI HACTYITHI 3aBIaHHS:
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 Jlocmiautu  iHQoOpMaliiiHy  cucTeMy  BIJAULy  TEXHIYHOTO
o6cnyropyBanHuss KHTEY.

* Bwusnauntu mpomec, SKUA HEOOXiHO aBTOMATU3YBAaTU IS
M1IBUINCHHS €(DEKTUBHOCTI B3aEMO/II1 3 BeO-CaiiTOM.

* Hamnucaru BeO-caiit 3r1THO CTBOPEHOTO TEXHIYHOTO 3aBAaHHS.

* IlporectyBatn HasBHUN (QYHKIIOHAT 3a JOMOMOTIOI0  unit-
TECTyBaHHS.

Metoau noCHiKeHHS: MPOLIeC B3a€EMO/II1 MPAI[IBHUKIB BIIJILTY TEXHIYHOTO

3a0e3nedenHs 3 npaniBHukamu KHTEY.

HaykoBa HOBHW3HAa JOCHIJDKEHHS TIOJISITa€ B CTBOPEHHI CTAaOUIBHO

MPAIFOI0Y0T0 CePBEpa 3a paXyHOK BUKOPHCTaHHs Oaratbox Docker-konteiHepis,

SIK1 B3aEMOIIOTH MK COO0I0.

Apxkym
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PO3/ILI 1.
3ATAJIBHI BZIOMOCTI TA OIIUC TEXHOJIOTTiA

1.1. Onuc npoexkTy

OcHOBHa 171esl ILOTO MPOEKTY — € CTBOPEHHsI 1HGOPMAIIIIHOI cUCTeMH, 3a

JIOTIOMOTOI0 SIKOi MpAIiBHUKH BUIOro HaBuaimbHOro 3akiany KHTEY, maroTsh

3MOTy BUKOPHUCTOBYBAaTU CTBOPEHHUI BEO-CalT 3 OYy/Ib-IKOTO MPUCTPOIO Ta MICIIS

po3TalmryBaHHsA, CTBOPHOBATH CICKTPOHHC 3aMOBJICHHS Ha O6CJIerBYBaHH$I

TEXHIYHOI'0 3ac00y, A13HABaTHCS CTaTyC BUKOHAHHS 3aMOBJICHHS Ta OTPUMYBATH

J0/1aTKOBY 1H(poOpMaIiito mo 3amoBieHH0. [IpaniBHUKHU 1EeHTPY 1H(MOpMAIIHHUX

TEXHOJIOT1d — OTPUMYBATH 3aMOBJIEHHS, 00pOOJIATH Ta BUKOHYBATH iX.

3a JOIIOMOI'OIO IBOI'O caﬁTy, BI/IIIII/Iﬁ HaBYaJIbHUM 3aKJIaJl OTpUMac:

* Cucrema KCPYBAaHHS 3aMOBJICHHAMMU.

* MOXIuUBICT, NIAKPIIUIIOBATH OJUH ab0  JIeKIJIbKa

CKPIHIIOTIB.

® KOMeHTyBaTI/I 3aMOBJICHHA.

(aiinis,

* OrtpumyBatu iHGOpPMALIIIO HA €IEKTPOHHY aJpecy, Micas OyAb-SIKUX

3MIH Ha CaTI.

« (Cucrema KepyBaHHS KOPUCTYBa4yaMH.

« Cucrema KepyBaHHS pOJISIMH, JOCTyNaMH JI0 TIEBHUX /1 HA CaNTI.

e ['Hyuka cucTEMa HaJIAIITYyBaHHS IIPaB.

« Cucrema KepyBaHHsI CIIUCKOM 00JIaJIHaHb, MiAB’I3aHUX JI0 CEPIITHOTO

a00 1HBEHTapHOTO HOMEDY.

* I'moGanbHi HaNaMITYBaHHS HA CaTi 32 TOMIOMOTOIO iHTEpdeiica.
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MoxnuBICTh pefaryBaTu Manidect ¢ainy, sKuii 103B0JIsI€E BHHOCUTH
«IpIuK» BeO-caiiTy 10 pobouoro crony Ha [1K abo Tenedoni.
Cucrema kepyBaHHs (POHOBUMH 3aBJIaHHSMU, BiTHOBIICHHS 3aBJaHb.
OTtpumanHs iHGOpMAIIil B peaTbHOMY Yaci 3a JOMOMOI'OI0 TEXHOJIOT1i
Websocket.

HonatkoBi nmani B 0a3i JaHMX [JI KEpyBaHHS IIplOpUTETaMU

3aMOBJICHHS, MOJEISIMHU 00J1aJHaHb Ta 1H.

1.2. Buxopucranuss REST API

REST (Representational State Transfer) — me cTuab mnporpamHoi

apXiTEeKTypH, 0 3a0e3leuye 3pydyHHM Ta MOCHITOBHUM MiAXiA 10 3alUTy Ta

Mo udikarii.

VY cucremi RESTful pecypcu 30epiraroTbcsi B CXOBHII JIaHWX; KIIIEHT

HAJICUJIA€ 3alUT IPO T€, IO CEpBEpP BUKOHYE MEBHY 10 (HAIPUKJIIAJ, CTBOPIOE,

OTpUMYE, OHOBIIIOE a00 BUAAISIE PECYPC), & CEPBEP BUKOHYE IO Ta HAJCHUIIAE

BIJIMOBI/Ib, 9YaCTO Y BUTJISAI MTOAAHHS 3a3HAYCHOTO PECYpCy.

Kunient Busznauae nito, BukopuctoByroun HTTP tum, takuit sik POST, GET,

PUT a6o DELETE.

Po3yminng nuzaitny REST API:

Kiient-CepBep. OOMeKeHHS KIIIEHT-CEPBEP MPAIFOE€ HA KOHIIESTIII,
10 KJIIEHT 1 cepBep MOBHMHHI OyTH BIJOKPEMJICHI OAWH B1J OJTHOTO 1
JTIO3BOJIAITH PO3BUBATHCS 1HIWBIAYaJTbHO Ta HE3aJIEKHO.

He mae cran. API REST He MaroTh cTany, 11e O3HA4Yae, M0 BUKIUKH
MOXYTh 31MCHIOBAaTUCS HE3aJCKHO OJIMH BIJ OJHOTO, 1 KOXEH
BUKJIMK MICTUTb yCi JaH1, HEOOX1IH1 JJIs YCIIIITHOTO 3aBEPIIICHHS.
Kemr. Ockinbku API 6e3 cratycy Moxe 30UTbIINTH HaKIaIHI BUTPATH

Ha 00pOOKY BEJIMKHX HAaBaHTAXXEHb BXIJIHUX Ta BUXIJHUX BUKJIHKIB,
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REST API noBunen Oytu po3pobiieHuit A1 3a0X04eHHsI 30epiraHHs
KEIIOBaHMUX JaHUX.

* VuidikoBanuii iHTepdeiic. Kitouem n0 po3’eaHaHHS KIIl€EHTa 3
CEpBEPOM € HASIBHICTh €IMHOTO 1HTEPEHCY.

» baratopiBHeBa cuctema. Sk BUIUIMBaE 3 Ha3BU OaratopiBHEBa
CHUCTeMa — II€ CHCTEMa, IO CKJIAJAEThCs 3 MIapiB, MPUIOMY KOXKCH

map Mae MeBHy (QYHKIIOHATLHICT Ta BiAMOBITATBHICTh

1.3. Docker-konTeiinepu3anisi Bed-caiiTy

VY cydacHiil po3poOiri, BeO-CaiiTH CKJIaalOThCS 3 BEJIMYE3HOTO YHCIA
TEXHOJIOTiH, KpiM pO3poOIIOBaHMX PO3pOOHUKOM uacTHH BeO-caiity: frontend,
backend, 6e3:114 cepBiciB, sIKi MalOTh MEBHY JIOTIKY, € I11€ ¥ 30BHIIIHI CEPBICH 1
noaaTku — 0asza JaHux, cuctema kemryBaHHs, Load Balancer, Message Brokers,
PI3HI CUCTEMH MOHITOPUHTY. [CHYIOTh IHCTPYMEHTH 1 MOBU IIPOrpaMyBaHHS: git,
npm, php, node, golang i iH11I1, 70 ILOTO BCHOTO € III€ ¥ omneparliiini cuctemu. Bee
1I€ aKTUBHO OHOBIIIOETHCS, B KOXHOT'O € CBOSI Bepcis 1 po3poOHHKAM MOTPIOHO
MOCTIMHO CHIIKYBaTH 3a OHOBJICHHSIMHU 30BHIIIHIX CEpPBICIB 200 1HCTPYMEHTIB Ta
MIATPUMYBATH CBIM KO 111 KOPEKTHOT pOOOTH 3 HOBUMH BEPCISIMHU.

J{nst 1boro HEOOX1THO 3MIHIOBATH BEPCiI0 OOPAHOIo cepBica Ha JIOKaIbHIN
MaIl1Hi, TeCTyBaTH, MOXJIMBO IIOCh KOPUTYBaTH B KOJII, SIKIIIO HOBA BepCis HE
MIATPUMYETbCS po3poOaeHuM BeO-caiitom. Bei i 3minm Bignpasnsta Ha CI/CD
(continuous integration and continuous delivery), 1 B3k TiCJIsl IBOTO 3pOOUTH TEXK
came Ha production cepBepi. lle ckmagHO, MOBro, HEOOXIAHO TOCTIIHO
MEPEeMUKATHCS MK BEpCISIMH, 110 HE 3aBXKIH € TAKUM IMPOCTUM 3aBIaHHAM. SIKIII0
y Hac KiJIbKa MPOEKTIB, Ha K1 MU 3a3BUYAl IEPEMHUKAETHCSA - 11€ TAKOXK CKIIATHO,
TOMY 1110 30BHIIIHI BEepCli CEpBICIB Ta IHCTPYMEHTIB MU 3a3BUYail HE 3MIHIOEMO 3

IIPOEKTY B ITPOEKT.
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[lro mpobGnemy Bupimye Docker xonrtelinepusamis. Jlnsa mnpukiany:
po3pobieHuii BeO-caldT BigmiHHO Tparroe 3 MySQL 5.6.x Bepcii, Tomy 110
MySQL BcraHoBmIOBaJId 0/pa3y TMicCisi BCTAHOBJIEHHS OMNEpaliifHOI CHUCTEMHU
Linux 1 Ha TOil MOMEHT IIs Bepcis Oyla OCTaHHBOIO, 1 3BICHO, BCS pPO3poOKa
Bi10yBajiach 3 BUKOPUCTaHHSAM caMe I1i€i Bepcii. HactaB vac, koiau po3poOieHuit
BeO-caliT MOTPIOHO 3aJIUTH HaA TWPOJAKIIH cepBep. BcTraHoBmoemMo Bci
THCTpYMEHTH 1 0610110TE€KH 3a MPUKIIAJIOM TOTO, IK pOoOHIIH 11e Ha JTokanbHOMY [1K,
aje miJ yac 3amycky BeO-callT MoCh MINUIO HE TaK, BUABIAETHCS, IO MpU
BcTaHoBNeHHI MySQL, cuctema 3a 3aMOBUYBaHHSIM MIATITYE OCTAHHIO CTAOUIbHY
BEpCilo, sIka Ha TOM MOMEHT Bxe cTraHoBwiaa 8.0.X, B sKiM, sl mpuKiIagy,
PO3POOHUKH 3MIHWIIN CIIOCIO 3'€THAHHS 3 caMOI0 0a30l0 JIaHUX, a PO3POOJICHUN
MPOJYKT HE MIATPUMYE HOBUHM cIIOCIO 3’ € THAHHS.

Sxumo mig yac po3poOKH LBOro MPOEKTy abo Ha HOro 3aBEeplICHHS,
BUKopucToByBaBca Docker, Ham He moTpiOHO Oyno O BUTpayaTH 3aliBHil yac Ha
HaJIANITYBaHHS CEpBEPY, 0COOIMBO, KO 30ipka Linux BigpizHseTnes, sk Ubuntu,
Arch, CentOS Ta iH., B KOXXHOMY SIKM € CBiil MaKeTHUN MEHEIKEp, Pi3HI
KOH(iryparii Ta iH.

Docker — 11e mporpamue 3a0e3meueHHs 3 BIIKPUTHM KOJIOM, PO3pOOJICHE
JUTSI TIOJIETIICHHSI Ta CIPOIIEHHS po3poOku BeO-caiTiB. Lle Habip «mmaTdopma sik
MOCJIyTa» MPOYKTIiB, sIKi CTBOPIOIOTH 130JIbOBAHI BIPTYaJi30BaH1 CePEOBHUIIA IS
moOy1I0BH, PO3rOpTaHHS Ta TECTyBaHHS JoJaTKiB. Docker Bimokpemirroe BeO-calT
BiJl 0a30BOi IHPPACTPYKTYpH, 3'€IHABIIM CBIA KOJ 1 BCl HOro 3aJIEXKHOCTI B
ABTOHOMHY CYTHICTb, siKa OyJie IpaltoBaTH OJIHAKOBO B OY/Ib-sKii MiATPUMYBaHI1N
CUCTEMI.

HacnpaBni, He mo4aTkoBa po3po0Ka € CKJIaIHOO, & BCE T€, M0 MPUXOIUTh
micist po3poOka. Po3ropranus Koy € mpoOaemMor0. YTIpaBIiHHS 3aJICKHOCTSIMU €
npoOiemoro. Bigkatutu ocTaHHI 3MiHM € MpoOJieMor0. YcCi Il pedl CTaloTh

CKJIQJIHIIIIUMH, OCKIJIBKM CEPEeJOBHINA PO3POOKH PIAKO 1JEHTUYHI MPOJAKIIH
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ceprepy, 1 came TyT Docker-koHTeliHepr MOXYTh TOTOMOTTH. BOHU J03BOJISIFOTH
B3STH OyAb-SIKHA po3poOJieHWH BeO-callT, SKAW HEOOXITHO 3aIlyCTHUTH,
3rpymyBaTH HOro B Y3roJykeHWd (opMaT 1 3amycTUTH Horo B Oyab-AKy
1HGpaCcTPyKTYypy, fKa BMie 00poOnsTH KoHTeitHep. KiHueBuil pesynbrar myxke
CXOKUH SIK Ha €IMHUH exe (paiii 1 BCbOro po3po0IeHOro KOy.

3a pomomororo Docker, He3anexHO Bl MOBHM HpOrpaMyBaHHs, sKa
BUKOPHUCTOBYEThCA, 200 nucTpulOyTuBy Linux, Ha SKOMy po3po0IiaBCs BeO-CailT,

MH Ma€MO 3MOT'Y 3rOpHYTH BCC 1€ B OJJUH 6JIOK, SIKUM HAa3UBA€EThCS KOHTeﬁHepOM

1 BIH 3HA€, K 3aIlyCKaTu BeO-CauT.

App 3

Guest 0S App 3

Bins/Libs

Docker Engine

Host Operating System Operating System

Infrastructure Infrastructure

=@ O8O

Puc. 1.1. Pi3HuIIS Mk CTEKOM BIpTyasi3allii Ta KOHTEHHEPHOi 1HQpacTpyKTypu
Konreiinep Docker — 11e BipTyasnizoBaHe cepenoBHUINE BUKOHAHHS, JI€
KOPHUCTYBa4l MOXYTh 130JIFOBaTH BeO-calTu BiJ 6a30B01 cuctemu. L1 koHTeitHEpH
— I1€ KOMIIaKTHI, TOPTaTHBHI MPUCTPOI, B TKUX MOXHA IITBUKO Ta JIETKO 3aITyCTUTH
JI0JTaTOK.
[{iHHOIO OCOOJIMBICTIO € CTaHAAPTHU3alllsl OOUYKMCIIIOBAIBHOTO CEpPEeOBUIIIA,
0 TIpaIfioe Bcepenuni konterHnepa. lle ve numie 3abesneuye Te, 1m0 BeO-caiT

MpAaITioe B OJHAKOBUX OOCTAaBUHAX, aJi€ M CIPOIIye OOMIH 3 THIIIMMHU TOBapUIIIAMU

10 KOMAaH/II.
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OCKiTbKM KOHTEMHEPH € aBTOHOMHUMH, BOHHU 3a0€3MeuylOTh CHIIbHY
130JISI11110, TaPAHTYIOYH, 1[I0 BOHU HE MepeOUBAIOTh 1HIII 3aMyIIeH] KOHTeHHEpH, a
TaKoXX cepBep, AKWi iX miaTpumye. Ha BigMiHY Bija BIpTyaJdbHUX MaIIUH, JI€
BipTyaJi3allisi BiIOyBa€ThCs Ha arapaTHOMY PiBHI, KOHTEHHEPHU BipTyali3ylOThCs
Ha piBHI mporpamu. BoHH MOXYTh BHKOPHUCTOBYBATH OJHY MAIIUHY, CHUIBHO
BUKOPUCTOBYBATH ii SIPO Ta BipTyalli3yBaTH ONEpalliiiHy CUCTEMY ISl 3aIycKa

130JTbOBaHUX MPOIIECIB - 116 POOUTH KOHTEHHEPH HA3BUYANHO JICTKUMHU.

. A ppr———— ,
(Glent)——  (DOCKeR_Hos1) M
docker build . /,)-I D\ockerdaemon - | y2

" | .\ "-" R - ‘E S
docker pull ~| | :)_ 3
‘| [ Containers \  [Images }— \
/  [images}=— 1 T\
docker run —7 gy \, L ’é NGInNX
”ﬂ]]l[[ﬂmf L[~ !
4 o 4 /
~’ N /
E 4
”M]m’ Aw‘
.
0
g
Puc. 1.2. Apxitektypa Docker
» Docker Daemon — mpocnyxoBye 3anutu Docker API i kepye

o0'ektamu Docker, Takumu sk 300pakeHHsI, KOHTEHHEPH, MEPEXKI Ta
tomu (volumes).

» Docker Client — e ocaoBauM crioco6om B3aeMoii 6arathox Docker
kopuctyBauiB 3 Docker. Ilig yac BUKOpUCTaHHS TaKUX KOMaH], SIK
docker run, kmient Biampasisie 111 komanau dockerd, sikuii BUKOHYE
ix. Komanga docker BukopucroBye API Docker.

» Docker Registries — 30epirae 300paxenns Docker. Docker Hub - 1ie

myOJIIYHUN PEECTp, SKUN MOXKE BUKOPHUCTOBYBATH KoxKeH, 1 Docker
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HaJAIITOBaHMM 1Iykatn 300paxeHHs ©Ha Docker Hub 3a
3aMOBYYBaHHSIM.

» Docker Images — 1i¢ ma0ioH, DOCTYIHUHN JIMIIEC I YMTAHHSA, 3
IHCTPYKIIAMHA [IOJ0 CTBOpeHHs KoHTeWHepa Docker. Yacto
300pakeHHsI 0a3yeTbCs Ha IHIIOMY 300paXEHHI, 3 JCIKHUMHU
J0JIaTKOBUMU HAJIAIITYBaHHSIMHU.

» Docker Containers — e 3amymieHnii eK3eMInIsip 300paskeHHs.

» Docker Services — m03BOJISIIOTh MaciTaOyBaTH KOHTCHHEPH I10
nekuibkox Docker Daemons, siki mpalfforoTh pa3om, sIK swarm 3
KUJIbKOMa MEHEDKEpaMu Ta IpalliBHUKAMHU.

Jlokep mocsrae 130111l pi3HUX KOHTEHHEPIB 3a JOMOMOTro0 4 OCHOBHHX
MTOHSTh:

« Cgroups

* Tlpocropu iMmen (Namespaces)

» Stackable Image-Layers i konitoBaHHSI I1i]T 4ac 3amucy

* Moctu BipTyansHoi mepexi (Virtual Network Bridges)

Omnepamniitna cuctemMa Linux kepye HasBHUMHM amnapaTHUMH pecypcaMu
(memory, CPU, disk 1/O, network /O, Ta 11.) Ta 3a6e3neuye 3py4dHuit cnociod s
JOCTYIly Ta BHUKOPHCTaHHS TMpOIECiB N0 HUX. Hampukinan, mniaHyBaJbHUK
MPOLIECOPHUX MpouecopiB Linux, HampHKiIaa, MKIYeETbCA NPO Te, MO0 3 4acoM
KOXEH IMOTIK OTPUMAB JICSIKUN Yac Ha spi mpoiiecopa, o0 KoaHa mporpama He
3acTpsAria B OYiKyBaHHI 4acy Ha MPOIECcop.

KontponbsHi rpynu (cgroups) — 1€ CHOCIO MPU3HAYUTU MiJIMHOXKUHY
pecypciB MeBHIN rpytii nporeciB. [{e MokHa BUKOPUCTATH, HATIPUKIIA, ISl TOTO,
1100 HaBITH SKIIO Balll MPOLIECOp TyKe 3alHATHI ciieHapismMu Python, Bamia 6a3a

nanux PostgreSQL Bce 1mie oTpuMye BUIIIICH] TIPOIECOP 1 ONIEPATUBHY MaM'SITh.

Apxkym
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Host
[ ettt ] CONSTomsasm | [ cerie ol et Ty (]
. Containerl ! | Container2 ! | Container3 !
| § | ! ]
i (namespaces) ! | (namespaces) ! | (namespaces) !
lewweegueewe d lowewewwewew Pl lecoevegquenew Fl
/ cgroups\ / cgroups\ / cgroups \
Kernel

Puc. 1.3. Yopasninusa pecypcamu Docker 3a tonomoroto cgroups

Namespaces. Y To# yac ik Tpynu 130JII0I0Th anlapaTHi Pecypcu, MPOCTOPU
IMEH BHUIUISAIOTH 1 BIPTyali3ylOTh CUCTEMHI pecypcu. llpuknaan cucTeMHHX
pecypciB, SIKI MOXHa BIpPTyali3yBaTH, BKIIOYAIOTH 1EHTU(DIKATOPU TMPOIECY,
1MEHa XOCTIB, 1IeHTU(})IKATOPU KOPUCTYBAUIB, TOCTYI JO MEPEK1, MIKITPOIIECOBUI
3B’5130K Ta (hailJIoB1 CUCTEMHU.

PID Namespaces. Oneparriiina cuctema Linux opraHizoBye mpoIecu B Tak
3BaHOMY JiepeBi mporieciB. KopiHb nepeBa — 1l mepuuid mpouec, SKUi
MIOYMHAETHCA MICII 3aBaHTAXKEHHS onepalliifHoi cuctemu Ta Mae PID 1. Ockinbku
MOJK€ ICHYBaTH JIMILIE OJIHE JIEPEBO MPOIIECY, a BCl 1HIII Tpolecu (HampuKiIa,
Firefox, emynaropu tepminamb, SSH-cepBepu) noBunHi Oyt (Oe3mocepeaHbo
a00 OImocepeIKOBAaHO) PO3MOYATH ITUM IporiecoM. Yepes Te, 0 ek MpoIec
1HIL1aJ13y€ BCI 1HII MPOLIECH, HOTO YacTO HA3UBAIOTh MPOLIECOM Init.

Filesystem Namespaces. [HIMM BUTaKoM BUKOPUCTAHHS MPOCTOPIB IMEH
€ ¢aiinoa cuctema Linux. [lomibno mo mpoctopiB imeHn PID, mpocropu imen
GbaiiyioBOi CUCTEMU BIPTYali3ylOTh Ta 130JI0I0Th YAaCTHHHU JiepeBa — Y IbOMY
BUITAJIKy JepeBo (aitnoBoi cuctemu. DaitnoBa cucrema Linux opranizoBaHa y

BHTJISAJII ACpeBa 1 Ma€ KOPiHb, K MPaBUJIO, ii Ha3UBAIOTh «/». JlJIS mOCATHEHHS
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13051511111 Ha PiBHI (ailIoBOI CUCTEMH, IPOCTIp iMEH Oy/ie 31ICTAaBUTH BY30J1 Y IepPEB1
¢aitnoBoi cucTeMH Ha BIpTyaJlbHUN KOPIHB BCEPEAHMHI I[OTO MPOCTOPY IMEH.
[lepernanatoun (ailioBy cucTeMy BCEpeAMHI IILOTO MpocTopy iMeH, Linux He
JI03BOJISIE BAM BUITH 32 paMKHU BIPTYyaai30BaHOTO KOPEHS.

I Namespaces. Okpim PID ta Filesystem Namespaces, iCHyIOTh TaKoX
1HIII BUIM MPOCTOPIB IMEH.

Docker 306epirae images B stackable mapax. Illap micTuTh 3MiHH A0
nonepeaHboro mapy. Hanpuknan, sikiio BctaHoBuTH niepury Bepcito PHP, a motim
ckomnitoBatu ckpunt PHP, To image MatuMe 2 1oAaTkoBUX IIapa: OJUH MICTUTh
BUKOHYBaJIbHUM (aitn PHP, a inmmii — ckpunr. [L{o6 Tpuul He 30epiratu Ubuntu,
miapyu He3MiHHI Ta 3arajbHi. Docker BUKOpHCTOBYE (PYHKIIIIO KOIIIOBAHHS IMPHU
3anuci, moO 3poOUTH KoM Qailly JWIle y BUMNAJAKY 3MiH. 3alycKarouu
KOHTEHHEp Ha OCHOB1 300paxkeHHs, Docker Daemon HamacTh yci mapu, 110
MICTATBCSI B 1IbOMY 300pa)K€HHI, 1 MOMICTUTH HOTO B 130JIbOBAHHUM MPOCTIP
Filesystem Namespaces s 1mporo konteliHepa. [loennanus stackable mapis,
KomitoBaHHs mpu 3amuci, 1 Filesystem Namespaces 103BOJNSIIOTH 3allyCTUTH
KOHTEWHEp, MOBHICTIO HE3AJICKHUI BIJl pe4eil, BCTAHOBIIEHUX Ha XOcTi Jlokepa, He
BUTpavaroun Oararo micug. lle ogna 3 mpuunH, YoMy KOHTEHHEpU OLIBII JEeTKi
MOPIBHSHO 3 BIPTYaJbHUMH MaIllMHAMHU.

MepexeBuit mict (network bridge) — me komn'toTepHHIl MepekeBHi
PUCTPIi, IKHI CTBOPIOE €IMHY CYKYITHY MEPEXKY 3 JEKIIBKOX MEPEX 3B'3Ky a00

MEpEKEBUX CETMEHTIB.
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Puc. 1.4. 3’eqnanns qsox mepexeBux cermeHta (LAN 1 ta LAN 2)

3a3Buuail 'y Hac € JMIIe OOMEXeHa KIJIbKICTh MEPEKEBHUX IHTEp(ENCIB
(mampukian, ¢gizudHi MepexkeBl kapTH) Ha xocTi Docker, 1 BCl mporiecu Tak 4u
1HaKIIe MOTpeOyITh CIIUIBHOTO JOCTYIY 10 Hboro. Jlis Toro, mo6 1301r0BaTH
Mepexy KoHTeiHepiB, Docker m03BoJisi€ CTBOPUTH BIPTYaJbHUN MEpEKEBUN
iHTepdenc i KokHOTO KoHTehHepa. [loTiM BiH mifgkitodae Bci iHTepdercu

BIPTyaJIbHOI MEPEXI /10 aJanTepa X0CT-Mepexi.

1.4. BucHoBku 10 po3ainy 1

JIyst ycminmHOro CTBOpPEHHsSI BeO-caiiTy, HEOOXIJIHO MAaTH YITKO BU3HAYEHI
BUMOTH, J00p€ CHpOEKTYBaTH CHUCTEMYy MICJIsl TEXHIYHOTO 3aBlaHHA, Ta
JOTPUMYBATUMYCSI 1X TiJ] 4ac pO3POOKH.

CTBOpEeHHs OAHOCTOpPIHKOBOro BeO-caiiTy (SPA) — Bumarae cyyacHHX
TEHXOJIOT1i, SIK Ha CTOPOH1 CEpPBEPHOT YACTUHU, TaK 1 IPU KIIIEHTCHKOI YACTHHHU. 32
JOTIOMOTOI0 Cy4dacHUX (hpeliMBOpPKIB, Takux K Vue.js, React abo Angular — e
CTa€ MOXKJIHUBICTIO, IO 3MIHIOE 3BHYHUN MPOIEC PO3POOKH 3 CEPBEPHOTO

PEHIIEPUHTY Ha KJI1€EHTCHKUM.
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3a nmomomoroio BukopuctanHs Docker Texnomorii, mporec po3poOkxwu,

MiTHATTS cepBepa, HAJAIITyBaHHS OTOYCHHS 1 pO3ropTaHHs BeO-caiiTy Ha

IPOJIAKIIIH CEPBEP1 — CTA€ B ACKUIbKA pa3iB MPOCTIllIe, 32 PAXYHOK BUKOPUCTAHHS

MeBHOI a0CTpakIlii, He3anexkHicTh B OC, BIAMIHHOCTIX y Bepcisx 0i0moTek Ta

1HIIIOTO.
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PO3JILI 2.

BUBIP TEXHOJIOTI'TH, TIPOEKTYBAHHS ITIPOEKTY

2.1. Bu6ip TexHouioriii

[lepur 3a Bce, Oyab-akuil BeO-CaliT MOBUHEH PO3POOISITUCH BPaXOBYIOUH

IIBUIKO/I1I0, 3aXHIICHICTh Ta BIAMOBOCTIHKICTD.

[IBuakomisi: mMpoekT Oyae MOMIICHUH HAa KUIbKA BIJOKPEMIICHHX
MOJYJIB, KOKEH 3 SIKHX MO)KE MpaIfoBaTH HE3aJIeKHO BIJ 1HIIUX
MOJyJIiB, MpAIlOBaTH Ha OKPEMHUX cepBepax ab0 Ha PI3HUX AIpax
OJIHI€T CUCTEMHU.

3axXuIIeHICTh: MPOEKT MaTUME Unit-TeCTH, CUCTEMY aBTOpH3allil Ta
MO>KJIUBICTh BCTAHOBJIEHHS Ha CE€pBEpP 1 MATU JOCTYI TUIbKH IO
BHYTPIIIHIN MEpexI.

BiaMOBOCTIHKICTE: TPOEKT MpalfoBaTUME Ha OMEpalliiHiil cuctemi
Linux ta kokHa cuctema mpaioBarume B Docker koHnTelinepi, skuit
Oyne chigKyBaTd 3a JOCTYIIHICTIO 1 Tepe3aBaHTaXyBaTH MIpH

HEOOX1HOCTI.

Cuctema Oyne po3nojiiyieHa Ha 4 OCHOBHI MO/TYJIi:

Backend — e cepBepHa yacTHHA, IKa € OCHOBHOIO, TPAI[FOBATHME C
3alUTaMH BiJ KOPUCTYBaviB, B3a€MOISATH 3 023010 JaHUX Ta IHITUMU
CHUCTEMaMH.

Frontend — e kii€HTCbKa 4YacTHHA, sIKa BIAIIOBiZA€ BUKIIIOYHO 3a
B1JI00payK€HHS KOHTEHTY KOpPHUCTYyBaya.

Websocket — e Takox cepBepHa yacTHHA, ajie€ TUILKH BIAIOBigae 3a

B1JI0Opa)KEHHS 3MIHEHUX JIaHUX B PEAIbHOMY Yacl.
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 [nmIi cepBicH, SKi HEOOX1IH1 7151 MTOBHOI[IHHOI pOOOTH MPOEKTY
s Backend wactunu Oynu oOpaHi Taki TEXHOJIOTTT Ta IHCTPYMEHTH:

* PHP —1ie inTyiTHBHA MOBa ClieHapiiB Ha CTOPOHI cepBepa. Sk 1 Oyb-
sKa 1HIIIa MOBa CIIEHapiiB, BOHA J03BOJISIE PO3POOHUKAM CTBOPIOBATH
JIOTIKY y CTBOPEHHI BMICTYy BEO-CTOPIHOK 1 OOpoOJATH JaHi,
TOBEPHYTI 3 BeO-Opay3epa. PHP Takox MiCTUTB psifl po3MIMpeHb, sSKi
JO3BOJISIIOTH JIETKO B3a€EMOJIATU 3 0a3aMM JaHUX, BUTATYIOUYM JIaHI
JUIs BigoOpaXkeHHsI Ha BeO-CTOpIHI 1 30epirarouu 1HQopmailito,
BBEJICHY BIJ[BilyBaueM BeO-calTy, Ha3a/a 10 0a3u JaHUX.

» Laravel — ie pperimBopk PHP 3 BigkpuTHM BUXITHHM KOJOM, SIKHH €
HA/IIWHUM 1 JIETKUM U1l po3yMiHHs. BoHa ciinye mranony model-
view-controller (MVC).

» JSON Web Tokens (JWT) — 1ie cucrema aBTOopH3aliisi, sika BU3Ha4Yae
KOMITaKTHUI 1 aBTOHOMHHI c1ioci0 Oe3nevyHoi nepenavi iHpopmarii
MIDXK CTOpoHamu sik 00'exkT JSON

* PHPStorm — me iHHOBaIliliHe IHTETPOBAHE CEPEIOBHIINE PO3POOKH
(IDE), pospobnene JetBrains nns PHP 1 BeG-po3poOHUKIB.
[Iporpamue 3a0e3neuenHs BukopuctoBye Intellil] IDEA, o6
JO3BOJIMTH PO3pOOHMKAM TMHCATH KOJ Ha JEKUIBbKOX MOBaX,
Brouaroun CSS, HTMLS, JavaScript.

Jnst Frontend yactunu Oynu oOpaHi Taki TEXHOJOT1I Ta IHCTPYMEHTH:

» Javascript — e MoBa crieHapiiB ab0 mporpamyBaHHS, sIKa J03BOJISE
peani3oByBaTH CKJAJHI pedul Ha BEeO-CTOPIHKAX - KOXEH pa3, KOJU
BeO-CTOpIHKa OuIbllle, HIX MNPOCTO CTAaTUYHO BiIOOPA3UTH
iHopMmaIiito s Teperiisigy — BIIOOPAKEHHS CBOEYACHOTO

OHOBJICHHS BMICTY, IHTEpaKTUBHHUX KapT, TOIIIO.
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Vue — e ppelMBOPK i CTBOPEHHSI KOPUCTYBALIbKUX 1HTEp(EnCiB.
Ha BinMiny Big peiiMBOpPKIB-MOHOJIITIB, VUe CTBOPEHUHN MPUAATHUM
JUIS TIOCTYTIOBOTO BIIPOBA/PKEHHsA. MOro sapo B HepIry uepry
BUPIIIY€E 3aBJaHHS PIBHS YABIEHHS (VIEW), IO CIIPOIIY€E 1HTETparlito
3 IHIIMMU O010/T11I0TEKaMH Ta ICHYIFOUMMH MPOSKTaMHU.

Webpack — e cratuununii Moaysis bundler mis cy4acHHX mporpam
JavaScript. Komu webpack o6pobiisie mporpamy, BoHa BHYTPIIIHBO
CTBOpIOE Tpadik 3aJeKHOCTEH, SKUH BITOOpakae KOXKEH MOJYJb,
HEOOX1IHUI BalllOMy MIPOEKTY, 1 TeHEpYe OJIMH a00 OLIbIIE MAKETIB.
Babel — e iHcTpyMeHT, SIKUHi BUKOPHUCTOBYETHCS B OCHOBHOMY IS
nepetBopeHHs kogy ECMAScript 2015+ y 3BOpOTHY CyMiICHY BEpCito
JavaScript y moTounux i ctapux Opaysepax adbo cepeoBHUILaX.

Eslint — rie Tvim craTUYHOTO aHAMI3y, SKH 4aCTO BUKOPHUCTOBYETHCS
JUTS TIOLTYKY MPOOJIeMHHX 1a0JI0OHIB 200 KOJIIB, K1 HE BIMOBIAAIOThH
MEeBHUM CTWJIsIM. JIjisi OUIBIIOCTI MOB MPOTpaMyBaHHS ICHYIOTh
KOJIOB1 JIIHTH, 1 KOMIIJISATOPH 1HKOJM BKJIIOYAIOTH linting B mporiec
KOMIUISIII.

Scss — 1e Tabauis ctuitiB. BoHa 103B0JISIE BAKOPHUCTOBYBATH 3MiHHI,
BKJIaJICHI TIpaBWja, MiKCUHM, (YHKII Ta Oarato I1HIIOTO, BCE 3
noBHICTI0O CSS-CyMICHMM CHHTAaKCHUCOM. Scss jgomomarae 30epiratv

BEJTUKI TaOJIUIl CTHIIIB 100pe OpraHi30BaHUMHU.

st Websocket yactunu Oynu oOpaHi Taki TEXHOJIOTI Ta IHCTPYMEHTH:

Typescript — 1me MoBa mnporpamyBaHHS 3 BIJIKPUTHM KOJIOM,
po3pobiieHa Ta mATpUMyBaHa Kopropailiero Maiikpocodpt. Ile
CyBOpa CHHTaKCM4Ha HaJAMHOXHWHa JavaScript 1 gomae 10 MOBHU
JIOJIATKOBY CTaTUYHY TUITI3AIIIO.

Nodejs — me cepBepna miardpopma, modyaoBaHa Ha JavaScript

Chrome Bix Google Chrome (V8 Engine).
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Jest — ie TectyBanHs JavaScript, 3 akiieHTOM Ha TIpocToTy. [Iparroe 3
MIPOEKTaMH, 110 BUKOPUCTOBYIOTh: Babel, TypeScript, Node.js, React,
Angular 1 Vue.js

Socket.io — mo3Boisie 3MIMCHIOBATH 3B'SI30K Y PEXKHMI PEaTbHOTO
yacy, JBOHAIIPaBIICHUM 1 Ha OCHOBI MoJaii. BiH mpalroe Ha KOXKHIN
matdopMmi, Opay3epi abo MPUCTPOiI, OPIEHTYIOUHCH OJHAKOBO Ha

HAIIHHICT 1 IBUIKICTD.

[Hmm1 cepBicu:

MySQL — wme mBuaka, mpocta y BukopuctanHi CYBJl, ska
BUKOPUCTOBYETHCS ISl OararboX MajiiX 1 BEJIUKHUX IiANPUEMCTB.
MySQL po3po0isieThCsi, MPOAAETHCS 1 MATPUMYETHCSI KOMITAHIEIO
MySQL.

Docker — me Habip «miaTdopma K TOCIyra» HPOAYKTIB, SKi
CTBOPIOIOTH 130JIbOBaHI BIpPTyasi30BaHI CepeOBUIIA /JIs MOOYI0BH,
pO3ropTaHHsl Ta TecTyBaHHS nonaatkiB. Docker Bimokpemitoe BeO-
caiiT Bij 0a30BO1 1HPPACTPYKTYpH, 3'€THABIIU CBI KO 1 BCI HOTO
3aJIEKHOCTI B aBTOHOMHY CYTHICTb, sIka OyJie MpalioBaTH OJJHAKOBO B
OyIb-SIKi MATPUMYBaHIM CUCTEMI.

Traefik —11e cyuacuuit 3sopotHuii npokci-cepsep HTTP i 6anancysau
HAaBAaHTA)XCHHSA, M0  TMOJIETIIYE  PO3TOPTaHHS  MIKPOIOCIYT.
[HTETpYy€EThCST 3 ICHYIOUMMH KOMIIOHEHTaMHu 1H(pacTpyKkTypu
(Docker, pexum Swarm, Kubernetes, Marathon Tta 1H.) Ta
HAJIAIITOBYE ce0e aBTOMATUYHO Ta TWHAMIYHO.

Nginx — e mporpaMHe 3a0e3MeyYeHHs 3 BIAKPUTUM KOZOM ISl BeO-
OOCITyrOByBaHHS,  3BOPOTHOTO  TIPOKCI-CE€pBepa,  KEIIyBaHHS,
OallaHCyBaHHS HaBaHTAXXCHHS, TOTOKOBOTO TEpEJaBaHHS Mejia

TOLIO.
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» RabbitMQ — e nmporpama ayist 4epru mMoBiAOMIICHB, TAKOX BiJloMa SIK
Opoxep MOBIAOMIICHh a00 MEHEKEP YepT.

* Redis — ne cxoBwuie CTPYKTyp HTaHHMX 3 BIIKPUTUM KOJOM, SKE
BUKOPHCTOBYETHCSA SIK MOCEPETHUK 0a3 JaHUX, KEUTy Ta TOB1IOMJICHb.

« MailDev — 1ie nmpoctuii crocio mepeBipuTH 3reHepOBaHi €JICKTPOHHI

JIUCTHU TIPOEKTY IIi]T Yac PO3POOKH.

2.2. IlpoexkTyBaHHs 6231 JaHUX

MySQL — 1ie pensuiiina 6a3a 1aHuX, CTpyKTypoBaHa abo opraHi3oBaHa y
BUTJISIII TAOJMIlh, CTOBIIIIB Ta PAAKIB, JI€ TaOIMIIl IPEACTaBISIOTH 00'€KTH,

CTOBIILI1 — MOJISI, @ PSIAKK — 3aIKCH.

7] role_permissions ¥
A BIGINT

T s [ g
T

] equipment_tie v
1 sauipment I4BGINT Ph—T

Puc. 2.1. Pensriiina moaens 0a3yu JaHUX

MySQL — me pensiiiina 6a3a gaHuX, CTpPyYKTypoBaHa ab0 opraHizoBaHa y
BHTJISAJII TaOJHIb, CTOBIIIIB Ta PSAIKIB, J€ TaOIUIll NPEACTaBISIOTH 00'€KTH,

CTOBHI_Ii — IIOJIsA, a4 PAAKA — 3aIllMCH.
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Tabnui 6a3za maHux:
e equipments — ciKcok 00JIaIHAHb.
* equipment_file — 3B’sa30k many-to-many Mix aitiamMu
oOJaTHAHHSM.
* equipment_manufacturers — ciucok BUpOOHHKIB 001aIHAHb.
« equipment_models — circok Moeneit 00J1agHaHb.

e equipment_types — CIMCOK THIIIB 00J1aJHAHb.

Ta

« failed_jobs — cmucok HeBmamux 3adad NMPUH BUKOHAHHS (DOHOBHX

3ajad.
 files — criucok 3aBaHTa)keHUX (hailyliB HA CaMT.

* jobs — cnircok poHOBHUX 3ajay.

* migrations — cTBOprOETHCS i yac mirpaiii Bz ¢periMBopka laravel,

MICTHTh B COO1 BC1 CTBOPEHI TaOJIHIII.

* requests — crmrcok 3aMOBJICHb.

* request_comments — ciuCOK KOMEHTapiB B 3aMOBJICHHI.

« request file — 3B’s130k many-to-many Mix (ainamu
3aMOBJICHHSIMH.

* request_priorities — CIMCOK IPiOPUTETIB B 3aMOBJICHHSIX.

* request_statuses — ciucok cTaTyciB B 3aMOBJICHHSX.

* request _types — cmucoK THUIIIB B 3aMOBJICHHSIX.

* roles — cricok posiei.

* role_permissions — criucok akTUBOBAHMX JIOCTYITIB ISl POJI.

Ta

* role_user — 38’130k many-t0-many MiX pOJIIMHU Ta KOPUCTYBaYaMH.

* USEers — CIMCOK KOPUCTYBayiB.

CnpoekToBaHa 0a3a JaHUX J03BOJIs€ 30epiraTd BCl HEOOXIJHI JaHi IS

BOTO MPOEKTY, SIKI OyAyTh BUKOPUCTOBYBAaTUCh KOPHCTyBadyaMH CUCTeMH. J[yis

MMOoAAJIBIONOI0 OHOBJICHHA, pPCAaryBaHHs YW BHJAAJICHHA [TdHHX, HOTpi6HO

CIPOEKTYBATH CUCTEMY MIrparliil.
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Mirpamii — e ¢aiinu, ski 30epiraloTbCs B MPOEKTi, MICTATh B co01 HaOIp
3alUTIB Ta BUKOHYIOTHCS Ha CEpBEpI MO 3aluTy aaMiHicTparopa. Lle m1o3BonuTh
0e300/1iCHO KepyBaTH TaOJMUISIMU 3a JONOMOTOI0 KOJy, a TaKoX, B pasi

HEOOXITHOCTI — CKAacyBaTH Jii OCTaHHKOI MiTpaitii.

2.3. IlpoekTyBaHHSI B3a€MO/ii MizK pi3HUMHU YaCTUHAMHU CHCTEMU

[IpoekT mae 6araTo TEXHOJIOT1H Ta CUCTEM, sIK1 HEOOX1THO CIIPOEKTYBATH X
B3aEMO/IIIO JI0 MOYATKy PO3poOKu. Sk mparroBaTuMe Ta, 9 1HIIA CUCTEMA, 3 UAM

BOHA OyJie B3a€EMOJIISATH 1 5IK1 1aHi 30epiratu abo 0OpoOIIATH.

Internet Infrastructure .::E.’,docker
NGIAX NGIAX nsde
|:\'> Backend ‘ Frontend ‘ Websocket
|::>
= (o ) =
|::> |::> y ! 1::>
MysaL
|::> é redis
|::>

Puc. 2.2. IIpoekTyBaHHs B3a€MO/I1i PI3HUX YACTUH CUCTEMH
[lepur 3a Bce, Bci 3anuTu 3 iHTepHETY oTpuMye Traefik load-balancer, sikuit
BIIKPDUTUH J10 MeEpexXi Ta 3HA€E Bce, IO 3HAXOAUThCsA BcepeauHi Docker
KOHTeIHepiB. B 3ajeXHOCTI Bi OTpUMaHMX JAaHMX Ta HalamTyBaHb, Traefik
NepeHarpaBlisie 3aluTH O OJHOTO 3 KOHTEHHEpIB, SKUH MOYMHAE OOpPOOISITH
3amuT. Traefik cucrema Oyne HajmamToBaHa TaKUM YHHOM, IO BCl YaCTUHU
CUCTEMHU OYyIyTh JAOCTYIHI TITBKH 32 OJHICIO aJpPECOl0, KOKHA 3 SKHUX 3aiimMae

IIEBHUU TIOPT.
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Koxen cepgic 0yne «obropuyTuii» B Docker konTeliHep — 11 TIEBHUI CIIOH
a0CTpakIlii, SIKWA JO3BOJISIE HAJAMITYBAaTH €IWHE CEPEIOBHINE I TOTO, 100
HaJaITyBaHHS Ha MPOJIAKII cepBepl OYIIU 1IICHTUYHI, SIK TIPH JOKaJIbHIM po3poOIii.
Docker ciinkye 3a BciMma KOHTEHHEpaMH, Ta aBTOMATHYHO MEPE3aBAHTAXKYE, SKIIO
CEepBIC HE BIOBIJIAE.

Redis Oyne BUKOPHUCTOBYBATHCh B SIKOCTI Kellla, 1€ JO3BOJIAE 3HAYHO
MPUILIBUIIINTY CAUT, SIKIIO MOPIBHIOBATH 3 ()aliJIOBUM KEIIOM, a TAKOXK J03BOJISIE
BUKOPHCTOBYBATH OiibIlie (DYHKIIIH, K HAIPUKIAI — TETH, 3a JOIMOMOTOI SKUX
JIETKO CIIIIKYBAaTH Ta aHYJIFOBATH KETIL.

RabbitMQ 3Hag00uThCS AJ1 B3a€EMO/IIT 3 1HILIUM CEpBEPAMU/IPOLECCAMH B
cucteMi, B 1[boMy TpoekTi — 1e B3aemojis PHP ta Node.js, mo 3a6esneuye

OHOBJICHH 1H(QOpMaLlli B peaJbHOMY Yaci.

2.4. IlpoexkTyBaHHs cucTeMu email-noBitomiieHb

VY npomy npoekTi Oyze BiAMpaBIATHCS BEIUKE YUCIO email-1moBiIoMIICHb 1
MOTP1OHO peanizyBaT MEXaHi3M, sIKUi He Oy/ie HABaHTaKyBaTH CUCTEMY, a TAKOXK
3a0e3neunTH MIBUIKUANA 3BOPOTHIN 3B'SI30K 3 KOPUCTYBaueM (BIATYK BiJ cepBepa),
aJpKe BIJIMPaBKa OJHOTO MOBITOMJICHHS 3aliMa€ BEJIMKY KUIbKICTh Yacy.

HalionTumanbHImMil cioci0 BUpIMIEHHS 11€i MPoOJeMu — L€ BiAKIaJeHa
BiJnpaBka. Hampukiias, Ko KOPpUCTYBay J10Ja€ HOBOTO KOPUCTyBaya B CUCTEMY,
oMy HEOOXiIHO BiampaBuUTH email-moBioMICHHS Ha TMOYTYy 3 THMYaCOBUM
mapojieM, a00 X KOJU CTBOPIOETHCSA HOBE TMOBIJOMJICHHS — TE€X MOTPiOHO
BIJIMTPABJISATH €mail-moBiIOMIICHHS! KOPUCTYBaydaM.

Takox HeoOXiTHO TmaM’sATaTd, 110 CcepBep Ui BiANpaBKH email-
MOBITOMJICHh TE€K MOXE OyTH TUMYACOBO HEOCTYITHUM, TUM CaMHUM OJIOKYIOUH

poboTy caira.
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MocTiHA nepesipka Ha
HOBI 3aB[AHHA

OTpUMaHHA
zaBfaHHA 3 B

Worker <: ]

(supervisor)

Bignpasxa email-
NoBIgOMIEHHA

CTEOpEHHA
33B0aHHA Ha
Bignpaeky email

3anuT Ha
CTEOPEHHA
KOPHCTYBada

Frontend | :> Backend

Puc. 2.3. TIpoekTyBaHHs B3a€MO/Iii CUCTEMHU email-ToB1JOMIIEHb

B naBenenomy npuknazai (Puc 2.3) 6auumo, 1o miciis Toro, K KOpUcTyBay
CTBOPUTH 3allUT HA CTBOPEHHS IHIIOIO KOPUCTyBaya, BIJIOBIIb BiJ cepBepa
Npuiiie Bipa3zy K, HE YEKAar4M JIMCHOI BiAmpaBku email-noBigomieHHs. Lle
J03BOJISIE B JIEKUIbKA Pa3iB MPUINBUIIIUTH 3allUT Ha CTBOPEHHS KOPUCTyBada,
BIIIPABIIATH €Mail-moBioMIIeHHST B MOPSIIKY YEPrH, a TAKOXK JO3BOJIAE THYYKO
KepyBaTH 3aBIaHHSMU Ha BIANPaBKY email-moBioMmiaeHs abo BIACTEKYBATH
3aBAaHHS, SKI HE 3aBepHIMIMCh YycmixoMm. s BiACTeXyBaHHS 3aBlIaHb —

ciupoekToBaHo 2 MySQL tabauiy, siki OyayTh 30epirat 1l J1aHi.

2.5. Bubip nJis po3ranryBaHHs i 30epe:KeHHsI MPOEKTY

Koxen mnpoekr HeoOXimHO nech 30epirat Ta KepyBaTu. Jlims 1p0r0
He0OX11HO 00patu cucteMy kKoHTpostro Bepcil. VCS (Version Control System) —
11e mporpama Jyisi poOoTy 3 ToCTiiHO MiHyMBOKO 1H(MopMartiiero. Take 10 moxe
30epiraTi 0e3iiy Bepciil ogHOro 1 Toro x ¢ainy (I0KyMeHTa) 1 OBEPTATHUCS 10

IMoNnepeaAHLOro CTany.
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VY Ham 9yac icHyrOTh Taki ocHOBH1 VCS:
Git;

SVN;

Mercurial,

CVS (Concurrent Versions System);

Team Foundation Server.

[Mepur Hixk 06patu VCS amst mpoekTy, HeoOX1THO PO3TISHYTH MEepeBary Ta

Hegoniku icHyrounx [1O. [ns nopiBHsHHS BuOepeMo Git 1 SVN, Tak sSiK BOHM €

HalOIbII BIIOMUMH 1 MIONYJIIPHUMHU CEpENl pO3POOHUKIB

Git — e posnoainernit VCS. SVN — 1ie Heposnoainernid VCS.

Git mae wneHrtpamizoBaHuii cepBep 1 cxoBume. SVN He Mae

LIEHTPaJII30BaHOTO cepBepa ad0 CXOBUIIIA.

Bwmict y Git 36epiraerbes sik metanani. SVN 30epirae ¢aiiam BMICTY.
3 rinkamu Git mparroBaTy IpocTiiie, Hixk 3 ritkamu SVN.

Git He Mae QyHKIIT TI00aTRPHOTO HOMEpa penakilii, ik y SVN.

Git Mae kparuii 3aXucT BMicTy, HK SVN.

Git 0yB po3pobaenuii nis sapa Linux Jlinycom TopBansaom. SVN OyB

po3pobusiennit CollabNet, Inc.

Git mommuproerbes mig GNU, a #oro miarpuMKy KOHTPOJIOE XYHIO

Xamano. Apache Subversion (a6o SVN) — mnommproeTbes 3a JIIEH3IED 3

BIJIKPUTUM KOJIOM.

Ane ocHoBHUM ¢akTopiB BuOOpy VCS € Te, 1e mpoeKT Oyje 30epiracThesl.

Jnst maiinanuuka 30epiranns obopana miatgopma Github, sika mparoe mosepx

texHosorii Git. Tomy st uboro npoekty 0yB oOpana Git B skocti VCS. Ile

OJIHUM BaKJIMBUM (hakTOpOoM Liboro Bubopy cras Github Actions, sikuii foromMosxe

noOynyBatu 3pyunuii CI/CD.
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2.6. BUCHOBKHM 10 po3aiiay 2

B meoMy po3aini OyB omucaHuii (GyHKI[IOHAT MPOEKTY, SKUH HEOOX1JTHO
peanizyBaTd, pPO3IJISIHYJIM Ta OOpaju TEXHOJIOTII, 3a JONOMOIol0 SIKUX Oyje
OyayBaTuCs MPOEKT, K Pi3HI YACTUHU CUCTEMH OYAYyTh B3aEMOIISITH M COOOIO.
OcHoBHa cucTema Oy/Jie no/IijieHa Ha 3 OCHOBHI YaCTUHM, KO>KHA 3 YACTHH Ma€ CBIi
Ha0lp TEXHOJIOTIH Ta IHCTPYMEHTIB, a caMme:

 Backend po3po6nseThcs Ha MoOBI mporpamyBanHs PHP, 3
Bukopucrtanns Laravel ¢ppeiimBopky.

* Frontend po3pobisieThcss Ha MOB1 mporpamyBaHHs Javascript, 3
BUKOPHUCTAaHHAM Vue.js pperMBOpKY.

* Webscoket po3poOnsieTbest Ha MOBI mporpamyBaHHs Typescript, 3
BukopucTanHaMm Node.js GppeliMBOpKY.

B sikocti 30epekenHs nanux Oyna oOpaHa pensiliiiHa 6a3za nanux MySQL,
i Mo 0a3y JaHUX CIPOEKTYBaIM TaOIMIN Ta 3B'I3KM MK JaHuMmu. OOpaHi
JIOTIOMIXKHI CEpPBICH, AKI HEOOX1IHI i CTaOUIbHOI poOOTH BEO-CaiiTy, a TaKOXK
OTMCaHa 1 CIPOCKTOBAaHA 1X B3a€EMOJIISI MK OCHOBHHUMH YaCTHHAMH TIPOCKTY.
O6pano cucremy poootu 3 dainamu (VCS) — Git. B skocti mnatdopmu st

30epiranHs, OyB o0panuit Github.
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PO3JILI 3.
PO3POBKA MTPOEKTY, DOCKER-KOHTEWHEPU3AILIIS TA
HAJIAIITYBAHHS CI/CD

3.1. HanamryBanus Docker-koHTeiiHepiB

Docker crnpoctuB cTBOpeHHsI cepenoBHIna s po3poOku. OHAK, SIKIIO
NOTPIOHO CTBOPUTU OlbIlIe OAHOTO KOHTEHHEpa sl BeO-cailTy, JOBEIEThCS
ctBoputH Kinbka ¢ainiB Docker. lle nomae HaBaHTakeHHS Ha X YTPUMaHHS, a
TaK0XX TOCUTh TPYAOMICTKE.

Docker Compose (docker-compose.yml) — Bupimye o mpodiemy,
J03BOJISIIOYM  BUKOpuUcTOBYBatu (aitn YAML nns ogHouacHoi poOoTu 3
JEKUIbKOMa KOHTEHHEpHUMH cepBicaMu. Mo>KHa BCTAHOBUTH Oa)kaHy KIJIbKICTb
KOHTEWHEPIB, 1X 30IpKH Ta KOHCTPYKIII CXOBHUII, a MOTIM 3a JOIIOMOIOI0 OJHOIO
HaOOpy KOMaHJ MOJKJIMBO CTBOPIOBAaTH, 3allyCKaTH Ta HAaJAIITOBYBaTH BCi
KOHTEHUHEPH.

Docker Compose 4y10BO IMAXOAUTH JIJIS PO3POOKH, TECTYBaHHS Ta stage
CEPENIOBHIIL, a TAKOXK ISl TOCTIMHUX POOOYMX MPOLIECIB IHTETpaIlii.

JIst 1bOro MpOEKTY, HEOOXIJHO CTBOPUTH JOKEP-KOHTEHHEPH JUIsl TaKUX
YaCTHH/CEPBICIB:

» Kiienrchka yactuHa (web)

» CepBepHa yacTuHa + nginx (server Ta nginx)

» Cepsic ajs miATpUMaHHS OHOBJIEHB B peasibHOMY 4aci (websocket)
 Load balancer (traefik)

» Cuctema, sika 00po6isie neBHI mporecu y GoHOBOMY pekumi (php-

worker)
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* Pemsmiiina 6a3a ganux (mysql)

* NoSQL 6a3a manux (redis)

» bpokep nosigomieHs (rabbitmq)

» Cuctema ympaBiinHs 6a3oro qanux (phpmyadmin)

 30ip J0riB, BiioOpakeHHa MeTpuKiB (prometheus Ta grafana)

Ileit HaOip cepBiCiB MOBUHEH MO-PI3HOMY 3aIyCKaTHCS, B 3aJI€KHOCTI Bij
PO3pOo0KH, ACTUION Ha MPOJAKIIeH abo 3amycka TecTiB. Takox, Bci nani B docker
KOHTEWHEpaxX TMOBUHHI 30epiraTucs Ha JUCKY, Ta HE OYTH BHJAJICHI NpH
nepe3anycKy KOHTeHHepa, 1 100 nepe3aBaHTaKyBAIUCS MPU OyAb-SIKUX MaJIHHIX
CEpBICY.

PosrisitHemo neranpHile CTBOPEHHS OJHOTO 3 KOHTEHHEPIB, K1 MPUBEICHO
B Jlomatky A — 11e php-worker.

php-worker:
build: .docker/php-worker
container name: u php worker
restart: always
depends on:
- server
volumes:
- ./ :${DOCKER_CONTAINER PATH}
- ./.docker/php-worker/supervisord.d:/etc/supervisord.d

Puc. 3.1. [Tapamerpu s php-worker B docker-compose.ymi

[TapameTpu CKJIagatOTHCS 3 TAKUX OCHOBHHUX YAaCTHH:

*  build: Mmoxe OyTu BKa3aHUi SIK PSIIOK, IO MICTUTH IUISAX 10 KOHTEKCTY
no0y10BU 200 SIK 00’ €KT 13 IIIIXOM, 3a3HaYE€HUM Y KOHTEKCTI, a TaKOX
Heo0oB’s13k0B0 Dockerfile Ta args.

* container name: BKa3aHE BJacHE iM's KOHTeWHepa, a He c(hOopMOBaHe

1M'sl 32 3aMOBYYBaHHSIM.
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restart: «no» — 11e MOJITUKA TIepPe3aITyCKy 3a 3aMOBYYBaHHSM, 1 BOHA
HE Tiepe3anyckae KOHTeWHep Hi 3a skux oOctaBuH. Konm BKazaHO
«alwaysy», KOHTelHep 3aBX/I1 TIepe3aBaHTAKYy€EThCS.

depends_on: Bupilrye 3aJeXHICTh Ta MOPSIIOK CTBOPEHHS KOHTEHHEpA.
volumes: mo0 yci 11 aaHi 30epirajucs, MU BUKOPHCTOBYBATHMEMO
Docker Volumes, siki € nuie yactunamu (aitnoBoi cuctemu Docker
Host (karamory abo OJOYHOTO MPHUCTPOIO, BiA(GOpMATOBAHOTO 3a
noromoror ¢GaiaoBoi CUCTEMH), sIKI MOKHa BCTAaHOBUTH BCEpEIMHI
KOHTEilHEpa B Oylb-sikoMy OakaHoMmy Micli (HaiJioBOi CUCTEMH

KOHTEUHEDPA.

3 3a3HAUYCHUX HaANAIITyBaHb B (ailll — 1€ 03Hauae, 0 KOHTeHHep Oy/e

3amyIeHO TUIBLKY MICIIs 3aIlyCKY CepBEPa, 1€ BaXKIUBO, TOMY 1110 ((OHOBUI ITPOIIEC

Ipaitoe MoBEpX cepBepHOi yacTUHU. Bcei cTBOpeHi ¢haiinu, ta Oy/b-sK1 3MIHU B

KOHTEHHEep1 — OyayTh 0Jipa3y K BigoOpaxeHi y ¢aiioBiii cuctemi, TOMy IIO 3a

nonoMoror Docker Volume Oynu togaHi «CIMITIHKI.

Bcepenuni 1mporo KoOHTeHHepa Tmpaifoe SUPErvisor — 1e cucrema

KJIIEHT/CepBep, sIka J03BOJISIE CBOIM KOPUCTYBauyaM KOHTPOJIIOBATH Psiji MPOIIECIB

B OIepaIiiHuX cucTemax, noaiouux 10 UNIX.

OcobnuBocTi Supervisor:

[IpocTuii. HamamroByeThes 3a JOIIOMOTI' 010 IIPOCTOI0
koH(pirypamiitHoro Qaitiny y ctum INI, skuii nerko 3acoitu. Bin
Hajae 0e3Jy BapiaHTIB AJIs KOXKHOTO MPOIIECY, K1 MOJETIYIOTh Balle
KUTTSI, HAIPUKIIA], TIepe3anyck HeBIaINX MPOIECIB Ta aBTOMATHYHE
oOepTaHHs KypHAIy.

[enTpanizoBanuii. [Ipononye oaHe Mmicue sl 3ayCKy, 3yIUHKHA Ta
MOHITOpHHTY TpotieciB. [IpoiiecaMmu MokHA KepyBaTH SIK OKPEMO, TaK
1 rpynamMu. MoxHa HalnamTyBaTi Supervisor AJis HaJJaHHS JJOKaJIbHOTO

a00 BIJIAJICHOTO KOMaHIHOTO psijiKa Ta BeO-1HTepdecy.
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EdextuBnuii. 3amyckae cBoi miamnporecu 3a gornomororo fork/exec, i
MiAIpoNecH HE JIeMOHI3yIoThes. OmepalliiiHa cucTeMa TMOBIIOMIISE
Supervisor oapa3y, KoJid MpOIIEC 3aBEPIIYEThCSA, HA BIIMIHY BiJ
NESIKUX PIlleHb, SKI MOKIaNaloThesd Ha HempueMmHi ¢ainu PID Ta
nepioIMyHe ONMUTYBAHHS JIJIsl IEpe3aIlycka HEBIaliuX MPOIIECIB.
PosmmproBanuii. Mae npocTuii mpoTOKOJI CIIOBIIICHHS MPO MO11, SKUH
porpamMu, HamucaHi OyJib-KOI0 MOBOIO, MOKYTh BUKOPHUCTOBYBAaTH
JUTsl MOHITOPUHTY, a Takox 1HTepderic XML-RPC nns ynpapniHHs.
Cymichuii. Ilpamtoe wmaibke Ha BcboMy, KpiM Windows. Bin
NpOTECTOBAaHUM Ta miATpuMyeThcs Ha Linux, Mac OS X, Solaris Ta
FreeBSD. Bin mnoBHicTI0o Hamucanuii Ha Python, Ttomy s
BCTAHOBJIEHHS HE NOoTp10eH kommusiTop C.

[lepeBipennii. Xoua  Supervisor CbOrOJHI JAyX€  aKTUBHO
pO3pOOIIAETECS, 1I€ HE HOBE MporpamMHe 3a0e3MeueHHs. Supervisor

ICHy€ POKaMHU 1 B’)K€ BUKOPUCTOBYEThCSI Ha 0araTb0X cepBepax.

[lle omuu aiin, sKUil pa3oM 3 MPOEKTOM BiampasisieThcsi B Docker

KOHTeiHep, 1e supervisord.conf. el daitn € ocHOBHUM nJisi Supervisor, siKuii

MICTUTh HaJAIITyBaHHs, Ta BUKOPUCTOBYEThCS B supervisord i supervisorctl.

[supervisord]

nodaemon=true

[supervisorctl]

[inet_http_server]

port=127.0.0.1:9001

[rpcinterface:supervisor]

supervisor.rpcinterface factory=supervisor.rpcinterface:make main_rpcinterface

[include]
files = supervisord.d/*.conf

Puc. 3.2. HanamryBanus supervisord.conf

Leit ¢aiin miarpyxae Bci KOHPIrypauiiHi Qailin mpoekTy, siki Bxke 0y1yTh

3amyIiieHi y (GOHOMY Mpolieci, B SIKOMY BKa3y€e€ThCsl KOMaH/a, ska Oyje 3amyiieHa

Ta KUJIBKICTh IPOILECIB, sIKI Oy yTh 00pOOIIOBATH /IaHI.
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[program:laravel-email]

process name=%(program_name)s %(process num)02d

command=php /var/www/artisan queue:work database --queue=email --tries=30
autostart=true

autorestart=true

numprocs=1

user=www-data

redirect stderr=true

Puc. 3.3. HanamryBauus laravel-email.conf
Ha pucynky (Puc. 3.3) BimoOpakeHa KkomaH/a, ika BUKOHYE BiIIPaBICHHS
email MoBiIOMJICHHS KOPUCTyBayaM CUCTEMHU.
FROM php:7.4-fpm-alpine
RUN apk add shadow && usermod -u 1000 www-data && groupmod -g 1000 www-data
RUN apk add supervisor autoconf build-base git libzip-dev zip curl-dev

RUN pecl install -o -f redis

RUN docker-php-ext-install mysqgli && \
docker-php-ext-install pdo _mysgl && \
docker-php-ext-install curl && \
docker-php-ext-install zip && \
docker-php-ext-install sockets && \
docker-php-ext-enable redis

COPY supervisord.conf fetc/supervisord.conf
ENTRYPOINT ["/usr/bin/supervisord"”, "-n", "-c", "/etc/supervisord.conf"]
WORKDIR /etc/supervisaor/conf.d/f
Puc. 3.4. Dockerfile ayis php-worker konTeitnepa

3 uporo ¢aitmy Docker Compose cTBoproe 00pa3 KoHTelHepa (BKa3aHU B
build mapameTtpi). B upomy ¢aitni Bkazanuii oo6paz PHP moBu nporpamyBanHs, 3
Bepciero 7.4. Alpine — nerkuii, mpoctuid Ta Oe3neyHud nUCTpuOyTUB Linux,
opieHTOBaHMU Ha Oe3mneky, 3acHoBaHuM Ha musl libc Ta busybox. Alpine
npubam3no B 30 pasiB menmie, Hibk Debian. JlokepuszoBana Bepcis Alpine 3.6
BaXHTH 3,96 MO. — I1e € OCHOBHOO MEPEBAroro 10ro AUcTprOyTrBa Linux.

[Ticist HanamTyBaHb BCIX 1HIIUX KOHTEHHEPIB, AK1 BKa3zaHi B [lonatky A, Mu

Maemo 3mory nodauntu B Traefik Load Balancer Bci 3amymieni docker oOpasu, 3a
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SAKUMH [TapaMeTpamMy BX1JHOTO 3aMUTY BiJ KOPUCTYyBaya, Ha KUl KOHTEIHep oro

BIJIMMPAaBUTh CHCTEMA.

MOKJIBO 3pOOUTH 3a OMOMOror0 komMan1u: docker-compose ps.

HTTP Routers 16

0
.
ONOHOHOHOHNOCHONOHNOCHOUOHONOCHONOHNOIE
2
g

HTTP Services 17

HTTP Middlewares 2

Rule

PathPrefix( /api )

PathPrefix(/)

Host( grafana.localhost')

Host( maildevlocalhost))

Host( mysql-urepairpc’)

Host( urepairpc.localhost') && PathPrefix{/api/’, /storagel’, /robots.txt))

Host( php-waorker-urepairpc’)

Host( phpmyadmin.localhost)

Host( prometheus.localhost')

PathPrefix( /metrics’)

Host( rabbitmg.localhost')

Host( redis-urepairpc’)

Host( server-urepairpc’)

Host( traefik-urepairpc’)

Host( urepairpc.localhost )

Host( urepairpc.localhost') && Path( fws/serverf)

Entrypoints Name Service
traefik api@internal
traefik dashboard@internal

grafana@docker

maildev@docker

mysql-urepairpe@docker

nginx@docker

php-worker-urepairpc@docker

phpmyadmin@docker

prometheus@docker

traefik prometheus@internal

rabbitmq@docker

redis-urepairpc@docker

server-urepairpc@docker

traefik-urepairpc@docker

web@docker

websocket@docker

Provider

0000000000000 ® B

Puc. 3.5. Traefik HTTP 3 BinoOpakennsm HanamtoBanux docker-koHteliHepin

[Ticns HanamTyBaHb, HEOOXITHO MEPEBIPUTH 3aIlylIEH] KOHTEHHEpU — L€

n/ ...

ntrypoint.sh /bin/ ...

Puc. 3.6. BinobpaxxenHs 3amyieHux mnpoiieci uepe3 docker-compose

3.2. Po3pooka 3 Bukopucraniam Traefik Proxy

3 BukopuctanHsMm Traefik, miaxim 70 po3poOKM 3 BUKOPHCTAHHSIM

PI3HOMaHITHHMX CEpBICIB — TPOXM 3MiHUIAck. [lepir 3a Bce, BCl 3amyllieHl CEpBiCH

3aiiMaii IEBHUHM MOPT 1 0yJI0 CKIIQJTHO HAJTAIITYBATH MTPOKCI JJIsl TOTO, TII00 3alUTH

3m.

Apkyw

Ne 0ookym Hionuc | ama

KHTEY 121 06-20.MP

Apxkym

33




710 PI3HUX CEPBEPIB, B1IOOpaKATUCH B Opay3epi SK 3aluTH 10 OJHOTO cepBepa. Lle
HEOOX1HO sl TOro, mob oOITH MexaHi3M Oe3NeKH B CydacHHX Opay3epiB —
CORS (Cross-Origin Resource Sharing) i o6 3anmuTi He 0J10KyBaJIUCh Opay3epom
B ciipo0i BianpaBuTu 3anuT 3 localhost 1o localhost:8080 Ta iH.

Tomy, mnpu BuxopuctanHi Wepback Dev Server, po3poOHuKHU
BUKOPHCTOBYBAJIM Proxy, sika MIATpUMYyeTbes O10mioTekor. Ile Burmsmano

HaCTYITHUM YHHOM:

proxy

Webpack |::> Server

localhost:B060 localhostad

CORS

—

L
A ’

H
b £
Py b,

i .,

£A N

Browser

localhost:B060

Puc. 3.7. Ilpuxnax po6otu Proxy B Webpack Dev Server
Tenep posrasiHeMo cxemy poooTu 6e3 Bukopuctants Proxy B Webpack Dev
Server, a 3 HanamtyBaHHs Traefik Proxy. [lepu 3a Bce, Tpeba oOpatu Oynb-sikuid
JIOMEH, Ha KU OyIyTh HAJIXOJUTH 3aNTUTH, Ta skuil Traefik Oyne nHampaBnsiTu Ha
Docker koHTeliHepH, B 3aJieKHOCTI BiJ BXIIHMX MNapameTpiB. s JOKaibHOI
pO3poOKH OyJid HAJAIITOBAaHI TaKl apaMeTPH:
» OOpanmii momeH: urepairpc.localhost. Ockinbku, *.localhost momen
Mae crieliajibHi MpiBijIerii, TO He Mae HEOOX1THOCTI HaJIaIlITOBYBaTH
hosts, sikuii Ha 3anTUTax J10 I[LOTO 0MeHY Oyne nuButucs Ha 127.0.0.1
azpecy.
« 3Banutu Ha urepairpc.localhost qomen, Ta 3 nuraxom: /api/, /storage/

a00 /robots.txt — HaMPaBIAIOTHCS 10 CEPBEPHOI YACTUHHU.

Apxkym

KHTEY 121 06-20.MP .

3m. |Apryut Ne 0ookym Hionuc | Hama




» 3anutu Ha urepairpc.localhost momen, Ta 3 nuIXOM: /Ws/server/ —
HaIpaBJISIOTECST 10 CHCTEMH OHOBJICHH B peaJbHOMY dYaci
(websocket).

» Bci iamm 3anuTy HaAXOAATH 10 KIIIEHTCHKOI YaCTHHU

TakuM 4MHOM, BCI 3aIIMTH HAAXOAATH TUJIBKU Ha OJQuH goMeH, Traefik
00poOJisie 3anuT Ta nepeHanpaniisge A0 HeoOxigqHoro Docker konTeliHepa. Cxema

pobotu BimoOpaxeHna Ha Puc. 3.7.

nade
Web
part: 3000
i_ti urepairpc.comiapi’™ NG
Server
port: 80

nede

Websocket

port: 80

Puc. 3.8. Ilpuxnax pobotu uepe3 Traefik Proxy
[Ipn tpoMy miaXo[l HE Mae HEOOXIIHOCTI HalamToByBaTH Proxy abo

JIOTIMCYBATH cepBep, 1mo0 o0pobsaTu 3anutu yepe3 CORS Oesmnexy.

3.3. Po3podka KJIi€HTChbKOI YaCTUHH

Bcs kimienTchka yacThuHa po3poO0JiseThes 3a JomoMororw (peiimBopka Vue,

sika mo3Boiisie pocsruytu SPA (Single Page Application) — e o6ciayroByBaHHS
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YyJIOBOIO KOPHUCTYBAI[bKOTO JOCBiAYy Oe€3 mepe3aBaHTa)XEHHS CTOPIHOK Ta 0e3
3aiiBoro 4acy ouikyBaHHA. OJHOCTOpPIHKOBa TMporpaMa Npalioe BCepeauHl
Opay3sepa, 1 1€ JIMIIIE OJIHAa BeO-CTOpiHKA, SIKY BH BIABIIYETE, a MOTIM 3aBaHTAXKYE
BECh 1HIINK BMICT 3a JornomMororo JavaScript. Haltnommupenimumu SPA-30Hamu €:
Gmail, Google Maps, Facebook, GitHub Ta 6araro iHmux.

SPA 3anutye faHi Ta po3MITKY OKPEMO Ta pOOUTH CTOPIHKU O€3M0CePETHHO
y Opaysepi. OZHOCTOpPIHKOBI CalTH JOMOMAaraloTh yTPUMYBATH KOPUCTyBaya B
OJIHOMY, 3PYYHOMY BEO-TIPOCTOpPi, [I€ BMICT MPEICTABISAETHCA KOPUCTYBAaueBi
MIPOCTO, JIETKO Ta €()EKTUBHO.

[Tpu nepmoMy 3ax0/11 Ha CalT, AKIIO0 KOPUCTYBAa4 HE aBTOPU30BAaHUM, TO BIH
ABTOMATHYHO MEPEXOAUTh O CTOPIHKU «ABTOpu3allis». TUIbKH 3 i€l CTOPIHKH
KOPUCTYBa4 MA€ 3MOr'y MOTPANUTH A0 CUCTEMHU Ta OTPUMYBATH sIKI-HEOY b JIaHI 3

cepsepa.

Puc. 3.9. Cropinka « ABTOpU3aIlisH»
[Ticnst BBEZICHHS MOIMITOBOI CKPUHBKH Ta MAPOJIS | HATUCHYBIIIH HA « Y BIATI
— BIJIIPABIISIETHCS 3aMUT Ha CEPBEP, AKUU B CBOIO UEPry MepeBipsie NaHi 3 cepBepa,
reaepye JWT tokeHn, sikuii nmie 1 yac Ta Bigmae kopuctyBauy. Lleli TokeH

30epiraeTbcsi B JiokanbHOMY cxoBulll (localStorage), Ta mnpu BiampaBieHHI
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HACTYIHUX 3aIUTIB JI0 CEpPBEPY, 1€ TOKEH MiAKpirToeThes. Lle s mparttoe 1 mpu
cipo0i 3aBaHTaXXHUTH (pailst 3 cepBepa.

[Ticnst ycmimmHOro BXOJy B CHUCTEMY, KOPUCTYBad MOTPAIUISIE 10 TOJIOBHOI
CTOpIHKU BeO-caiiTy, yepe3 sIKUM BiH Ma€ 3MOTY IIBUAKO MEPEUTH 10 MOTPiIOHOT
cTopiHku. Bci 610KM Ta ocHIaHHS Ha maHel BeO-cailTy — GuIbTPyOThCs, TOOTO,
AKIIO0 y KOpUCTyBaya HE BHUCTAdae IMpaB Ha MEPEerjsj CIHUCKY poJied, TO BCi
MOCUJIAaHHS 3 CAlTy BUAAISIOTHCA.

B BepxHiil yacTuHi BeO-caiiTy po3TalioBaHE IMOCHJIAHHS Ha CTBOPEHHS
3aMOBJICHHSI, SIKE€ € OCHOBHUM (DYHKI[IOHAJIOM JIaHOTO TPOEKTY, TOMY KOPUCTYBa4
IIBUJKO 3HaiAe mNoTpiOHMM Homy (QYHKIIOHAN [JIi CTBOPEHHS HOBOIO

3aMOBJICHH:I.

UREPaIreC 3 oTe npHHay inka pon: & admin@example.com 8]

g avennenin ae, Kopherymasi . Poni = Obnapmanna

@ S @ Kowpirypanin

Puc. 3.10. T'osioBHa cTOpiHKa
[Ipu cTBOpEeHHI HOBOTO 3aMOBJICHHSI, KOPUCTYBa4 3alOBHIOE 1H(GOPMAITITO,
AKUW TEXHIYHUM MPUCTPIN NepecTaB MpalloBaTH, /1€ BIH 3HAXOIUTHCA Ta 1HIIWN

JIOATKOBHUU OIIHC.
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UREPEINPC Esc e aik 2 admin@examplecom 3

'CTBOPHTH 3aMOB/IeHHA

Puc. 3.11. CtopiHka CTBOPEHHSI HOBOTO 3aMOBJICHHSI
[Ticnst Toro, SIK KOPUCTYBAa4Y CTBOPUB HOBE 3aMOBJICHHSI, BIH IEPEXOAUTH Ha
CTOpPIHKY ILIbOTO 3aMOBJICHHS, JI€ B1JOOpa)kaeTbcs Bcs 1H(MOpMAIlsS MO I[LOMY

3aMOBJICHHIO.

REPAINPC ESE - saxpuri siogansse sixo 2 admin@example.com 81

He npauoe npHHTEp

Puc. 3.12. CTopiHKa OJHOTO 3aMOBJICHHS

3.4. Po3po0ka cepBepHOI YaCTHHH

3a nomomororo MoBu nporpamyBanHs PHP Ta Laravel dpeiimBopky, Bxke

HanamroBanuid MVC mabnon auzaiiny. KoskeH 3amuT 110 cepBepa BHUKOHYE
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neBHUN HaOIp (PyHKIINA, pO3MJITHEMO BHUKOHAHHS 3alUTy HAa CTBOPEHHS HOBOTO

3aMoBJIeHHA B Puc. 3.13.

Request

|:> Init Framework | ——» Request |— Routers

Laravel

l

Save {&—— Check Permissions [«——  Input Validator

Response
Email — Realtime —> Response

Puc. 3.13. )KutTeBuii MK CTBOPEHHS HOBOTO 3aMOBJICHHS

KopuctyBau Bignpanisie 3aUT Ha CTBOPEHHS HOBOT'O 3aMOBJICHHS.
Inimiamizyerscst Laravel Framework.

3YUTYETHCS 3aIUT.

Ha ocHoBi 3anuty nigdoupaemo noTpiOHUI poyT, sikuii Oyae oOpoObiise
LIEH 3aIuT.

BaniayroThcs naHi 171 CTBOPEHHSI HOBOTO 3aMOBJICHHS.

Cucrema nepeBipsie mpaBa KOPUCTYBaya, Y4 MOXKE BIH CTBOPIOBATH.
306epiraeTrbcs HOBUM 3anuc B MySQL.

Honaerbes 3aBnanns B MySQL, sikuii BIAIpaBUTh MOBIIOMJIEHHS Ha
Email (¢ponoBwmit nmporrec).

Jlomaerbcst moBimomiieHHS B RabbitMQ, sikuii OHOBUTH JaHiI BCIM
KOpPHUCTYBadaM B peajbHOMY yacl (websocket).

BianpaBinseTbcs BIAMOBI b KOPUCTYBAY.

Jlictunr xoxy aiist aityia, 1€ BUKOHYETHCS CTBOPEHHS HOBOTO 3aMOBJICHHS

npuseaeHo B Jlonatky b.
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3.5. HanamryBanus CI/CD

Komora 6a3a mpoekTa moCTiitHO 3pocTae, TOMy HEOOXiTHa aBTOMATH3yBaTH

MpoIIeC MepeBipKHu Ha ycinmHui 0111 docker-KoHTeWHEpIB, a TAKOXK 3aITyCK TECTIB.

st uporo BukopuctoByeMo Github Actions, skuii 103BOJIsi€ MPU pefaryBaHHs

¢aiiTiB — BUKOHYBATH IEBHI [ii.

Jns uporo HeoOximHo ctBoputH Workflows mms Bcix 3-X cucteM, sKi

6y,ZLYTI) BHKOHYBATHUCA OKPCMO, € HO3BOJHUTH HMBHAIIC OTPHUMYBATH PC3YJIbTAT

TECTIB MO OKpPEeMill CHUCTEeMI, a TaKOX IIBUIKO 3HAXOJUTH MOMUJIKH B KOl Ta

BUIIPABIIATH 1X.

name: Server
on: [push]
jobs:

build:
name: Build

runs-on: ubuntu-latest

steps:

- uses: actions/checkout@v2
- name: Copy .env.testing to .env

run: cp .env.

testing .env

- name: Init core containers
run: docker-compose -f docker-compose.yml -f docker-compose.test.yml up -d traefik mysqgl redis rabbitmg
- name: Run container
run: docker-compose -f docker-compose.yml -f docker-compose.test.yml up --abort-on-container-exit --exit-code-from server --build server

Puc. 3.14.

HanamryBanus Github Workflow miis cepBepHoi yactunu

HeobOximno ctBoputn HoBuii docker-compose.yml, sikuit Oyne Tpoxu

BIJIPI3HATHUCH B1J1 PO3POOKH, TAK SIK BiH Juiie migHiMe docker-KkoHTeiHep, BAKOHAE

MIeBHI KOMaH/IX JIJI1 BUKOHAHHS TECTIB, a IMOTIM 3aBEPIIUThL BUKOHAHHS OIepaliii.

Koa nanamryBans npuseneno B Jlonarky C.

3 Websocket

v Server

+ Build

> Web

Puc. 3.15. Pesynbrar Bukonanus Github Actions

Apxkym
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3.6. BucHoBok 10 po3aiay 3

B manomy po3amim, Oynm ommcaHi BCi €Tanmu poO3pOOKH, MOYMHAIOYH Bif
HamamTyBaHHs Docker-konteliHepiB, po3poOKOI0 BCiX YaCTUH MPOEKTY,
sakinaytoun CI/CD. Lle nano 3mMory 6e3 0coOMX YCKJIaJHEHb PO3TOPTATH MIPOEKT,
31 BciMa 010J1i0TeKaMu Ta IHIIUMHA CHCTEMaMH.

[IpoanamnizyBaiu, sk 3 BUkopuctanHsaM Traefik Proxy 3miHMBCS miaxin j0
PO3pOOKH, 110 HEOOX1HO JUIS TOro, MO0 HAJAIITYBAaTH L0 CUCTEMY, Ta K II&
MPAIIIOE.

Po3po0uiu KIIIEHTCHKY 1 CEpBEPHY YACTUHY MPOEKTA, K1 B3aEMOAIIOTH MIXK
co0010 3a I0NIOMOTOI0 3aIUTIB.

HanamryBanu CI/CD 3a pomomoroto Github Actions, a Takox 3
BukopuctanusiMm docker-compose I1HCTpyMEHTYy, 100 3 KOXXHHUM OHOBIICHHSM

(aiiniB, po3poOHUK OYB BIEBHEHHUI, IO BCE MPALIOE TPABUIIBHO.

Apxkym
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BUCHOBKH TA IMPOIO3UIIII

3 mpoBeieHuX J0CIiPKeHb MOKHA 3pOOUTH HACTYITHI BUCHOBKH:

[IpoBeneHo aHaii3 iICHYIOUMX TEXHOJIOTiH Ta 0OpaHi TEXHOJOTIi, 3a
JIOTIOMOTOI0 SIKMX MOJKHA BHUPIIIUTH TEXHIYHE 3aBJaHHS HaHO1IbIIT
ONTUMAJILHUM CIIOCOOOM.
Becs mpotiec po3poOku OyB moiijieHUii Ha 3 YaCTUHU, KO’KHA 3 YACTUH
JIOTIOBHIOE OJTHA-OJIHY:
o CepBepHa yacTuHA — MPAIIOE C 3alTUTaMH BiJ] KOPUCTyBaya Ta
HajJac aadl 3 0a3a JaHuX.
o KiienTcbka yactuna — BioOpaxkae iHTepdeiic KopucTyBaya.
o Cucrema OHOBJIEHb — HAJA€ OHOBJICHHS KOpPUCTyBadaM B
pearbHOMY Yaci.
B mpomeci peamizanii npoekty BukopuctoByBabcs Traefik Proxy,
SIKAW 3MIHMB TIIX1J 10 po3poOKH, 1€ BUKOPHUCTOBYETHCS JICKILIbKA
PI3HHMX CHUCTEM, 3 PI3HUMU MOBaMH NPOrpPaMyBaHHs, 3aiMal04M pi3Hi
TTOPTH.
Onucanuii  npunmun  pobotu  Docker-konrteiinepuszamii  Ta
BUKOPUCTAHUM LI€W IHCTPYMEHT I BUPILIEHHS 0araTb0X MpooJieM 3
BukopucTtanHsaM pizaux OC ta BepcisimMu 01010TEK.
O6pana pensuiitHa 6a3a maanx MySQL Tta cnpoekToBaHi Tabiwini
3T1JIHO TEXHIYHOTO 3aBJIaHHsI, ISl IOKPUTTSI BCIX BUMOT.
CepBepHa yacTuHa po3po0JieHA 3 BUKOPUCTAHHSAM 0OaraThox
apxiTeKTypHuX KoHueniiii Laravel @peiiMBopKy, mo 3abe3neuye

cTablapHYy Ta 0€3MeuHy poOOTy 3 3alUTaMHU 1 IAaHUMHU.
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KrnienTchka dYacTMHa BHUKOPUCTOBYE HANHOBITHINII TEXHOJOT]
GbpoHTEeH PO3POOKH, IO JO3BOJISIE MBUAKO pO3pOOIIATH iIHTEpGEHC 1
THYYKO MaHIITyJIFOBaTH TaHUMU 3 CEPBEPHOI YaCTHHH.

Po3pobnennii  BeO-caliT TOBHICTIO  3aJ0BOJIBHSE  ITOCTaBJICHI
¢yHKIIOHaTBHI BUMOTH. TecTyBaHHS TPOACMOHCTPYBAjO IMOBHY
BIJIMOBIAHICTD (DYHKI[IOHAJTLHUM BUMOTaM Ta HaJiiHY poOOTy BeO-

cauTa.

Apxkym
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CIIMCOK BUKOPUCTAHUX J7KEPEJI

1.  Laravel - The PHP Framework For Web Artisans [Enekrponnuii pecypc].
— Pexxum nmoctymy: https:/laravel.com/
2. MySQL — [Emektponnuii  pecypc]. — Pexmm  moctymy:
https://www.mysql.com/
3. JSON Web Tokens — jwt.io [EnekTponnuii pecypc]. — Pexxum mgoctyry:
https://jwt.io/
4.  Docker Documentation [Enextponnuii pecypc]. — Pexum pocrymy:
https://docs.docker.com
5.  TypeScript: The starting point for learning TypeScript [EnexTpoHHwmii
pecypc]. — Pexxum noctymy: https://www.typescriptlang.org/docs
6. Index | Node.js v14.15.1 Documentation [Enexrponnuii pecypc]. —
Pexxum noctymy: https://nodejs.org/dist/latest-v14.x/docs/api/
7. Vue.js [Enextponnuti pecypc]. — Pexxum nocryny: https://vuejs.org/
8.  Traefik [EnexTpoHHuit pecypc]. — Pexxum JTOCTYMY:
https://doc.traefik.io/traefik/
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TEXHIYHE 3AB/IAHHSA

1. 3arajbHi BiZToMOCTi

Haszea npoexmy: URepairPC.

IInanosi cmpoku pospooxu: munens 2020 — Bepecens 2020.

Tlomenyiiini kopucmysaui: xopuctyBadi ctamionapuux 1K abo cmaprdona.

Ilpusnauenns npoepammnozo piuienHs: HAJATH MOXJIUBICTh KOPUCTYyBady
CTBOPIOBATH 3aMOBJICHHSI HA TEXHIYHE 00CITYTOBYBaHHS IPUCTPOIO 32 JOMIOMOTOI0
BeO-cauTy.

Mema cmeopenns npocpamnoeo piuienHs. TOJIETTIINTH MPOIEC CTBOPEHHS
3aMOBJICHHSI Ha TEXHIYHE 00CIyroByBaHHs npuctpoto 1 npauiBHukie KHTEY.

2. CTpYKTYpA NPOEKTY

[IpoekT cknagaeThes 3 NIEKIIbKOX OCHOBHUX YaCTHUH:

» CepsepHa uactuna (backend): Buctymae B sikocti API, sika 06po6iisie
3alUTH BiJl KOPHUCTYBauiB, B3a€EMOJIE 3 PEIAIIMHOK 0a3010 JaHUX
MySQL Ta BiampaBis€ MOBIJOMJICHHS O CHUCTEMHU OHOBJICHb B
peanbHOMY Yaci (websocket).

 Kiientcbka dactuHa (frontend): BiAmoBigae BUKIIOYHO 34
BiJI0OpayKEHHSI KOHTEHTY KOPHUCTyBaya.

« Cuctema aJisi OHOBJICHb B peanbHOMY 4acli (websocket): Biampasisie
KOpPHCTYBauaM OHOBJICHHS, SIK1 BIIOYBaIOThCS 3 TAHUMHU.

 [Hmri cepBicH, sSiki HEOOXIIHI JIJIs1 TOBHOIIHHOI pOOOTH MPOCKTY.

3. DyHKIiOHAJBbLHI BUMOI'H 10 TOAATKY

CaiiT moBuHEeH OYTH JOCTYITHUM TUIBKH ISl 3aPEECTPOBAHUX KOPUCTYBAUYaAM.

ABTtenTHdIKaLII0 HEOOXITHO pealli3yBaTu MO JIOTIHY Ta MapoJIi0, B3aEMOIISATH 32
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nomomororo JSON Web Token (JWT) texnomorii abo ceciii Opaysepa, Ta
30epiraT B KyKax, sIKIIO IIe cecii, ado K B JJOKaIbHOMY cxoBwuii — ajist JWT.

CrpoekTyBaTu cepBep BHUKIOYHO st poOoTu 3 AJAX 3anurtamu, sKi
OyAyTh HAJXOJIUTH BiA KIIEHTCHKOI YACTHHU, Ta 3 MOKIIHUBICTIO PO3IIUPIOBATH
MOXJIMBOCTI B MalOyTHbOMY, JIJII B3a€EMOJII 3 KOXXKHHUM PECypcOM Ha CaiTi,
HEOOX1IHO peami3yBaTH PI3HI JOCTYIH, SKI MOXJIHMBO peJaryBaTd B
HaJaIlITyBaHHSIX.

CnpoektyBaTu pensuiiiny 0a3y ganux MySQL a6o PostgreSQL, sika Oyne
BMICTUTH B €001 BCIO HEOOXiAHY 1H(OpMAII0 MO 3aMOBICHHSM, CIHCKOM
oOJaJHAaHHI Ta IHIIMMU JaHUMH, K1 HEOOXIJIHI JJII THOBHOIIIHHOIO
dbyHKIIOHYBaHHs caiiTy. HeoOxiHa MOXJIMBICTh KeUTyBaHHS 1H(QOpMAIIIO AJis
HIBUJKOIO JOCTYIY A0 MEBHOI 1H(pOpMaIliio, Keml MOoXe 30epiratuca y BHUIJISAL
daiiniB a6o y Redis.

Ha caiiti noBuHeH OyTH peasi3oBaH NOIIYK, (PUIbTpallis, mariHaiis Ta IHIIuH
JOMATKOBUM (YHKIIIOHAT, 3 SKUM 3pY4HO B3aEMOAISATA Ta 0OpOOIIOBATH
iH(DOopMaIrito, sKa BUBOJUTHCS Ha CaMTI.

Po3pobutn (pyHKIIOHAT B CEpBEpHIA Ta KIIEHTCHKIA YaCTHUHI, 3a SIKUM
MOJKJIMBO 3aBaHTa)XyBaTh Ta 30epiraTu (Qaiim, sKi B MOAAIBIIOMY MOKIUBO
MIIKPITUTIOBAaTH 70 3aMOBJICHHA a0o oOnamHaHHs. Dalad MOBUHHI MICTUTH
iHpopmanito B B/l Ta mocTtynm 510 3aBaHTaKEHHsSI TUIBKM TICIS TPOXOIKEHHS
aBTOpH3AIlii.

Knientchka d4actThHa TIOBMHHA OyTH peaiizoBaHa 3a  JOMOMOTOIO
dbperimBopkiB — Vue.js, React abo Angular, 3 poyTiHrom 1 TmJI00aIbHUM
cxopuimeM. /[l 300py KITIEHTCHKOI YaCTUHU, HEOOXIAHO oOpaTu OJHYy 3
HACTYNMHUX TexHoJorii — Webpack a6o esbuild.

Jlnst migTpUMaHHS OHOBJIEHb B peajbHOMY daci, MOTpPIOHO po3poduTu
cucteMy Ha OCHOBI websocket Texnomorii, sika Oyae npamroBati Ha Node.js 3

MOBOIO IporpamyBaHHs Typescript.

Apkym
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Koxen cepBic Ta yacTuHa MPOEKTYy MOBUHEH OyTH 3aIlyllleHWH Ha OCHOBI
Docker TexHomorii, i BAKOPUCTaHMIA SIK MPH JOKAJIBbHINA po3po0ill, Ta i mpu poOoTi

B IIPOJIAKIIIH PEXHUMI.

Apkym
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TECTYBAHHS BEB-CAUTA

3 wmeToro 3a0e3medeHHs SKOCTI po3pobiieHOTO Beb-calTy, HEoOXigHO
MPOBECTH  TECTyBaHHA BCIX YacTWUH cucTeMd. J[nsg  unit-TecTyBaHHS
BUKOPUCTOBYIOTHCS TaKl IHCTPYMEHTH:

» Jest: s Javascript/Typescript MOBU porpaMyBaHHS
* PHPUnit: ans PHP MmoBu nporpamyBaHHs

Ha ocHoBi BUMOT /10 BeO-calTy (TEXHIYHOTO 3aB/IaHHs), OYJIO MMPOTECTOBAaHA
000B’sI3KOBUI (DYHKIIIOHAJ.

Lle myxe BakJMBi 1 CKIaAH1 DYHKIIIT, Ki MOXKYTh pUAMaTH Oyab-sSKi JaHi,
Taki sK: string, number, boolean, function ta iH. I nie#t pyHKIIOHAT TIEpEBIpsIE, YU €
y KOpUCTyBaya TOW YW 1HIIUH JTOCTYI, B PE3yJbTaTi SIKOrO BioOpa)kaeTbcs abo

XOBA€ThCSI MEBHUM (DYHKIIIOHAT HA CAMTI.

hasPerm function
testl == [test1, test2] | true
[test1] == [test], test2] | true
true == [testl, test2] | true
false == [test1, test2] | false
[test3, () == true] => [test1] | true
null ==[] | true
test3 =» [test1, test2] | false
(data) == !!'data.test, [] | true
filterByPerm functicn
{+==0 equal
{test:123}==[1 | equal
{test: 123, permissions: testl } == [tes
{ test: 123, permissicns: test1, children
{ test: 123, per..s: test1, children: {test:
{test: 123, per..s: test2, children: {test:

{ per..s: test1, children: {content: text, ¢

Puc. T.1. Pe3ynbTar BUKOHaHHS Unit-TECTIiB
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JOJATKH

Kondirypauis aiasa docker-compose.yml ¢aiisia

version: '3'

services:
traefik:
image: traefik:v2.2
container_name: u_traefik
restart: always
volumes:
- Ivar/run/docker.sock:/var/run/docker.sock:ro
command:
- --log.level=INFO
- --metrics.prometheus=true
- --api.insecure=true
- --providers.docker=true
- --entrypoints.web.address=:80
ports:
- 80:80

- 8080:8080

server:
build: .
container_name: u_server
restart: always
volumes:

- /:$3{DOCKER_CONTAINER_PATH}

web:

container_name: u_web

Jlooamok A

49



[IponoBxeHHHs noa. A

restart: always
labels:
- traefik.http.routers.web.rule=Host("${DOCKER_DOMAIN}")

- traefik.http.routers.web.entrypoints=web

websocket:
container_name: u_websocket
restart: always
depends_on:
- rabbitmg
labels:
- traefik.http.routers.websocket.rule=Host("${DOCKER_DOMAIN}") && Path(*/ws/server/")

- traefik.http.routers.websocket.entrypoints=web

php-worker:
build: .docker/php-worker
container_name: u_php_worker
restart: always
volumes:
- :${DOCKER_CONTAINER_PATH}

- ./.docker/php-worker/supervisord.d:/etc/supervisord.d

nginx:
build: ./.docker/nginx
container_name: u_nginx
restart: always
volumes:
- /:${DOCKER_CONTAINER_PATH}
- ./storage/app/public:${DOCKER_CONTAINER_PATH}/public/storage/

- .[.docker/nginx/nginx.conf:/etc/nginx/nginx.conf
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[IponoBxeHHHs noa. A

- ./.docker/nginx/sites/:/etc/nginx/sites-available
- .I.docker/nginx/conf.d/:/etc/nginx/conf.d
depends_on:
- server
labels:

- traefik.http.routers.nginx.rule=Host(${DOCKER_DOMAIN}") && PathPrefix("/api/", */storage/",
“Irobots.txt’)

- traefik.http.routers.nginx.entrypoints=web

mysql:
build: ./.docker/mysqgl
container_name: u_mysql
restart: always
environment:
- MYSQL_DATABASE=${DB_DATABASE}
- MYSQL_USER=${DB_USERNAME}
- MYSQL_PASSWORD=${DB_PASSWORD}
-MYSQL_ROOT_PASSWORD=${DB_ROOT_PASSWORD}
volumes:
- ${DOCKER_DATA_PATH}/mysql:/var/lib/mysql
ports:

- ${DB_PORT}:3306

redis:
build: ./.docker/redis
container_name: u_redis
restart: always
volumes:
- ${DOCKER_DATA_PATH}/redis:/data
ports:

- ${REDIS_PORT}:6379

o1



[IponoBxeHHHs noa. A

rabbitmg:
build: ./.docker/rabbitmg
container_name: u_rabbitmg
restart: always
volumes:
- ${DOCKER_DATA_PATH}/rabbitmg:/var/lib/rabbitmg
labels:
- traefik.http.routers.rabbitmq.rule=Host("rabbitmg.localhost)
- traefik.http.services.rabbitmgq.loadbalancer.server.port=15672
ports:

- ${RABBITMQ_PORT}:5672

prometheus:
image: prom/prometheus
container_name: u_prometheus
restart: always
user: "0"
labels:

- traefik.http.routers.prometheus.rule=Host("prometheus.localhost")

grafana:
image: grafana/grafana:7.0.5
container_name: u_grafana
restart: always
depends_on:
- prometheus
user: "0"
volumes:
- ${DOCKER_DATA_PATH}/grafana:/var/lib/grafana

labels:
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- traefik.http.routers.grafana.rule=Host("grafana.localhost")

phpmyadmin:
image: phpmyadmin/phpmyadmin:5.0
container_name: u_phpmyadmin
restart; always
environment:
-PMA_HOST=mysql
- MYSQL_USER=${DB_USERNAME}
- MYSQL_PASSWORD=${DB_PASSWORD}
-MYSQL_ROOT_PASSWORD=${DB_ROOT_PASSWORD}
labels:

- traefik.http.routers.phpmyadmin.rule=Host("phpmyadmin.localhost’)

netdata:
image: netdata/netdata:v1.23.0
container_name: u_netdata
restart: always
cap_add:
-SYS_PTRACE
labels:

- traefik.http.routers.netdata.rule=Host("netdata.localhost")
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Hooamok b

Kaacc RequestController.php
<?php

namespace App\Http\Controllers;

use App\Enums\Perm;

use App\Models\Equipment;

use App\Models\RequestType;

use App\Models\RequestStatus;

use App\Models\RequestPriority;

use App\Realtime\Requests\EJoin;

use App\Http\Helpers\FilesHelper;

use lluminate\Http\JsonResponse;

use App\Realtime\Requests\ECreate;
use App\Realtime\Requests\EUpdate;
use llluminate\Support\Facades\Gate;
use App\Http\Requests\RequestRequest;
use App\Models\Request as RequestModel;

use Illuminate\Auth\Access\AuthorizationException;

class RequestController extends Controller

{

public function permissions(): array
{
return [
‘index' => [Perm::REQUESTS_VIEW_OWN, Perm::REQUESTS_VIEW_ALL,
Perm::REQUESTS_VIEW_ASSIGN],
'show' => [Perm::REQUESTS_VIEW_OWN, Perm::REQUESTS_VIEW_ALL,
Perm::REQUESTS_VIEW_ASSIGN],
'store’' => Perm::REQUESTS_CREATE,
‘update’ => [Perm::REQUESTS_EDIT_OWN, Perm::REQUESTS_EDIT_ALL,
Perm::REQUESTS_EDIT_ASSIGN],
'destroy’ => [Perm::REQUESTS_DELETE_OWN, Perm::REQUESTS_DELETE_ALL,
Perm::REQUESTS_DELETE_ASSIGN],

1

/**
* Display a listing of the resource.
* @param RequestRequest $request
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[Iponosxxenuus noa. b

* @return JsonResponse
*/
public function index(RequestRequest $request): JsonResponse

{
$query = RequestModel::querySelectJoins();

if ($request->has(‘search’) && $request->exists(‘columns’)) {
foreach ($request->columns as $column) {
$query->orWhere(RequestModel::SEARCH_RELATIONSHIP[$column] ?? $column, 'LIKE', $request-
>search.'%");

}

if ($request->has(‘'sortColumn’)) {
$query->orderBy(
RequestModel::SORT_RELATIONSHIP[$request->sortColumn] ?? $request->sortColumn,

$request->sortOrder === 'descending' ? 'desc' : 'asc'

);

if ($request->priority_id) {
$query->where(‘requests.priority_id', $request->priority_id);
}
if ($request->status_id) {
$query->where(‘requests.status_id', $request->status_id);
}
if ($request->type_id) {
$query->where(‘requests.type_id', $request->type_id);

$list = $query->filterByUser(auth()->user())->paginate();
EJoin::dispatchAfterResponse(...$list->items());

return response()->json($list);

/**

* Store a newly created resource in storage.
* @param RequestRequest $request

* @return JsonResponse
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[Iponosxkenuns noa. b

*/

public function store(RequestRequest $request): JsonResponse

{
$model = new RequestModel($request->validated());
$model->user_id = auth()->id();
$model->type_id = RequestType::getDefaultValue()->id;
$model->priority_id = RequestPriority::getDefaultValue()->id;
$model->status_id = RequestStatus::getDefaultValue()->id;

if ($request->has(‘equipment_id")) {
if (perm(Perm::EQUIPMENTS_VIEW_ALL)) {
$model->equipment_id = $request->equipment_id;
}else {
$equipment = Equipment::findOrFail($request->equipment_id);
if (Gate::allows(‘owner', $equipment)) {
$model->equipment_id = $request->equipment_id;

$model->save();

$model = RequestModel::querySelectloins()->findOrFail($model->id);

ECreate::dispatchAfterResponse($model);

return response()->json([
'message’ => __ (‘app.requests.store),

‘request’ => $model,

D

[Hx
* Display the specified resource.

* @param RequestModel $requestModel

* @return JsonResponse

* @throws AuthorizationException

*/

public function show(RequestModel $requestModel): JsonResponse

{
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[Iponosxkenuus noa. b

S$this->authorize('show', $requestModel);

EJoin::dispatchAfterResponse($requestModel);

return response()->json([
'message’ => __ (‘app.requests.show'),

'request’ => $requestModel,

)E

[H
* @param RequestRequest $request

* @param RequestModel $model

* @return JsonResponse

* @throws AuthorizationException

*/

public function update(RequestRequest $request, RequestModel $model): JsonResponse

{

$this->authorize('update’, $model);
$model->fill($request->validated());

if ($request->has(‘equipment_id") {
if (perm(Perm::EQUIPMENTS_VIEW_ALL)) {
$model->equipment_id = $request->equipment_id;

}else {
$equipment = Equipment::findOrFail($request->equipment_id);

if (Gate::allows(‘owner', $equipment)) {
$model->equipment_id = $request->equipment_id;

if ($request->has(‘assign_id") && perm(Perm::REQUESTS_EDIT_ALL)) {

$model->assign_id = $request->assign_id;

if (perm(Perm::REQUESTS_CONFIG_VIEW_ALL)) {
if ($request->has(‘type_id") {
$model->type_id = $request->type_id;
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if ($request->has(‘priority_id")) {
$model->priority_id = $request->priority_id;

}

if ($request->has('status_id")) {
$model->status_id = $request->status_id;

$model->save();

$model = RequestModel::querySelectJoins()->findOrFail($model->id);
EUpdate::dispatchAfterResponse($model->id, $model);

return response()->json([
'message’ => __ (‘app.requests.update’),
‘request’ => $model,

I)E

[
* @param RequestRequest $request

* @param RequestModel $requestModel

* @return JsonResponse

*/

public function destroy(RequestRequest $request, RequestModel $requestModel): JsonResponse

{

$this->authorize('delete’, $requestModel);

if ($request->files_delete && ! FilesHelper::delete($requestModel->files)) {
return response()->json(['message’ => __ (‘app.files.files_not_deleted")], 422);
$requestModel->delete();

return response()->json([

'message’ => __ (‘app.requests.destroy’),

D
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Kondirypauis nis docker-compose.test.yml ¢aiina

version: '3'

services:

Server:

build:
context: .

dockerfile: test.Dockerfile

web:
build:
context: ./web

dockerfile: test.Dockerfile

websocket:
build:
context: ./websocket

dockerfile: test.Dockerfile
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