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In today’s globalized world, the concept of hybrid warfare takes on a
new dimension, reflecting the complexity and variety of methods and
strategies used by states and non-state actors to achieve their goals. Hybrid
wars are an expression of the changing nature of conflicts in the world,
where traditional military methods are combined with the latest
technologies and psychological tactics.

Hybrid warfare is a strategy that includes a variety of means: from
military operations to cyberattacks, propaganda, economic and political
pressure. This type of conflict often has a hidden character, using means
that make it difficult to identify the aggressor and understand his
intentions. Hybrid war is significantly different from the concept of «cold
war», because in the process of its conduct, active, consistent, directed
actions are carried out in the form of conflicts [1].

The goals of hybrid wars cover a wide spectrum: from destabilizing
political regimes to changing the geopolitical balance of power in a certain
region. They can be aimed at ensuring control over resources, changing
borders, as well as undermining the influence and authority of international
organizations.

For example, among the goals of Russia’s hybrid war against
Ukraine, the following are highlighted: creating chaos, undermining
democratic values, and spreading an atmosphere of mistrust and cynicism.
This strategy affects not only Ukraine, but also the states that support it.
Russia, not itself distinguished by democratic traditions, turns the basic
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values of democracy into a weapon, turning freedom of speech into a tool
for spreading lies, freedom of information into a tool of fakes and
propaganda, and the right to peaceful assembly into the possibility of street
clashes. Thus, the essence of democracy is called into question, and the
possibility of an individual’s honest expression of will is called into
question.

From this goal, information operations can be classified according to
the following goals: 1) division of society within the state in order to
weaken it or install one’s own candidates for positions; 2) discrediting the
state in the international arena and deterioration of relations with neighbors
or partners; 3) creation of general informational chaos in order to achieve
individual tactical goals by the aggressor [2].

Among the methods of hybrid warfare, the following are
distinguished: cyberattacks that can be aimed at government structures,
critical infrastructure, as well as personal data of citizens; psychological
operations and propaganda, diversification of public opinion, which
includes the use of media and social networks to spread disinformation,
create false narratives, and are carried out, including to falsely draw the
attention of the state leadership to artificially created problems; economic
pressure, namely: the use of sanctions, trade wars and other forms of
economic influence; the use of special services and private military
companies for secret operations, sabotage, support for separatist movements,
and other actions that make direct attribution of actions difficult; a
provocation carried out with the aim of inciting the enemy to commit
actions disadvantageous for the latter.

Examples of hybrid warfare include the following conflicts:

« Russia and Ukraine: The annexation of Crimea and the conflict in
eastern Ukraine are prime examples of Russia’s use of hybrid warfare,
most clearly demonstrated in events such as Russia’s annexation of Crimea
in the spring of 2014, support for radical groups on the ground, and full-
scale Russian military incursions into eastern Ukraine.

o The United States of America in Iraq and Afghanistan used a
combination of military, psychological, and diplomatic methods to achieve
its goals. The US has conducted a mix of conventional military operations,
asymmetric tactics, counterinsurgency strategies, and political interventions in
the region.

o China in the South China Sea: Demonstration of military power,
economic pressure and diplomatic maneuvers to strengthen control over
the region. In its approach to hybrid warfare in the South China Sea, China
has taken a series of measures aimed at strengthening its influence in the
region. These include the construction of artificial islands and the
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militarization of these islands, the presentation of territorial claims that
coincide with the demands of neighboring countries. In addition, China has
employed diplomatic and economic measures to strengthen its position and
influence in the region. These actions are part of a broader strategy to
expand its control and influence in the South China Sea without resorting
to direct military conflict. China’s hybrid war strategy in the South China
Sea includes diplomatic maneuvers, such as negotiations with ASEAN
states on a Code of Conduct, and economic measures, such as increasing
the dependence of regional states on Chinese trade. These efforts, along
with the Belt and Road Initiative, allow China to exert economic leverage
to advance its strategic interests in the region [3].

Hybrid war as a modern phenomenon requires a comprehensive
approach to analysis and countermeasures. This form of conflict blurs the
lines between conventional and unconventional, state and non-state, cyber
and physical, as well as war and peace. The implications for international
relations are profound. Hybrid warfare strategies can destabilize regions,
undermine trust among nations, and challenge the existing international
order. It affects international relations, security and stability, requiring new
strategies in politics, diplomacy and the military. In the modern context, it
demands a holistic and adaptive approach for analysis, understanding, and
development of countermeasures. Addressing the challenges posed by
hybrid warfare requires innovative strategies that go beyond traditional
military responses. Strengthening resilience against disinformation,
protecting critical infrastructure, enhancing cyber security, and fostering
international cooperation are essential components of such a strategy.
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